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I remember when I budgeted for my project. I refused to spend 
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six months ouerdue. nobody thinks I'm a hero. 
What would I giue to get some of that time back? URGENT! There has never been a project that couldn't use 

more time when it's critical ... like in final testing 
when everything has come together ... or in final 
debug, when everything is going down in flames. Microtek debug tools can make time. They speed up 

development and testing, saving you precious time 
at the end of the project, where you need it most! 

M icrotek emulators offer the debug features you need 
to track down and correct software, hardware, and 
system integration issues. They can find the errors 
software debuggers cannot see. 

If you are developing a Pentium 
class target using a reference 
design or off-the-shelf board, 

please take a moment to speak 
with our staff. They will insure your 
design is on track, and tool friendly 

if debug is needed in the future. 

Wouldn 't it be great to deliver your next project 
on time? Next time, be sure to put a Microtek 
emulator in your project plan from the start. 

It will help take the knot out of your stomach. 
And it will improve your company's bottom line! 

First, em ulators can debug before the operating system is functioning. If an 
unexpected issue is affecting boot up, an emulator can find it. They are also 
operational after a hard crash. This is significant, because software 
debuggers lose debug information. Microtek emulators keep track of the last 
128 KB of bus cycles, allowing you to sift through and find the problem. 
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Lindsey Vereen 

A Message from Space 
A key factor in the development of the 

/"'\Lunar module for Apollo 9 was "test, 
test, and more test," according to the 
HBO miniseries "From the Earth to the 
Moon" (Part 5, "Spider," 1998). That's 
not a bad guideline in an engineering 
effort that demanded so many things to 
be accomplished that had never been 
done before. Given that precedent, what 
went wrong with the Mars polar lander, 
which disappeared last December and 
presumably crashed into the red planet? 
Various stories have circulated, some 
pointing to gross management incompe­
tence, but whatever scenario you 
believe, the one commonality among 
the stories is that the system was not 
properly tested before launch. 

"There was inadequate software 
design and testing. The software should 
have been designed to prevent prema­
ture engine shutdown," said former 
Lockheed Martin executive Tom Young 
who presented the NASA report on the 
polar lander's fate. "In space, one strike 
and you're out." (See www.cnn.com/ 
2000/TECH /space/03/28/lander. report. 
02/index.html.) 

Test not only allows you to identify 
and fix faults, but more importantly, it 
gives you the data you need to feed back 
into and improve the process so as to 
prevent fi.tture fai lures. In that respect, 
the pace program is atypical since the 
products are more or less one-offs, 
which makes it more difficult to fix the 
process. Test, especially systems integra­
tion test, necessarily takes place at the 
end of the development cycle, and when 
intermediate deadlines slip, the pressure 
mounts to shrink the test phase to get 
the product to market on time. If your 
company has a cash-Oow problem, the 
temptation to shortchange test can be 
strong. In non-mission critical applica­
tions, that can result in annoyances for 
customers, who sometimes find them-

selves involuntarily recruited into doing 
final test in the course of using tl1eir pur­
chased software, which just goes to justi­
fy tl1e admonition against buying version 
1.0 of any software package. In safety­
critical applications, shipping inade­
quately tested products is not an option. 

Hardware system quality is at an a ll­
time high, but that's not where tl1e cur­
rent chal lenge is. The increase in tl1e 
software content of systems coupled with 
shorter design cycles means that pro­
ducing bulletproof software is more dif­
ficult than ever. Since safety-critical 
designs can't rely on the customer doing 
final test, the development process had 
better assure software as well as hard­
ware quality. Thorough testing is key to 
gaining that assurance. 

Test is also more complex than you 
think it wi ll be, as Michael Barr's article 
this month on memory test, urn, attests. 
For example, you can develop a test that 
verifies the functionality of a memory 
chip but sti ll cannot detect if the ch ip is 
missing from the board. 

Despite its importance, test is neither 
glamorous nor a career toward which 
engineers genet·ally aspire. In electron­
ics manufacturing compan ies, test engi­
neers get less respect than do software 
engineers. The need to test and improve 
the process is one we seem to have to 
relearn periodically. High-profile, 
expensive fai lures, such as the loss of the 
Mars lander, serve to remind us of this 
valuable lesson. 

L~L 
lvereen@cmp.com 
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Jack W. Crenshaw 

Rants, Accolades, and 
Minimization 
I'd like to start out this month by 
apologizing for missing last month's 
column. I know how much some of 
you readers count on the latest 
update, and believe me, no one is 
more aware than I how much trouble 
it causes when a column is skipped. 
That's especially true when we're in 
the midst of a series, as we are now. In 
fact, this series on function minimiza­
tion promises to set an all-time record 
for the longest-running series in a col­
umn that's not supposed to have series 
in the first place. 

I know how anxious most of you are 
to get thi minimization tJ1ing behind 
u , so we can get on with other topics. 
I'm anxious too, because tJ1ere are so 
many other exciting things I have in 
the queue to talk about, and they're all 

waiting for me to get past Brent's algo­
rithm. Even on tJ1e subject of mini­
mization, we still have the entire world 
of multiva1iate optimization to deal 
with, including the popular Simplex 
method, steepest-descent, and all kinds 
of good and important stuff. So, again, 
my apologies for the miss. My bad. 

Speaking of bad-before getting 
into the meat of the column, I have 
more news from the Good Guy/ Bad 
Guy front. I suppose by now, those of 
you who took my advice and went to 
the Mathtools Web site to download 
the Matlab clone, Mideva, learned the 
same thing I did: they've been bought 
out by The MathWorks. The 
Math Works says that they intend to use 
tl1e Mathtools compiler, Matcom, in 

future releases of Matlab. Not sure 
about the other stuff. But if you were 
planning to turn to Mideva as a low­
cost alternative to Matlab, I'm afraid 
we're both out of luck. 

On the other hand, I did download 
SciLab, from Inria, recently. Let me 

actually work, and who provide tech 
support that actually supports, I com­
pletely forgot to mention one of my 
favorite computer programs of a ll 
time: Partition Magic (PM), by 
PowerQuest. Simply stated, of all ilie 
Windows programs in my impressive 

Herein lies a Dell Computer horror story, the key 

to succesful disk partitioning, and, oh yes, more 

on minimization. 

tell you, SciLab is for real. Also, the 
price is right: it's free. 

Scilab was developed by ilie Scilab 
Group (INRIA-Rocquencourt Metalau 
Project), a French group tl1al seems to 
be offering it to the world as a gift, in 
the same spirit as the Free Software 
Foundation. I've been tinkering wiili it 
lately, and it seems complete. It even 
comes with a Simulink-like graphic tool, 
tl1ough that part doesn't work to well on 
my computer at work, which has a plain 
vanilla (16-color) SVGA card. 

Several people pointed out to me 
that I gave ilie wrong URL for ilie 
Scilab/Inria site. The correct URL is 
www-rocq.inria.fr. Check it out. I think 
you'll be impressed. 

Partition Magic rules! 

Last month while I was listing the 
"good guys" who sell products that 

arsenal of software and shelfware 
(about a 50/ 50 split), PM may well be 
the only Windows program I own that 
actually does what it's supposed to do, 
every time, without failure and witll­
out error. 

Good thing, too, because PM (cur­
rentJy in version 5.0) works its magic 
on ... um ... your hard drive partitions. It 
does what Microsoft's c ryptic and 
archaic FDISK does, only moreso. In 
its simplest terms, PM allows you to 
divide your hard drive(s) into multiple 
partitions, just as FDISK does. The dif­
ference is, if you change your mind 
and use FDISK to set partitions differ­
en tly (adding or deleting partitions, 
resizing them, and so on), you should 
get ready to do backup, because 
FDISK will reformat your drive. PM 
lets you do the same thing while pre­
serving your data. Nothing else even 
comes close. 
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We all have our tales of woe. No doubt, if you've bought a new computer 
yourself, you have some stories of your own, and don't need to hear mine. 

So I won't bore you with tales of software drivers that didn't drive, 
or tech support folks who didn't support. 

Seeing that PM is clinking around 
with that precious data on your hard 
drive, even changing from, say, FAT16 
to FAT32 format, it danged well had 
better get things right, or your hard 
drive is toast. Nevertheless, that imper­
ative doesn't stop other critical pro­
grams such as uninstall programs from 
messing things up. PM doesn't. Ever. 

From my perspective, PM's value 
lies in its support for multi-boot sys­
tems. When you're partitioning a 
drive, FDISK allows you to create one 
primary partition and one extended 
partition (which can contain up to 
three logical partitions). PM lets you 
set up multiple primary partitions, and 
hide all but one. Some operating sys­
tems (I believe NT is one) can boot 
from logical partitions. For that mat­
ter, many can share the same partition 
with other OSes. An OS boot process 
is, after all,just another computer pro­
gram, and there's no basic reason that 
they can't coexist. But certain OSes, 
notably Windows, insist on driving, 
and they want to be on primary parti­
tions. PM lets you do this for more 
than one OS. Combine thi · with a 
boot manager such as System 
Commander (from Vcomm) or 
PowerQuest's own Boot Magic, and 
you have a system that can boot as 
many OSes as you wi ll ever want. I've 
been running that way for years, with 
nary a problem. 

I can't say enough good things 
about Partition Magic. Thanks, 
PowerQuest. 

Dell forfeits game 

If you're wondering why I missed last 
month's deadline, you don't have to 
look much farther than my good 
friends at Dell Computer. I ended up 
fighting with these people for no less 
than six weeks to get the device drivers 
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that should have come with the com­
puter in the first place. When I finally 
got to the right person (one of their 
hardware tech support people), the 
software arrived within 48 hours. Over 
the six week period, three other peo­
ple promised to send it. None did. 

We all have our tales of woe. No 
doubt, if you've bought a new com­
puter yourself, you have some tories 
of your own, and don't need to hear 
mine. So I won't bore you with tales of 
software drivers that didn't drive, or 
tech support folks who didn't support. 
Nevertheless, just as I felt duty-bound 
to warn those to whom I'd recom­
mended Mathcad, now I feel duty 
bound to warn you away from Dell. 

To refresh your memory, the rea­
son I bought the Dell Dimension was 
because I had understood that Dell 
and Red Hat had formed an agree­
ment for Dell to sell computers with 
Linux pre-installed. Couple my inter­
est with Linux and my long-term fond­
ness for Dell , and it seemed to be a 
match made in Heaven. 

In Hell, more like. I spent most of 
the next six weeks with my ear glued to 
a telephone, stuck on perpetual hold. 
I waded through armies of officious 
and condescending customer support 
folks, and friendly, helpful, but inef­
fective tech support folks. (What good 
is that vaunted 24/ 7 support, if the 
limit of their skills is to tell you how to 
close the cupholder?) After all the he­
saids and she-saids are over and done, 
my beef with Dell boils down to two 
show-stopping items: 

• A Dell with Linux pre-installed is 
an accident waiting to happen. It 
might actually work, when it 
arrives, but have no illusions about 
what you're getting. You ' re getting 
a Dell with Linux pre-installed. 
Period. It will work only as long as 

the hard drive never crashes, you 
never need to re-install or upgrade 
Linux (Red Hat v. 6.2 is now out), 
and never make any changes to the 
hardware. The Linux installation 
disks Dell ships with its systems are 
plain vanilla, Red Hat v. 6.0 LimlX, 
and cannot restore the system back 
to the condition it was in when 
shipped. In short, the software Dell 
loads into the computer is different 
than the software they send you on 
disk. Good luck trying to repro­
duce the software as shipped 

I don't know how this strikes you, 
but to me it's an absolute show-stop­
per. I've been buying personal com­
puters now since 1974-26 years, by 
my reckoning. This is the first time 
I've bought a computer that didn't 
come with all the software and manu­
als needed to restore it to the condi­
tion it was in when shipped. I haven't 
decided yet which makes me the most 
angry: the fact that the Dell computer 
didn't come with the right software, or 
the fact that no one at Dell seems to 
see anything wrong with this. 

• If you order a Dell with Linux 
installed, forget trying to get 
Windows device drivers. Dell's posi­
tion is, Linux you wanted, Linux 
you got. So what's your beef? 

When I bought my Dell system, I 
made it very plain to the salesman that 
I intended to run it in dual-boot fash­
ion , using both Linux and Windows 
98. At the time, he assured me that I'd 
get aU kinds of support from Dell in 
doing this. Hmph. That turned out to 
be nothing but salesman 's hype. What 
I got was, "Go fish." Most of those six 
weeks on the phone were pent trying 
to get Windows device drivers for the 
hardware Dell had installed. 

Again, as I tried to explain to the 
Dell customer support stone-wallers, if 
I'd bought my system from, say, 
Computer City or Comp-USA, I'd have 
gotten everything that came with each 
item of hardware: manuals, device dri-
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When I chose to buy from Dell, I certainly didn't intend to imply license to 
hold back key items as a cost-saving deal. If that's the price one has to pay to 

· get discounts, forget the discount. I'd rather have the goodies. 

ver software, even the registration cards 
and other lapflaps that come in the 
box. Heck, if I'd bought it from a local 
storefront OEMer, I'd probably have 
even gotten the boxes the hardware 
came in . When I chose to buy from 
Dell, I certainly didn't intend or imply 
license to hold back key items as a cost­
saving deal. If that's the price one has 
to pay to get discounts, forget the dis­
count. I'd rather have the goodies. 

This last item is not a show-stopper 
like the first two, since it on ly applies 
to those who want Linux. But despite 
Dell's much-publicized recent partner­
ship with Red Hat, no one in Dell 's 
tech support or customer service 
departn1ents seems to have ever even 
heard of Linux. Never mention the 
word "Linux" to any Dell service rep. If 
you do, you will soon find yourself talk­
ing to Linuxcare. 

That's the company Dell has con­
tracted with to provide support for 
Linux. The good news is, the 
Linuxcare folks are smart, pleasant, 
and helpful. They were also most sym­
pathetic to my cause, and got in my 
corner in terms of trying to get Dell to 
come across with the right device dri­
vers. The bad news i , they have about 
a much clout with Dell as I do, which 
is to say, none. 

Also, unfortunately, the Linuxcare 
people know as much about Windows 
as the Dell people know about Linux. 
I gather they are mostly Unix wizards 
from way back (can you say, "vi"?). 
Neither Dell nor Linuxcare people 
ever heard of Partition Magic or 
System Commander. 

Finally, you should know tl1at Dell 
is replacing failed components witl1 
refurbished ones, not new ones. Their 
rationale is now that you have tl1e 
computer, it's no longer new. It's used, 
and therefore on ly deserves a used 
replacement part. I'm told tl1at Dell 
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isn't the on ly large vendor to take tl1is 
view. I sti ll tl1ink it stinks. If I buy a new 
car, and the engine blows the next 
week, no way are tl1ey getting away 
with putting a rebui lt engine in it 
(trust me on tl1is-Ford tried and 
fai led). 

Oh, remember tl1e Dell customer 
service manager? The one who 
promised to reimburse me for my 
expenses in getting support? He's 
been incognito ever si nce. Even 
Michael Dell seems unable to find 
him. 

The last missing software piece­
the Sound Blaster driver-arrived not 
long ago, nearly two monilis after tl1is 
odyssey started. Once I got hold of the 
right techie, the disk arrived within 24 
hours. No less than tl1ree oilier folks at 
Dell had promised to send ilie driver. 
None did, though one did manage to 
send a bill for $60 (good luck collect­
ing it, Dell). 

Except for one small detail (no 
sound!), I'm in great shape. With the 
software drivers installed, I thought I 
might now finally be shed of Dell. 
Alas, 'twas not to be. La t week, an 
internal cooling fan fai led. We 
thought it was the CPU fan, and 
installed a replacement. Turns out, it 
was the fan on the video card. (Video 
cards have fans ? Who would 've 
thought it?) Sigh . I miss my Kaypro. 
No fan, no noise, no problems. I've 
never trusted a computer tl1at sends 
data to its keyboard, anyhow. 

Since I first began tl1is odyssey, I've 
discovered www. consumeraffairs. com. 
They seem to have a mission similar to 
mine: To identify botl1 tl1e good guys 
and the bad guys. They post horror 
stories from folks who feel tl1ey've 
been ripped off, as well as Good Guy 
stories about compan ies you can trust. 
You'll find Dell under their heading, 
"Rogue's Gal lery." I'll be posting tl1e 

fu ll story of my experience witl1 Dell, 
soon . Read 'em and weep. 

KVMswitch 

Oh, I almost forgot: I've discovered a 
new (to me, anyhow) gadget, tl1at's 
wortl1 its weight in gold. It's called a 
KVM switch , and it lets you run multi­
ple computers using a single key­
board, video monitor, and mouse 
(hence ilie acronym). It's much like 
tl1e old A-B serial / parallel switches, 
but it switches tl1e different signals in 
parallel, so tl1ey all switch together. 
Talk about reducing the acreage! T his 
is great. I currently have two comput­
ers running tl1rough it, and two more 
(one being the dual-boot DEC Alpha) 
waiting in the wings. 

My particular switch is the 
OmniCube, by Delrin. It works very 
nicely. You can switch computers via a 
hot key sequence, so there's no need 
to push buttons. Check it out. 

Psst! Hey, buddy! Wanna buy some 
video monitors, cheap? 

Dual boot for dummies 

Now that I've got my system set up, I 
seem to be the current reigning 
expert on dual-boot systems (at least, 
I'm way ahead of Dell ). Getting to thi 
point took a lot of trial and error­
error you needn't commit, because 
I'm going to tell you how to do tl1is 
thing right. 

For starters, many people are now 
buying Micro oft Windows 98 Second 
Edition (Win98SE). I t's the most cur­
rent of the Windows series, and 
includes all the service releases. It's 
also good, as well as legal, for new sys­
tems, since it isn't an upgrade disk. (I 
once had so many Microsoft upgrades, 
I can remember having to do new 
installs beginning with DOS 3.2. But 
that's anotl1er story). Be advised, 
Win98SE is supposed to be for new sys­
tems, and it doesn 't like to coexist with 
other OSes. When you install it, the 
first thing it will do is go out on a 
search-and-destroy mission. If it finds 
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Okay, enough about computers. Let's get back to our main goal in life, which, 
for the moment, is to find a good, robust, general-purpose function minimizer. 

any evidence of another OS, even on 
supposedly invisible partitions, it will 
methodically erase them and reformat 
your hard drive. All of it. It will then 
write its own stuff into your hard 
drive's master boot record (MBR), 
thereby ensuring that you don't repeat 
the infraction. If you try to overwrite 
the MBR, you will discover that 

Win98SE has vanished. 
So, based upon this data, here's the 

drill (Dell tech support, take note): 

• Install Win98SE first. Might as well, 
since it's all that will be there after­

wards, anyh ow 
• After installing SE, install Partition 

Magic and Boot Magic. T his gets 
you back conn-ol of yo ur MBR 

• If you want true MSDOS, you need 
to put it in the first partition, since 
it's limited to the first 2GB of disk 

space. To do that, use PM to move 
Win98SE up, and create a new pri­
mary partition below it. Install DOS 
and, if you like, Windows 3.11, 
there 

• Create whatever extended and log­
ical partitions you like. I tend to 
keep things in FAT16 format, 
which means no partition can 
exceed 2GB I use one partition for 
apps, one for data, and so on. This 

way, I usually need to back up only 
the data partition. 

• If you plan to install Linux, use PM 
to set up and format the Linux par­
titions. PM understands both Linux 
data and swap partition formats 

• Now run the Linux install. Select 
the "expert" option, even if you 
don't feel like one 

• The Linux version of FDISK is 
called Disk Druid. However, since 
yow- partitions are already set, all 
you need to do in Druid is to iden­

tify the root (' / ') and swap parti­
tions. Answer the questions the 
installation program asks, to con­
figure the system to your liking. 
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(Note: Many of these questions are 
anything but obvious. If in doubt, 
call your Linux supplier.) 

Enjoy. Oh, one more thing: make 
su re you have all the proper device dri­
vers for your hardware, before you 
begin this process. If the vendor does­
n't send them with the computer, find 
another vendor. Also, be advised that 
if you have a large hard drive (larger 
than 8GB), MSDOS will only see drive 

C:. If there is any portion of the 
extended partition beyond 8GB, 
MSDOS will not see any of th e logical 
partitions, even those that are them­

selves below 8GB. 
Finally, be advised that, unlike 

Win95 or Win98, Win98SE will not see 
hidden partitions. Well, it's not really 
supposed to (that's why they call th em 
"hidden"), but othe r versions did, 
which made it conveni ent when mov­
ing files between, say, the MSDOS and 
Windows partitions. We all know that 
at least the SE setup program can see 
the hidden partitio ns, because it 

destroys them. So how come SE itself 
can 't see them? 

Hm. On second thought, maybe it's 

best not to use Win98SE at all. If pos­
sible, get an earlier version and down­
load the patches from Microsoft's Web 

site. 

In search of Brent 

Okay, enough about computers. Let's 
get back to our main goal in life, 
which, for the moment, is to find a 
good, robust, general-purpose func­
tion minimizer. Since our last meeting 
on this subject, I've been putting a lot 
of thought into th e subject, and I 
th ink I've formu lated some general, 

overall principles which are worth stat­
ing expl icitly. 

The first thought is, if you look at 
the kind of function we're trying to 
minimize, such as our now-famous test 

case, shown in Figure 1: 

f(x) = cos(2nx 3 ) (1) 

you may be wondering what all the 
fuss is about. I mean, after all , it's a 
fairly well-behaved function. Why not 

just pick a place, anywhere but x = 0 
(where the function is very flat), and 
slide downhill to what seems to be an 
obvious and well defined minimum? 

This notion has two catches. The 
firs t is that we don't have a clue which 
way "downhill" is. Remember, we are 

assuming that we have only Equation 
1, so we can only evaluate the fun c­
tion , not its slope. In truth, th ere's a 
whole family of methods that one can 
apply if an analytical value for the 
slope is available . These methods 
come under th e general heading of 
Newton 's me thods. We ' ll be talking 
about them later on in this (seemingly 
never-ending) series. For now, though , 
we're assuming that only tl1e function 
value is available, not its slope. So 
terms like "downhill " don 't really 

apply in tl1is context. 
The second catch is tl1a t we don't 

really have a nice, pretty picture like 

Figure 1 at all . lf we did, we could just 
cybernetically point our finger at the 
minimum, and say, "there." What we 

really have are only samples of the 
function, something like Figure 2. As 

far as our computer is concern ed, we 
don 't have a function at all, only dis­

crete poin ts, for which we may or may 
not be able to deduce a recognizable 
and predictable pattern. 

To get in the right frame of mind to 

solve the problem, we must stop think­

ing of the function as the pretty curve 
of Figure 1, and tl1ink of it only in 

terms of the samples we see in Figure 
2. As we choose more and more sam­

ples from the space between Xo and X<.!, 

we might find a point that has a small­

er y values than any previous one. 
We'll naturally call that point our best 
guess as a minimum, until an even bet­
ter one comes along. 

The key thought is that we must 
never, ever abandon our previous best 
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point, until we are 100% su re that we 
have a better one. T hin k of the sam­
pled points as stepping stones across a 
pond. We won't leave a nice, secure 
stone u ntil we're absolutely su re we 
have a better one to leap to. If you 
think of the problem in this fashion, 
you will see that the best polynomial 
fit, be it second, third, or lOOth orde 1~ 

is of absolutely no help at all , unless 
and until it actually leads us to a value 
for x that produces a better value for y. 

it randomly, which is what I did to gen­
erate Figure 2. Probe it enough times, 
and we're bound to find a value that's 
acceptably close to the true minimum. 

Of course, if we retain the original 
range for the function, between x = 0 
and x = 1, we can be reasonably sure 
that most of our random probes wi ll 
be in areas of the function we've 
already covered , and have no chance 
of producing a better minimum 
(unless, of course, we guessed wrong 
about the shape of the function). We 
can improve our chances of finding 
better points by narrowing the range 

It's clear that we can probe the func­
tion between x0 and x2 in any way we 
choose. We might even choose to probe 
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of the search. As long as we have the 
three points xO> x 1, and x2 such that the 
condition, 

(2) 

we can be sure that we have the mini­
mum bracketed, and any further 
probes we make can on ly improve our 
estimate of the tn1e mjnimum. 

When we get down to the bottom 
line, then, al l methods for finding the 
minimum without using derivatives 
depend on on ly two th ings: 

• Probing the function space for bet­
ter values 

• Narrowing the range of search 

How do we decide, then, whether 
one method is better than another? 
That's easy: it's the one that uses fewer 
probings to home in on the minimum. 

So far, we've explored three meth­
ods to find this minimum: the bisec­
tion method, the golden ratio search, 
and the quadratic method. The first 
two are almost identical in perfor­
mance; they depend strictly on the 
"divide and conquer" approach. By 
narrowing down the range at every 
step, they inexorably close the noose 
on the minimum. However, they 
require several iterations to improve 
the accuracy. For the method of bisec­
tion, it's easy to see that the best we 
can hope for is to gain one bit of accu­
racy at each iteration. The golden 
ratio search is marginally better, but it 
still falls in the same class as the bisec­
tion method, so it can't produce dra­
matically better results. 

A quadratic method can, because it 
gives convergence that's, well , qua­
dratic. From a practical viewpoint, this 
means that we can double the number 
of significant bits at each iteration. If 
you agree that doubling the bits of 
accuracy is better than adding just one 
more bit, we agree that quadratic 
methods are the way to go. 

Understand, though, that the mini­
mum given by a quadratic method is 
almost certainly not the true mini-
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A bad choice 
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mum; it's on ly our best estimate of it, 
based upon fitting three adjacent 
points with a quadratic function. We 
should sti ll never, ever take the formu­
la's word for it that the estimate is a 
good one, until we verify it by sam­
pling the function there. 

I see two possible problems with 
relying heavily on the quadratic 
method, which is why I suggested in 
my last column that perhaps some 
combination would be more appropri­
ate. The first problem was that I 
noticed that the method tends to hang 
onto points that are well away from the 
minimum. For example, one test 
retained the same value of x2 for sev­
eral steps. What this means to us is that 
the interval of search is not being 
reduced as nicely as we might like, and 
not even as nicely as a bisection 
method. 

The second problem is, in a sense, 
an embarrassment of riches. Suppose, 
for example, that we execute three 
quadratic fits in a row. If our quadratic 
method is working well, we can expect 
that these fits will produce estimates 
for the minimum that are almost iden­
tical. Once we've evaluated the func­
tion at these points, what are we to do 
with the points thus produced? If the 
middle one also happens to be the low­
est, we're in fat city. We've just oar-
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X 

rowed the range down tremendously, 
which is just what we'd like to do. But 
if the middle one is not the smallest, 
we'll end up throwing one of the other 
points away and have a situation like 
Figure 3. Here, we have two points very 
close together, and one point quite a 
bit further away. This is not a good sit­
uation, because remember, we don't 
really know the shape of the function 
near its minimum; we're only guessing 
that it's approaching a quadratic. If the 
shape is much different from that, we 
can be sure that our next estimate will 
not be a very good one. 

Then, of course, there's always the 
issue of numerical accuracy. If two of 
our three points are close together, 
we 're going to end up subtracting 
nearly equal numbers, which plays 
havoc with our computations. We 
could lose the minimum entirely, 
because of plain old floating point 
error. For these reasons, I think we 
need a mechanism that forbids us 
from having a configuration that's too 
lopsided. For the record , Brent's 
method has such a mechanism. 

What if it's a parabola? 

Since our last meeting, I've been trying 
to learn more about Brent's method. 
The reference given by Press, et al , in 

"Numerical Recipes" is Brent, Richard 
P. , Algorithms for Minimization without 

Derivatives, (Englewood Cliffs, NJ., 
Prentice-Hall, 1973). Nowoutofprint, 
the book was apparently based upon 
Brent's PhD dis ertation. The method 
is listed as one of several that are 
known to give exact results in a finite 
number of steps, if the function being 
used is, in fact, a parabola. That raises 
an interesting question for which I 
wish I had an interesting answer: even 
if the function is a parabola, how 
would we know, for sure? 

You've heard me say, more than 
once, that any well-behaved function 
(that is, any function whose deriva­
tives are continuous-mathematicians 
call such functions analytic) looks like 
a parabola near one of its extrema. 
The quadratic methods count on this 
fact to give rapid convergence in this 
region. Using a quadratic method, we 
fit a parabola through three adjacent 
points, and use the result to predict 
the location of the minimum. If the 
function does indeed look like a 
parabola, our estimate is going to be 
very close to the true minimum. 
But what if the function really is a 
parabola? Surely our method should 
not just converge asymptotically to the 
minimum, but should tell us in a 
finite number of steps that we 
absolutely have found it. Can our 
approach really tell us that? I'm not 
sure. It's tempting to say that if the 
algorithm gives the same answer for 
two different sets of points, it must 
have converged. But we have already 
seen a counter-example in which it 
does that, but we were far indeed 
from the correct answer. If the two 
end points have the same y-value, as 
they do in our function of Figure 1, a 
quadratic method will always predict 
the minimum halfway between them, 
regardless of the position of the mid­
dle point. So just getting the same 
answer twice in a row is no measure of 
correctness. 

The fact is, there is no possible way 
we can fit a curve with only three 
points and discover if the data repre-
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The fact is, there is no possible way we can fit a curve with only three points 
and discover if the data represents a true parabola or not. To do that, we 

need redundancy, and we can't get that with only three points. 

sents a true parabola or not. To do 

that, we need redundancy, and we 

can't get that with on ly three points. 

Since we can a lways fit a pa rabola 

through any three points (except for 

pathological cases), we always seem to 

have a good fit. The only way we can 

get both an estimate of the minimum, 

and a confidence level for the esti­

mate, is to u e more poin ts in th e fit. I 

can think of two or three methods that 

might work: 

• Use two sets of three points each , 

and compare the results 

• Fit a cubic functio n through four 

points , and examin e the third 
derivative 

Vfk3e~:Y3 - Yo 
x1 - xn 

m, = Y 1- Yo 
x 1 -x0 

and 

1112 
= Y2- Yo 

x2 -xo 

(5) 

(6) 

(7) 

(8) 

(9) 

• Fit a least-squ ares fit through at Differentiating Equations 4 and 5, 

least four points, and examine the we get the estimated minima: 
residuals 

You may recal l that in the last col­

umn, we used the first option. Given 

four successive poin ts, with the two 

middle ones both lower than the two 

end ones, we fitted parabolas through 

two sets of three. That gave us two 

inde pendent estimates of the mini­

mum, and we compared the fitted 

quadratics to get a measure of the 

goodness of fit. It might be well if we 

review the math for that option , here. 

F'ltting four points 

Let the four poin ts be P0, P 1, P2, and 

P3, with the condi tion that: 

f(xo) > f(x , ) < (x3) 

and 

f(x 0 ) > f(x , ) < f(x , ) (3) 

We can perform two quadratic fits for 

the two sets (P0, P1, P3) and (P0, P2, P3). 

We find that we can fit two functions: 

fl(x)=y 0 +(x -x0)[m3 + c1(x -x3 ) ] 

(4) 

22 JULY 2000 Embedded Systems Programming 

xo+x3 m3 X. ------
nun! - 2 2c , 

(10) 

and 

xo+x3 m3 
X . ---- - -

mm2 - 2 2c2 
(11) 

The difference, of course, is: 

(12) 

Don 't forget, however, that this dif­

ference i not a reliable measure of the 

goodness of fit. If y0 = y3, m3 must also 
be zero, and so will the difference 

between estimated minima, even if 

we 're far away from the true minimum. 

A far better measure of the good­
ness of fit is give n by looking at the dif­

ference in th e predi cted y-values, 

which is: 

dYmin = 
3

m3 
2 

- (j_- j_J _1!!._ (c2 - c,) 
4 c2 c1 4 

(13) 

where: 

h = x 3 -xo (14) 

Let's see how this process works for 

our test function. For simpli city, I'll 

revert to the bisection m e thod in 

choosing the x's. We end up with the 

five values shown in Table 1: 

Evaluating the functions u sing 

points P 1 •• P4 gives: 

m1 = -1.15231 

~ = -3.75421 

'171:3 = 0.00642 
C1 = 2.317464 

~ = 15.04253 

Xminl = 0.623615 

Xmin2 = 0.624787 

Yminl = 0.671695 

Ymin2 = -1.11776 

Looking only at the two estimated 

minima, xmin l and xminZ• we might get 
the impression that we are a lready 

pre tty close to convergence. The true 

story, however, is seen by compari ng 

Yminl and Ymin2• which are profoundly 
different. Just how different, we can 

see by comparing the two fitted curves 

in Figure 4. 

If you 're confused about the values 

of Ym in l a nd y,;112, remember that 
th ey' re not the values of f(x) at X111;,.1 

and J111 ;11 2, but rathe r, the values of y 
predicted by the two parabolic fits. It 
certainly seems from this one example 

that the difference between these two 

values is a reliable measure of how 

close we are to conve rgence. In prac­

tice, we'd expect both y-values to be 
ve1-y close. 

I won 't bore you with a lot of inter­

mediate steps, but rather just tell you 

that I've carried this process through a 

few more cycles. Figure 5 shows the 

sam e three graphs after two more iter­

ations. You ' ll probably be a littl e con­

fused as to which curve is the correct 

one (it's the dashed on e), but it really 

d oesn 't matter. The point is that the 

curves now look very much a like. 

That's borne out by the values ofymini 
and y,;112, which are now much closer 

togeth er: 
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top of my head, I can't think of such a 

TABLE 1 case. On the other hand, I'm not yet 

X 
y 0.995185 0 .707107 -0.88192 

F RE4 A first try . · ··' · · : · · . 
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FIGURE 5 Getting closer 
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-1 ............ 

-1.5 l!--===---'::_:--=-=--=-..:=======:::::::--
0.7 0.75 0 .8 0.85 o.s 

Yminl = -0.93911 

Ymin2 = -1.032 

Before leaving this line of inquiry, 
let me remind you that sh ould th e 

function being fitted just happen to 
truly be a parabola, we should know it 
instantly, or almost so, by the fact that 
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)( 

both functions, f. (x) and h(x), pro­
duce identical curves. 

Can this approach be fooled? In 
other words, can we come up with a 
pathological case where fittin g two 

curves, using three of four points for 
each , gives the same fit eve n though 
the function is not a pa1·abola? Off the 

ready to state categorically that it can ' t 
happe n , so I'd hate to stake the 

robustness of our solution on a one­
shot result. Maybe we should in ist 
that the result hold for at least two 
iterations. 

Tinkering around 

In case you haven't noticed, I've pret­
ty much abandoned, for the 
moment, the desire to write a pro­

duction-level C/ C++ function that 
doe what we want done. That goal 
went out the window when I realized 
that Numerical Recipes didn't ade­
quately explain Brent's a lgorithm. At 
this point, we're sti ll in the mode of 
trying things to see what works. As I 
stated in the last column, I have no 
doubt that a combination of Go lden 

Section search and quadratic fit can 
get us the combination of rob ustness 
and speed that we seek; I just don't 
know what that optimal combination 
is yet. 

For the record, 1 wrote a Mathcad 

file that alternated between Go lden 
Section and quadratic fits. What this 
approach does is to take two steps of 
the Go lden Section , generating a 
total of five po ints. T he n it fits two 
quadratics, in a manner similar to 
what I've shown above, through the 
lowest four points. This worked very 
well. After seven iterations, I was get­

ting a difference, Ymin2 - Yminl• of 3t'-
8 , which means convergence was at 

hand . Is this the long-sought perfect 
search a lgorithm ? Not by a long 
shot. But it sure isn't bad eithe r, is 

it? 
T he th ing that seems to make 

Brent's a lgorithm so popular is that it 
will skip all the Golden Sec tion 

searches, and use quadratics exclu­
sive ly, if the function is sufficiently 
well-behaved. I can see that this 

would certainly make it the fastest­
converging method we can devise . 
I'm not yet convinced that it's robust 
enough. Alternating between the 
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I have a tiger by the tail, and I'm beginning to wish I'd never even heard of 
Brent's method. But, fortunately or unfortunately, solving the problem of 

minimization in one dimension seems to be key to everything that follows. 

methods is certainly robust; it keeps 
the search from getting confused by 
crazy quadratic fits, and it narrows 
the range of interest as only a bisec­
tion-type method can do. But, of 
course, it's going to take a little 
longer, worst case. Somewhere in 
between those extremes is the perfect 
search algorithm. 

Also for the record, I tried the 
third approach in the bulleted list 
above: use a least-squares fit. Space 
doesn't permit sharing this with you 
this month, but it does present an 
intriguing approach. As far as I know, 
no one has suggested this approach 
to minimum-seeking, but I don't see 
any fundamental reason why it does­
n't bear examining, except the obvi-
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ous one that performing a least­
squares fit is going to burn CPU 
cycles. Even so, the computation load 
is not outrageous. One must sum 
seven sets of four numbers, and 
invert a 3-by-3 matrix. The latter 
operation is going to cost you, if you 
use a typical, canned, N-by-N matrix 
inverter. On the other hand, the 3-by-
3 case is small enough so that one 
can write a closed-form version that's 
quite fast. 

After four iterations using this 
method, I'm already getting quite 
good agreement between the fitted 
and actual curves. When you're using 
a least-squares fit, the best measure 
of goodness of fit is, of course, the 
residuals, and even after only four 

CE F<b 

.... 
~ Order Online 
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iterations, the residuals are down to 
about 1 e-3, and the error in Xmin 

about the same. Both seem to be 
decreasing about an order of magni­
tude per iteration, which is great. 
After six iterations, convergence is 
nearly complete. 

Okay I don't really expect an 
approach based upon least squares to 
fly, because of the computational com­
plexity involved. Nevertheless, it's an 
intriguing approach. One thing you 
have to say for it: it will give us an 
absolutely unequivocal statement as to 
whether the function being fitted is 
truly a parabola. If it is, the least­
squares fit gives zero residuals, and 
that's a difficult result to argue with . 

We'll be exploring this problem 
even more deeply next month. I real­
ize you're probably getting tired of 
function minimization right now. For 
that matter, so am I. I have a tiger by 
the tail, and I'm beginning to wish I'd 
never even heard of Brent's method. 
But, fortunately or unfortunate ly, solv­
ing tl1e problem of minimization in 
one dimension seems to be key to 
everything that follows. I have so much 
to go over with you yet, including all 
the multivariate minimization metl1-
ods like the Simplex method, steepest 
descent, modified Newton 's method, 
and so on. With tl1e exception of the 
Simplex method, which seems to be in 
a class all its own, all of the best imple­
me ntations of multivariate searches 
have a good one-dimensional engine 
beating in their hearts. 

Once we get this method down pat, 
lots more good stuff is waiting in line, 
so be patient with me as we beat Dr. 
Brent into submission. Thanks. 

Jack W Crenshaw a senior princijJal 

design engineer at Alliant Tech Systems 

Inc. in Clearwater, FL. He did rnuch early 

work in the space program and has devel­

oped numerous analysis and real-time jJro­

grarns. He holds a PhD in physics from 

Auburn University. Crenshaw enjoys con­

tact and can be reached via e-rnail at 

jcrens@earthlink. net. 
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MICHAEL BARR 

oftware-Based 
emory Testing 

ever there was a piece of embedded software ripe for reuse it's the memory 
test This article shows how to test for the most common memory problems 
with a set of three efficient, portable, public-domain memory test functions. 

ne piece of software that nearly every embedded develope1· 
must wri te at some po int in his career is a memory test. 
Often, once the prototype hardware is ready, the board 's 
designer would like some reassurance tha t she has wi red the 
address and data lines correctly, and tl1at the va1;ous mem­
O !]' chips are workin g properly. Even if that's not the case, it 

is desirable to test any o n board RAM at least as often as the system is reset. 
It is up to the embedded software developer, then, to fi gure o ut what can 
go wrong and design a suite of tests tl1a t will uncover potential problems. 

At first glance, writing a memory test may seem like a fai rly simple 
endeavor. However, as you look at tl1 e problem more closely you will real­
ize that it can be difficult to detect subtle memory problems with a simple 
test. In fac t, as a result of programmer naive te, many embedded systems 
include memory tests tha t would detect only the most catastrophic memo­
ry fa ilures. Perhaps unbelievably, some of these may not even noti ce that 
the memory chips have been removed from the board ! 

The purpose of a memory test is to confirm that each storage locati on 
in a memory device is working. In o ther words, if you store the value 50 at 
a particula r address, you expect to find that value stored there until anoth­
er value is written to tha t same address. The basic idea behind any memo­
ry test, th en , is to write some set of data to each address in the memory 
device and verify the data by reading it back. If all the values read back are 
the same as tl1ose that were written , tl1en the memory device is said to pass 
the test. As you will see, it is only tl1rough careful selection of the set of data 
values that you can be sure that a passing result is meaningful. 

Of course , a memory test like the one just described is necessarily 



destructive. In the process of testing 
the memory, you must overwrite its 
prior contents. Since it is usually 
impractical to overwrite the contents 
of nonvolati le memories, the tests 
described in this article are generally 
used on ly for RAM testing. However, if 
the contents of a non-volatile memory 
device, like flash, are unimportant-as 
they are during the product develop­
ment stage-these same algorithms 
can be used to test those devices as 
well. 

Common memory problems 
Before implementing any of the possi­
ble test algorithms, you should be 
familiar with the types of memory 
problems that are likely to occur. One 
common misconception among soft­
ware engineer is that most memory 
problems occur within the chips them-
elves. Though a major issue at one 

time (a few decades ago) , problems of 
this type are increasingly rare. These 
days, the manufacturers of memory 
devices perform a variety of post-pro­
duction tests on each batch of chips. If 
there is a problem with a particular 
batch, it is extremely unlikely that one 
of the bad chips will make its way into 
your system. 

The one type ofmemorychip prob­
lem you could encounter is a cata­
strophic fai lure. This is usually caused 
by some sort of physical or electrical 
damage to the chip after manufacture. 
Catastrophic failures are uncommon 
and usually affect large portions of the 
chip. Since a large area is affected, it is 
reasonable to assume that catastrophic 
failure will be detected by any decent 
test algorithm. 

In my experience, the most com­
mon source of actual memory prob­
lems is the circuit board. Typical cir­
cuit board problems are problems 
with the wiring between the processor 

In the process of testing the memory, you must overwrite its prior 
contents. 

and memory device, missing memory 
chips, and improperly inserted memo­
ry chips. These a re the problems that 
a good memory test algorithm should 
be able to detect. Such a test should 
also be able to detect catastrophic 
memory failures without pecifically 
looking for them. So, let's d iscuss the 
circuit board problems in more detail. 

Electrical wiring problems. An electri­
cal wiring problem could be caused by 
an error in design or production of 
the board or as the result of damage 
received after manufacture. Each of 
the wires tl1at connects the memory 
device to the processor is one of three 

ed or damaged in such a way that it is 
either shorted (for example, connect­
ed to another wire on the board) or 
open (not connected to anything). 
These problems are often caused by a 
bit of solder splash or a broken trace, 
respectively. Both cases are illustrated 
in Figure 1. 

Problems with the electrical con­
nections to the processor will cause 
the memory device to behave incor­
rectly. Data may be stored incorrectly, 
stored at the wrong address, or not 
stored at all. Each of these symptoms 
can be explained by wiring problems 
on the data, address, and control lines, 
respectively. 

Possible wiring problems 

Short 

Processor 

0 Shorted Wire 

types: an address line, a data line, or a 
control line . The address and data 
lines are used to select the memory 
location and to transfer the data, 
respectively. The control lines tell the 
memory device whether the processor 
wants to read or write the location and 
precisely when the data will be trans­
ferred. Unfortunately, one or more of 
these wires could be improperly rout-

Open 

® Open Wire 

If the problem is with a data line, 
several data bits may appear to be 
"stuck together" (for example, two or 
more bits always contain the same 
value, regardless of the data transmit­
ted). Similarly, a data bit may be either 
"stuck high" (always 1) or "stuck low" 
(always 0) . These problems can be 
detected by writing a sequence of data 
values designed to test that each data 
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pin can be set to 0 and l , indepen­
dently of all the others. 

lf an address line has a wiring prob­
lem, the contents of two memory loca­
tions may appea•· to overlap. In other 
words, data written to one address will 
actually overwrite the contents of 

another address instead. This happens 
because an address bit that is shorted 
o r open will cause the memory device 
to see an address different than the 
one selected by tl1e processor. 

Another possibility is that one of 
the control lines is shorted or open. 
Although it is theore ti cally possible to 
develop specific tests for conu·ol line 
problems, it is not possible to describe 
a gene1·al test for them. The operation 
of many control signals is specific to 
either the processor or memory archi­
tecture. Fortunately, if there is a prob­
lem witl1 a control line, tl1e memory 
will probably not work at a ll , and this 
will be de tected by other memory 
tests. lf you suspect a problem with a 
conu·ol line, it is best to seek the 

typedef unsigned char datum; I• Set the data bus width to 8 bits. •I 

datum 
memTestDataBus(volatile datum * address) 
{ 

datum pattern; 

I• 

*Perform a walking 1's test at the given address. 

•I 

for (pattern = 1; pattern != 0; pattern <<= 1) 
{ 

} 

I• 

* Write the test pattern. 

•I 

•address = pattern; 

I• 

* Read it back (immediately is okay for this test). 

•I 

if <•address != pattern) 
{ 

return (pattern); 
} 

return (Q); 

} I• memTestDataBusO •I 
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advice of the board's designer before 
constructing a spec ific test. 

Missing memory chips. A m1ssmg 
memory chip is clearly a problem that 
should be de tected . Unfortunately, 
due to the capacitive nan1re of uncon­
nected e lectrical wires, some memory 
tests will not detect this problem. For 
example, suppose you decided to use 
the fo llowing test algorithm : write the 
value l to the first location in memory, 
veril)' th e value by read ing it back, 
write 2 to tl1e second locatio n, verify 
the value, write 3 to the third location, 
verify, and so on . Since each read 
occurs immediately after the corre­
sponding write, it is possible tl1at the 
da ta read back represents notl1ing 
more than the voltage remaining on 
the data bus fro m the previous write. If 
the data is read back too quickly, it will 
appear that the data has been correct­
ly stored in memory-even though 
there is no memory chip at tl1 e other 
end of the bus! 

To detect a missing memory chip 
the test must be altered. In tead of 
performing the verification read 
immediately after the corresponding 
write, it is desirable to perform several 
consecutive writes followed by the 
same number of consecutive reads. 
For example, write the value l to the 
first location, 2 to the second location , 
and 3 to the third location, then verify 
the data at the first location , tl1e sec­
ond location, and so on . lf th e data 
values are unique (as they are in the 
test just described), the missing chip 
will be detected: the first value read 
back will correspond to the last value 
written (3), ra ther than the first (1). 

Improperly inserted chips. If a memory 
chip is present but improperly inserted 
in its socket, the system will usually 
behave as tl1ough there is a wiring 
problem or a missing chip. In other 
words, some number of the pins on the 
memory chip wi ll either not be con­
nected to the socket at aiJ or will be 
connected at the wrong place. These 
pins wiiJ be part of the data bus, address 
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bus, or control wiring. So as long as you 
test for wiring problems and missing 
chips, any improperly inserted ch ips 
will be detected automatically. 

Developing a test strategy 
Before going on, let's quickly review 
the types of memory problems we 
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must be able to detect. Memory chips 
on ly rarely have internal errors, but, if 
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any test. A more common source of 
problems is the circuit board, where a 
wiring problem may occur or a memo­
ry chip may be missing or improperly 
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inserted. Other memory problems can 
occur, but the ones described here are 
the most common. 

By carefu lly selecting your test data 
and the order in wh ich the addresses 
are tested, it is possible to detect all of 
the memory problems described 
above. It is usually best to break your 
memory test into small , single-minded 
pieces. This helps to improve the effi­
ciency of the overal l test and the read­
ability of the code. More specific tests 
can also provide more detai led infor­
mation about the source of the prob­
lem, if one is detected . 

l have found it is best to have three 
individual memory tests: a data bus 
test, an address bus test, and a device 
test. The first two tests detect e lectrical 
wiring problems and improperly 
in erted chips, wh il e the third is 
intended to detect missing chips and 
catastrophic fai lures. As an unintend­
ed consequence, the device test wi ll 
also uncover problems with the con­
trol bus wiring, though it wi ll not pro­
vide useful information about the 
source of such a problem. 

The order in wh ich you execute 
these three tests is important. The prop­
er order is: data bus test first, fo llowed by 
the address bus test, and then the device 
test. That's because the address bus test 
asswnes a working data bus, and the 
device test results are meaningless 
unless both the address and data buses 
are known to be good. If any of the tests 
fail, you should work with the board's 
designer to locate the source of the 
problem. By looking at the data value or 
address at which d1e test failed, he or 
she should be able to quickly isolate the 
problem on the circuit board. 

Data bus test 
The first thing we want to test is the 
data bus wiring. We need to confirm 
that any value placed on d1e data bus 
by the processor is correctly received 
by the memory device at the od1er 
end. The most obvious way to test that 
is to write all possible data values and 
verifY that the memory device stores 
each one successfully. However, that is 
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Address bus test :" · · · · 

datun * 
memTestAddressBus(volatile datun * baseAddress, unsigned long nBytes) 
{ 

unsigned long addressMask = (nBytes - 1>; 
unsigned long offset; 
unsigned long testOffset; 

datun pattern = (datun) OxAAAAAAAA; 
datun antipattern = (datun) Ox55555555; 

'* * Write the default pattern at each of the power-of-two offsets. 

*' for (offset = sizeof(datun); (offset & addressMask> != 0; offset <<= 1) 
{ 

baseAddress[offsetJ = pattern; 
} 

'* * Check for address bits stuck high. 

*' testOffset = 0; 
baseAddress[testOffsetJ = antipattern; 
for <offset = sizeof(datun); (offset & addressMask) != 0; offset <<= 1> 
{ 

} 

if <baseAddress[offsetJ != pattern) 
{ 

return ((datun *> &baseAddress[offsetJ); 
} 

baseAddress[testOffsetJ = pattern; 

'* * Check for address bits stuck low or shorted. 

*' for (testOffset = sizeof(datun>; (testOffset & addressMask) != 0; 

{ 

} 

testOffset <<= 1) 

baseAddress[testOffsetJ = antipattern; 

for (offset = sizeof(datun>; <offset & addressMask) != 0; offset <<= 1) 
{ 

} 

if ((baseAddress[offsetJ != pattern) && (offset != testOffset)) 
{ 

return ((datun *> &baseAddress[testOffsetJ); 
} 

baseAddress[testOffsetJ = pattern; 

return (NULL>; 

} '* memTestAddressBus() *' 
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not the most efficient test available. A 
faster method is to test the bus one bit 
at a time. The data bus passes the test 
if each data bit can be set to 0 and 1, 
independently of the other data bits. 

A good way to test each bit inde­
pendently is to perform the so-caJled 
"walking 1 's test." Table 1 shows tl1e 
data patterns used in an 8-bit version 
of this test. The name of th is test 
comes from the fact that a single data 
bit is set to 1 and "walked" through the 
entire data word. The number of data 
values to test is the same as the width 
of the data bus. Th is reduces the num­
ber of test patterns from 2" to n, where 
n is the widtl1 of the data bus. 

Since we are testing only the data 
bus at tl1is point, all of the data values 
can be written to the same address. 
Any address with in the memory device 
wi ll do. However, if the data bus splits 
as it makes its way to more tl1an one 
memory chip, you wi ll need to per­
form the data bus test at multiple 
addresses, one within each chip. 

To perform the walking 1 's test, sim­
ply write the first data value in the table, 
verify it by reading it back, write the sec­
ond value, verify, and so on. When you 
reach the end of the table, the test is 
complete. It is okay to do tl1e read 
immediately after the corresponding 
write this time because we are not yet 
looking for missing chips. In fact, th is 
test provides meaningfuJ results even if 
the memory chips are not installed. 

The function memTest DataBus O , in 
Listing 1, shows how to implement tl1e 
walking 1 's test in C. It assumes that 
tl1e caller wi ll select the test address, 
and tests the entire set of data values at 
tl1at address. If the data bus is working 
properly, the function wi ll return 0. 
Otherwise it wiii rentrn the data value 
for which the test fai led. The bit that is 
set in the returned value corresponds 
to the first faulty data line, if any. 

Address bus test 
Mter confirming iliat ilie data bus works 
properly, you should next test the 
address bus. Remember iliat address 
bus problems lead to overlapping mem-
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·· · · · Device test 

datun * 
-TestDevice(wlatile dattm * baseAddress, U'lSigned long nBytes) 
{ 

U'lSigled long offset; 

U'lSigned long ri«>rds = nBytes I sizeof(datun); 

datun pattern; 

datum antipattern; 

'* * Fill memory with a known pattern. 

*' for (pattern = 1, offset = 0; offset < ri«>rds; pattern++, offset++) 
{ 

baseAddress[offsetJ = pattern; 
} 

'* * Check each location and invert it for the second pass. 

*' for (pattern = 1, offset = 0; offset < ri«>rds; pattern++, offset++> 
{ 

) 

'* 

if <baseAddress[offsetJ != pattern> 
{ 

return ((datum *> &baseAddress[offsetJ>; 
} 

antipattern = -pattern; 

baseAddress[offsetJ = antipattern; 

* Check each location for the inverted pattern and zero it. 

*' for (pattern = 1, offset = 0; offset < ri«>rds; pattern++, offset++) 
{ 

antipattern = -pattern; 

if <baseAddress[offsetJ != antipattern> 
{ 

return ( <datun * > &baseAddress[offsetJ>; 
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ory locations. Many possible addresses 
could overlap. However, it is not neces­
sary to check every possible combina­
tion . You should instead follow the 
example of the data bus test above and 
try to isolate each address bit during test­
ing. You just need to confirm that each 
of the address pins can be set to 0 and 1 
without affecting any of the others. 

The smallest set of addresses that 
will cover all possible combinations is 
the set of "power-of-two" addresses. 
These addresses are analogous to the 
set of data values used in the walking 1 's 
test. The corresponding memory loca­
tions are 0001h, 0002h, 0004h, 0008h, 
0010h, 0020h, and so on . In addition, 
address OOOOh must also be tested. T he 
possibi lity of overlapping locations 
makes the address bus test harder to 
implement. After writing to one of the 
addresses, you must check that none of 
the others has been overwritten. 

It is important to note that not all 
of the address lines can be tested in 
this way. Part of the address- the left­
most bits- selects the memory chip 
itself. Another part- the righ tmost 
bits-may not be significant if the data 
bus width is greater than eight bits. 
These extra bits will remain constant 
throughout the test and reduce the 
number of test addresses. For exam­
ple, if the processor has 32 address 
bits, it can address up to 4GB of mem­
ory. If you want to test a 128K block of 
memory, the 15 most-significant 
address bits wi ll remain constant.! In 
that case, only the 17 righ tmost bits of 
the address bus can actually be tested. 

To confirm that no two memory 
locations overlap, you should first 
write some initial data value at each 
power-of-two offset within the device. 
T hen write a new value-an inverted 
copy of the initial value is a good 
choice- to the first test offset, and ver­
ify that the initial data value is still 
stored at every other power-of-two off­
set. If you find a location, other than 
the one just written, that contains the 
new data value, you have found a 
problem with the current address bit. 
If no overlapping is found, repeat the 
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procedure for each of the remaining 
offsets. 

The function memTestAddressBusO, 

in Listing 2, shows how this can be done 
in practice. The function accepts two 
parameters. The first parameter is the 
base address of the memory block to be 
tested and the second is its size, in bytes. 

II= 

The size is used to determine which 
address bits should be tested. For best 
results, the base address should contain 
a 0 in each of those bits. If the address 
bus test fai ls, the address at which the 
fin;t error was detected wi ll be returned. 
Otherwise, this function returns NULL 

to indicate success. 
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Device test 
Once you know that the address and 
data bus wiring are working, it is nec­
essary to test the integrity of the mem­
ory device itse lf. The thing to test is 
that every bit in the device is capable 
of holding both 0 and 1. This is a fair­
ly straightforward test to implement, 
but takes significantly longer to exe­
cute than the previous two. 

For a complete device test, you must 
visit (write and verify) every memory 
location twice. You are free to choose 
any data value for the first pass, so long 
as you invert that value during the sec­
ond. And since there is a possibility of 
missing memory chips, it is best to 
select a set of data that changes with 
(but is not equivalent to) the address. A 
simple example is an "increment test." 

The data values for the increment 
test are shown in the first two columns 
of Table 2. The third column shows 
tl1e inverted data values used dw·ing 
the second pass of this test. The latter 
represents a decrement test. There are 
many other possible choices of data, 
but the incrementing data pattern is 
adequate and easy to compute. 

The function memTestDevi ceO, in 
Listing 3, implements just such a two­
pass increment/ decrement test. It 
accepts two paran1eters from the caller. 
The first parameter is the starting 
address and the second is the number of 
bytes to be tested. These paran1eters give 
the user maximum control over which 
areas of memory will be overw1itten. The 
function will return NULL on success. 
Otherwise, the first address containing 
an incorrect data value is returned. 

Putting it all together 
To make our discussion more concrete, 
let's consider a practical example. 
Suppose that we wanted to test a 64K 
chunk of SRAM at address OOOOOOOOh. 
To do tl1is, we call each of the three test 
routines in the proper order, as shown 
in Listing 4. In each case, the first para­
meter is the base address of the memo­
ry block. If the width of tl1e data bus is 
greater than eight bits, a couple of 
modifications are required. 





Device test 

} 

baseAddress[offsetJ = 0; 
} 

return (~LU; 

} /• memTestDeviceO •I 

A function to search the ARP cache 

int 
memTest(void) 
{ 

#define BASE;_/IDDRESS (volatile datun •> Oxcxx:o:xxx:J 

#define MJoi_BYTES (64 * 1024) 

if <<memTestDataBus(BASE_ADDRESS) != 0) II 
(memTestAddressBus(BASE_ADDRESS, tuol_j3YTES) != ~Ll) II 
(memTestDevice(BASE_ADDRESS, NUM_j3YTES) != ~LL)) 

{ 

return (-1); 

} 

else 
{ 

return (Q); 

} 

} I• memTestO *' 
If any of the individual memO!)' test 

routi nes returns a nonzero (or non­
NULL) value, you might turn on a red 
LED to visually indicate the erro r. 
Otherwise, after all three tests have com­
pleted successfully, you might mm on a 
green LED. In the event of an error, the 
test routine that fai led will return some 
information about the problem encoun­
te red. This infonnation can be usefuJ 
when communicating wi th the hard­
ware designer or technician about the 
nantre of the problem. Howeve t~ it is vis­
ible only if we are running the test pro­
gram in a debugger or emulator. 

In most cases, you would simply 
download the en ti re suite and let it run. 
Then, if and only if a memory problem 
is found, would you need to use a debug-
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ger to step through the program and 
examine the individual function return 
codes and contents of the memory 
device to see which test failed and why. 

Unfortunately, it is not always possi­
ble to write memory tests in a h igh-level 
language. For example, the C language 
requires th e use of a stack. But a stack 
itself requ ires working memO!)'. T his 
might be reasonable in a system with 
more than one memO!)' device. For 
example, you might create a stack in an 
area of RAM that is already known to 
be working, wh il e testing ano ther 
memory devi ce. In a situation such as 
this, a small SRAM could be tested from 
as embly and the stack could be creat­
ed there afterward . Then a larger block 
of DRAM could be tested using a be tte r 

test suite, like the one shown here. If 
you cannot assume enough working 
RAM for the stack and data needs of 
the test program, then you wi ll need to 
rewrite these memory tes t routines 
entirely in assembly language. 

Another option is to run the mem­
ory test program fro m an in-circui t 
emu la to r. In this case, you could 
choose to p lace the stack in an a rea of 
the emulator 's own inte rnal memOt)'­
By moving th e emula to r 's internal 
memory around in the targe t memory 
map, you could systematically test each 
memory device on the ta rget. 

T he need for memory testing is 
most apparent during product devel­
opment, when the re liability of the 
ha rdware and its design a re still 
unproven . H owever, memory is one of 
th e most criti cal resources in any 
embedded system, so it may a! o be 
desirable to include a memory test in 
the fin al release of your software. In 
that case, the memory test, and o ther 
hardware confidence tests, should be 
run each time the system is powered­
on o r rese t. Together, this initial test 
suite forms a se t of hardware diagnos­
tics. If o ne or more of the diagnostics 
fai l, a repair technician can be called 
in to diagnose the problem and repair 
or replace the faul ty hardware. e sp 
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ear's Reso ut·ons 

Every system on a TCP / IP net­
work has two addresses, one physical 
and one logical. The address re olu­
tion protocol (ARP) provides a neces­
sary bridge between these two address­
es. The ARP protocol and its imple­
mentation are the subject of this 
month 's column. 

To put this discussion of ARPin the 
proper perspective, let's talk a little bit 
about where we've been and where 
we're headed. If you're a regular read­
er of this column, you know that my 
long-term goal is to produce a small , 
portable UDP / IP stack appropriate 
for use in all sorts of embedded sys­
tems. The complete stack hould be 
finished, documented, and available 
for downloading from 
www. embedded.com in just a few short 
months. 

We've already discussed that TCP 
support is not a lways required in 
embedded uses of Internet technolo­
gies ("TCP / IP or Not TCP / IP?" April 
2000, p . 49). I don't have to convince 
you that there 's no reason to go to 
the trouble and expense of including 
software in ROM tl1at your applica­
tion doesn 't actually require. Hence, 
my decision to include on ly UDP in 
this stack. A UDP / IP stack was suffi­
cient for my own use of the Internet 

· protocols to keep a satellite gateway's 
firmware up to date and send logging 
messages to a control and monitoring 
station. That was several years ago, 
but the technique is just as useful 
today. 

We've also seen how a network 
stack (UDP / IP or TCP / IP) fits into 
the broader embedded software 
framework. Once implemented, the 

stack of protocols is simply another 
API to be called from your application 
program. The stack is internally 
dependent upon the API of the under­
lying operating system and network 
device driver, but otherwise separate 
from those pieces of software. It is, in 
effect, middleware. The ARP protocol 
is just one component of a TCP / IP or 
UDP / IP stack. 

Lookup, look down 

Last month we talked about the 
unique hardware addresses associated 
with each device connected to a physi­
cal network like Ethernet. I told you 
that these addresses must be globally 
unique; no two Ethernet-connected 
systems may have the same 6-byte 
hardware address. It turns out that 
every system on an IP network also has 
a second address. This logical address 
is called, as you might expect, the "IP 
address." 

The best analogy I can draw to tl1is 
two-address phenomenon is tl1at of a 
toll-free phone number, like the 800-
and 888-prefixed numbers in the U.S. 
Although each to ll-free number is 
unique and can be used to contact a 
person at a particular physical loca­
tion, the number itself does not convey 
any direct information about what tl1e 
actual phone number is. For a while I 
had a to ll-free number of my own; calls 
to that number were automatical ly 
redirected to the phone in my office. 
My office phone had an area code, 
exchange, and four more digits just 
like any other; my 888-number had 
nothing in common with it. You can 't 
tell from a toll-free number if it will 
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reach the phone on your desk or one 
on the other side of the country. 

In much the same way, each node 
on the Internet (or an intranet) has 
two addresses: one physical and one 
logical. Neither of these addresses 
contains any information about the 
other. And yet, unlike the phone num­
ber example, you need both addresses 
to communicate with a given system. 
Usually, your application knows just 
one address-the IP address-of the 
remote system. But no network pack­
ets can be sent to the remote system 
without the hardware address as well. 

ARP is the Internet's lookup ser­
vice. Given an IP address (toll-free 
number) , ARP can obtain the hard­
ware address (actual area code and 
phone number) to which network 
packets should be sent on the physical 
network. Similarly, a related reverse­
lookup service cal led RARP can obtain 
the IP address of a machine given only 
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its hardware address. ARP is used by 
every machine on the Internet; the use 
of RARP is more limited. 

ARP, ARP, and away 

Before we go on, I need to let you 
know that I'm restricting the remain­
der of this month's discussion to sim­
ple networks where all of the connect­
ed systems are on the same physical 
network. In other words, I'm not 
going to tell you how the hardware 
addresses obtained with the help of 
ARP are sometimes white lies, used in 
coruunction with nodes on the net­
work called bridges, switches, and 
routers to direct your packets across 
physical network boundaries. Those 
details really aren't important to you 
anyway-unless the embedded system 
you are building is itself a bridge, 
switch, or router-since these white 
lies don't affect your ARP implemen-
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tation . (Now just pretend like I didn 't 
open up a whole can ofworms of rout­
ing issues you hadn't thought about 
before and let's carry on.) 

As specified in RFC 826 (way back 
in the early days of the Reagan admin­
istration) , ARP is a general-purpose 
protocol that can be used to map any 
type of hardware address to any type of 
protocol address. However, for: most 
practical purposes, aU anyone real ly 
cares about using ARP for, these days, 
is converting the IP address of a 
remote machine into an Ethernet 
address. It's the device driver for the 
Ethernet controller that needs this 
information . Every time the IP layer 
passes the network driver a packet to 
send over the Ethernet, it needs to fig­
ure out what Ethernet address, specifi­
cally, to send the packet to. So ARP 
will be at the very bottom of our 
UDP / IP stack, residing below the IP 
layer but above the network driver . 

I 
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My choice of pC/OS-11 as RTOS also affects my naming convention. Except 
for well-known names I want to mimic, all of my function and data structure 

names will begin with the prefix Net. 

Figure 1 shows how ARP works . 1n 
short, the system that needs a hard­
ware address sends an ARP request 
message out onto the network. Since 
the sender doesn't know the hardware 
address of the system it's looking for, 
this message is broadcast to all systems 
on the physical network. (On 
Ethernet, addres FF:FF:FF:FF:FF:FF is 
reserved for broadcast messages.) 
Included within the ARP request is the 
IP address (also known as, protocol 
address) of the target system and both 
of the sender's addresses. Each system 
that receives the broadcast ARP 
request checks to see if its local IP 
address matches the target protocol 
address in the ARP request. The one 
system with that IP address sends an 
ARP reply directly to the requester. 
Normal UDP / IP communication can 
begin only after the requester receives 
tl1e ARP reply. 

Preliminaries 

Before I can show my ARP implemen­
tation code, we need to discuss a few 
preliminades. The first of these is that 
I'm following the source code conven­
tions of ilie pC/ OS-II real-time oper­
ating system (see Jean Labrosse 's 
MicroC/ OS-II, R&D Books, 1998). One 
thing you ' ll notice as a direct result of 
this is that my code uses the set of 
portable, compiler-independent data 
types shown in Table 1. T hese types 

. will be used instead of char, short, int, 
Long, and ilieir unsigned counterparts, 
whenever the size of a field is dictated 
by a network protocol. 

So, for example, the definition of 
an ARP packet looks like th is in my 
implementation: 

typedef struct 
{ 

INT16U hw_type; 
INT16U prot_ type; 
INT8U hw_Len; 
INT8U prot_ Len; 
INT16U operation; 

} NetArpHdr; 

typedef struct 
{ 

NetArpHdr arpHdr; 
INT8U sender_hw_addr 

[HW_ADDR_LENJ; 
INT32U sender_ip_addr; 
INT8U target_hw_addr 

[HW_ADDR_LENJ; 
INT32U target_ip_addr; 

} NetArpPkt; 

The advantage of tl1is should be 
clear enough. Each field will have the 
correct size (in bytes and sign ) on any 
platform, provided the fellow doing 
the port of the protocol stack remem­
bers to redefine the six basic types in 
Table 1 to match tl1e compiler and 
underlying hardware. So, for example, 
a port to an 80186 processor would 
include the definitions: 

typedef unsigned char INT8U; 
typedef unsigned short INT16U; 
typedef unsigned Long INT32U 

My choice of pC/ OS-II as RTOS 
also affects my naming convention. 
Except for well-known names I want to 
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mimic, all of my function and data 
structure name wi ll begin with the 
prefix Net. That prefix wi ll be fo llowed 
by the module name-for example, 
Arp-and then a name descdptive of 
tl1e function itself . 

The second thing we need to talk 
about is the format of IP addres es. 
You might, for example, refer to your 
personal workstation by a dotted-deci­
mal number such as 207.221.32.136. 

Th is is your workstation's IP address, 
but in a human-readable string for­
mat. For reasons you can easily under­
stand, the protocol stack doesn't much 
like to deal with strings. Rather, it 
prefers to deal with numbers. 
Therefore, the protocol stack treats 
your IP address a a big-endian 4-byte 
unsigned in teger. (The preceding 
string IP address would be u·eated as 
Ox8820DDCF.) 

Just as string addresses are hard for 
the protocol stack to manipulate, big­
endian 32-bit in tegers are hard for 
people (even programmers) to inter­
pret. So one of the first things I did on 
iliis project was to write a pair of func­
tions for converting string IP address­
es to 32-bit integers and vice versa. 
Following a naming convention witl1 
which I was familiar I called these 
inet_addrO and inet_ntoaO, respec­
tively. Their prototypes are as fo llows: 

INT32U inet_addr(char canst* str); 

void inet_ntoa(INT32U ip_addr, 
char * buf); 

The only thing to be aware of when 
using these is that the second function 
requires tl1e caller to reserve 16-bytes 
of space for buf in advance of the call. 
That is the maximum length of a dot­
ted-decimal IP address, including the 
null terminator for the string. 

'Nuffsaid 

With tl1ose preliminaries out of the 
way, we can now begin to look at the 
code within the ARP modu le. It 
should be obvious from Figure 1 that 
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A function to send ARP request and reply packets 

#define ETHERNET 

#define PROTO_IP 

#define PROTO_ARP 

Ox BOO 

Ox806 

#define HW_/\DDR._LEN 6 

#define IP_ADDR_LEN 4 

#define ARP~EQUEST 1 

#define ARP_REPLY 2 

#define ARP_PACKET_LEN sizeof(NetArpPkt) 

canst INTSU broadcast[HW_ADDR_LENJ = { OxFF,OxFF,OxFF,OxFF,OxFF,OxFF }; 

int 

NetArpSndCINT16U operation, INTSU * target_hw_addr, INT32U target_ip_addr) 
{ 

NetArpPkt * pArpPkt; 

'* * Allocate a network buffer. 

*' pArpPkt = (NetArpPkt *) NETMemGetCNET_ARP, ARP_PACKET_LEN); 

'* * Fill in the ARP header fields. 

*' pArpPkt->arpHdr.operation = htons(operation); 

pArpPkt->arpHdr.hw_type = htonsCETHERNET); 

pArpPkt->arpHdr . prot_type = htonsCPROTO_IP); 

pArpPkt->arpHdr.h~len = HW_ADDR_LEN; 

pArpPkt->arpHdr .prot_ len = IP _/\DDR._LEN; 

'* * Fill in the address fields. 

*' memcpy(pArpPkt->target_hw_addr, target_hw_addr, HW_/\DDR._LEN); 

pArpPkt->target_ip_addr = target_ip_addr; 

memcpyCpArpPkt->sender_hw_addr, local_hw_addr(), HW_ADDR_LEN>; 

pArpPkt->sender_ip_addr = local_ip_addrO; 

'* * Broadcast the request over the network. 

*' return (NetPhySndCbroadcast, htonsCPROTO_ARP>, (unsigned char *> pArpPkt, 

ARP_PACKET_LEN)); 

} I* NetArpSndO *I 
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th e re wi ll be at least two fun cti o ns: o n e 

fo r the send ing of ARP requests a nd 

re p lies and an oth e r fo r receiving these 

p ackets a nd processin g th e m . I've 

called th ese fun cti o n s NetA r pSndO 

and NetArpRcv( ), resp ectively. 

T h e imple m e nta ti o n o f 

NetArpSndO is sh own in Listin g 1. 
This func tio n wo uld typ ical ly be cal led 

by the IP m odule a bove o r the n e t­

wo rk driver be low, afte r it h ad been 

d e te rmined th a t the ha rdware address 

of the target sys te m was n o t kn own . In 

tha t case, the cal l m ight look som e­

th ing like this: 

NetArpSnd(ARP_REQUEST, broadcast, 

inet_ addr("207.221.32.136" )); 

In additiof) , NetArpSndO m ay also be 

called by the NetArpRcvO fun c tion, 

wh ich we' ll see next, in o rde r to send 

an ARP re p ly to a re m o te sys te m tha t 

requested the h ardwa re address of the 

local syste m. In th a t case, th e first 

pa ra m e te r will be ARP _REPLY and the 

second and th ird param e te rs wi ll be 

th e loca l_ hw_addrO a nd the 

local_ip_addrO, resp ective ly. 

T h e impl e m e nta ti o n of 

NetArpRcvO is shown in L isting 2. 

This imple m e n tatio n confo rms to the 

recommenda tio n , in RFC 826, th a t 

an y valid ARP p acke t directed to a 

local system, whe the r it b e an ARP 

request or re p ly, be examined fo r use­

ful ha rdware add resses. If th e packe t is 

an ARP re qu est, this function is 

r espo nsible fo r invoking NetAr pSnd() 

to send the re p ly. 

Cacheing in 

If you lo oked close ly a t the cod e in 

Listing 2, you pmbably n o ted a call to 

a mys te ri o us fun c ti o n n a m ed 

NetArpAddEntryO. Obvio usly, we d o n ' t 

want to broad cast a n ARP request 

onto the network and wa it fo r a re p ly 

be fo re sendin g each a nd eve ry IP 

packe t. This could serio u sly offse t the 

p e r form a n ce o f communications 

across the e ntire n etwork. So we need 

a way to keep track of the h ardwar e 
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int 
NetArpRcv(int n, NetArpPkt * pArpPkt) 
{ 

{ 

} 

int retval = NETJRROR; 

'* * If the ARP packet is addressed to this system, process it. 

*' if ((pArpPkt->arpHdr.hw_type = htons(ETHERNET» && 

{ 

} 

'* 

(pArpPkt->arpHdr.prot_type = htons<PROTO_IP» && 
(pArpPkt->target_ip_addr = local_ip_addrO» 

* Add or 14J(late the sender's ARP cache entry. 

*' NetArpAddEntry(pArpPkt->sender _}ll(_addr, pArpPkt->sender_ip_addr >; 

'* * Process the ARP message. 

*' switch <ntohs(pArpPkt->arpHdr.operation)) 

case ARP_REQUEST: 

'* * Reply to the request. 

*' NetArpSnd(ARP ....fiD'L Y, pArpPkt->sender _hl(_addr, pArpPkt->sender 
_ip_addr); 
retval = NET_SUCCESS; 
break; 

case ARP_flEPLY: 

'* * We've already updated the ARP cache as necessary. 

*' retval = NET_SUCCESS; 
break; 

default: 

'* * lklsupported operation (RARP?>. 
•I 

retval = NET_ERROR; 
break; 

return <retval>; 

> I* NetArpRcv<> •I 
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add resses we've already learned abou t. 

To do this, the ARP module typically 

includes a cache of the most recently 
used hardware addresses. 

An ARP cache can be impleme n ted 

in a variety of ways and there are no 

strict rules about do ing it. In fact, 

no thing in the standard sp ecifically 
precludes a system from asking fo r the 

hardware address of a system each 

tim e a packet is to be sen t to it; so a n 

ARP cache is not strictly necessary. 

Because I wan t my stack to be smal l 

and simple and because I o nly aim to 

support IP-Eth e rnet address pa irs, 

I've employed a pretty basic strategy 

for hardware address tracking. T he 

first e leme n t of this strategy is the 

ARP cache itself, which is defin ed as 

fo llows: 

t ypedef s truct 
{ 

INT32U 

I NT8U 

ip_addr; 

hw_addr[ HW_ADDR_LENJ; 

} Ne t ArpTbl Entry; 

NetArpTblEntry 

gAr pCacheCNET_ARP_CACHE_ SIZEJ; 

wh e re th e size of th e cach e , 

NET_ARP _ CACHE_SIZ E, is a configuration 

op tion . Each e n try in th e cache takes 

up 10 bytes of RAM, so you want to 

limi t tl1is as much as possible. The cor­

rect num ber of e n tries depends heavi­

ly on your application . If you ' ll o nly be 

communicating with o ne o th e r sys­

te m, a cache con taining just o ne en try 

would be sufficie n t. 

Before using the ARP cache, it 

sho uld be flushed or ini tialized with 

m eaningless records. T his can be 
do ne witl1 the help o f the fu nctio n 

shown in Listing 3, NetArpFlush( >. 

T h e idea he re is sim ply to e nsure tl1at 

no ne of the data in the cache be inter­

p reted as a valid address pai r. 

One impo rtant th ing to no te abo ut 

flushing the cache is that address pair­

ings can become "stale" over time. For 

example, imagin e that a system you ' re 

communicating wi th has a hardware 
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LlmNG J 

void 

NetArpFlush(void) 
{ 

int i; 

'* 

• 

* Fill the ARP cache with null records. 

*' for (i = 0; i < NET_ARP_CACHE_SIZE; i++) 
{ 

} 

gArpCache[iJ.ip_addr = 0; 
memcpy(gArpCache[iJ.hw_addr, broadcast, HW_ADDR_LEN>; 

} '* NetArpFlushO *' 

umNG4 1\ function to search the ARF! cache for 

INT8U * 
NetArplook1.4>( INT32U i p_addr) 
{ 

int i. , 

'* * Search the ARP cache for a matching record. 

*' for (i = 0; i < NET_ARP_CACHE_SIZE; i++) 
{ 

} 

'* 

if (gArpCache[iJ.ip_addr = ip_addr) 
{ 

'* * Found a match, return the hardware address. 

*' return (gArpCache[iJ.hw_addr); 
} 

* Not found, return a pointer to the broadcast address. 

*' return (broadcast); 

} I* NetArpLook1.4>0 *I 
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failure. A new system is substituted for 

it and given the ame IP address as the 

o ld one. But this new system will have 

a different hardware address. The 

result? Your IP packets will be sent to a 

non-existent hardware address and 

will be received by no one. You won 't 

be able to communicate with the 

replacement system unless and until it 

happens to send you an ARP request. 

( NetArpRcvO automatically updates 

the ARP cache when either an ARP 

request or an ARP reply is received.) 

One way to prevent such problems 

from occuring is to periodically flush 

the cache. The network device driver 

might, for example, flush the cache 

every 20 minutes. The next IP packet 

sent from the local application code to 

each IP address will trigger an ARP 

request and a fresh ARP reply. Since 

embedded systems tend to run for 

long periods of time without a reset, 

you should plan for the worst case and 

flush the cach e from time to time. 

A cache of hardware addresses isn't 

very useful without a way to do 

lookups. That's the purpose of the 

NetArplookup() function in Listing 4. 

The guts of this routine should make 

perfect sense. The ARP cache is 

searched, linearly, until an IP address 

matching the one provided as a para­

meter is found. If a match is found, a 

pointer to the associated hardware 

address is returned. Otherwise, a 

pointer to the broadcast address is 

returned. The caller must check this 

return value to see if a call to 

NetArpSnd() is necessary. 

Listing 5 shows the implemenation 

of d1e final function in the ARP mod­

ule. NetArpAddEntry() simply adds a 

new IP-Ethernet address pair to the 

ARP cache. If rlle IP address is already 

in rlle cache, rllat record is updated. If it 

is not already in the cache, rlle first 

avai lable slot is filled in. If, for some rea­

son, the entire ARP cache is filled, the 

cache is flushed and rlle new address 

pair is inserted in rlle very first location. 

The position of rlle entry in rlle cache is 

returned, rllough the caller should have 

no particular use for it. 
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:::~ ;, --~ . .' ·: .. ~~- ·~W:A1function to add an entry to the ARP cache 

int 

NetArpAddEntry(lNT8U * hw_addr, INT32U ip_addr) 
{ 

int i; 

I• 

* Look for a place to insert the entry into the ARP cache. 

•I 

for (i = 0; i < NET_ARP_CACHE_SIZE; i++) 
{ 

if ((gArpCache[iJ.ip_addr == ip_addr) II 
(gArpCache[iJ.ip_addr == Q)) 

{ 

'* * Found existing or new slot in cache. 

•I 

gArpCache[i].ip_addr = ip_addr; 

memcpy(gArpCache[iJ.hw_addr, hw_addr, HW_ADDR~EN>; 

return (i); 
} 

} 

'* * The ARP cache is full! Clear the cache and use first slot. 

*' NetArplnit(n); 

gArpCache[QJ. i p_addr = i p_addr; 

memcpy(gArpCache[QJ.hw_addr, hw_addr, HW_ADD~LEN); 

return (Q); 

} I• NetArpAddEntry() •I 

Still searching ... 

I still haven't made up my mind about 
the embedded platform I'm ultimate­
ly going to test this UDP / IP stack on. 
The problem i that I want to balance 
two different sets of needs-mine and 
yours. As the developer of the stack, I 
need a toolset that is easy to work in 
and debug with. Likewise, I'd prefer a 
hardware platform that is easy to 
understand and explain. As a user of 
the stack, however, you may on ly want 
to evaluate its performance on the 
reference platform, then port it to 
something of your own design. So 
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I'm trying to find an inexpensive 
(under $200) single-board computer 
that is widely avai lable and will con­
tinue to be. It'd a lso be nice if all the 
tools you'd need to make minor con­
figuration changes and recompile the 
stack were avai lable for free or as 
demo versions. 

While I consider my hardware 
and tool options, I'm developing the 
UDP / IP stack on a PC. Only the net­
work driver will be hardware specif­
ic, so it's relatively easy to do the 
bulk of the development as though it 
were a PC application. I've got the 
whole stack up and running on my 

development PC already, with sepa­
rate client and server threads pass­
ing messages back and forth over 
UDP / Pl. The stack itse lf is reen­
trant, so both threads can share 
those modules. Underneath the 
stack, I've implemented a dummy 
network device driver that assigns 
each thread unique Ethernet and IP 
addresses and its own private ARP 
cache. It then routes packets from 
one thread to the other as though 
there were an actual network 
between them. 

By this time next month , I should 
have some client and server apps, the 
UDP / IP stack, and my dummy net­
work driver running on 11C/ OS-II. 
Since the book describing that RTOS 
includes a DOS port on floppy disk, it 
should be easy enough to accomplish 
the port of my existing Win32 stack­
or so I hope. At that point, I'll proba­
bly have a complete set of source 
code worth sharing with you. Then 
you can quite literally play along at 
home if you choose, for the small 
price of a PC and about $120 ($70 for 
the pC/ OS-11 book and $50 for the 
Borland C compiler). Who knows, 
maybe that's the only platform you' ll 
ever want for playing with this stuff. 
But I'll still ultimately need to test my 
code on a network-connected embed­
ded system. 

Next month I'll tell you everything 
you ever wanted to know about the IP 
layer and share my implementation of 
it with you. In the meantime, enjoy 
this month's feature articles on 
Bluetooth and flash memory, and try 

to stay connected... esp 

Michael Barr is the technical editor of 

Embedded Systems Programming. He 

holds BS and MS degrees in electrical engi­

neering from the University of Maryland. 
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REBECCA SPAKER 

Bluetooth Basics 
Since the release of the Bluetooth v. LO specification last year, the race has been on to provide Bluetooth­

enabted products. Here is an overview of Bluetooth technology, its unique capabilities, and its advantages over 
competing wireless technologies. It's followed by an in-depth discussion of the Bluetooth link layer and Service 

Discovery Protocol (SOP). 

luetooth is an open standard for wireless con­
nectivity with industry backers mostly from 
the PC and cell phone industries. Not surpris­
ingly, its primary market is for data and voice 
transfer between communication devices and 
PCs. In this way, it's similar in purpose to the 

IrDA protocol. Bluetooth, however, is a radio-frequency 
(RF) technology utilizing the unlicensed 2.5GHz 
Industrial-Scientific-Medical (ISM) band. Target appli ca­
tions include PC and peripheral networking, hidden com­
puting, and data synchronization such as for address books 
and calendars. Other applications could include home 
networking and home appliances of the future such as 
smart appliances, heating systems, and entertainment 
devices. 

Why Bluetooth? 
Bluetooth attempts to provide significant advantages over 
other data transfe r technologies, such as lrDA and 
HomeRF, which are vying for simila1· markets. Despite com­
ments from the Bluetooth Special Interest Group (SIC) 
indicating that the technology is com plementary to IrDA, it 
is clearly a competitor for PC-to-peripheral connection. 
IrDA is already popular in PC peripherals, but is severely 
limi ted by the short connection distance of lm and by the 

line-of-sight requirement for communication. This limita­
tion e liminates the feasibility of using IrDA for hidden com­
puting, where the communicating devices are nearby but 
not visible to one another. 

Due to its RF nature, Blue tooth is not subject to such lim­
itations. In addition to wireless device connections up to 
10m (up to lOOm if the transmitter's power is increased), 
devices need not be within line-of-sight and may even con­
nect through walls or other non-metal objects. This allows 
for appli cations such as a cell phone in a pocket or a brief­
case acting as a modem for a laptop or a PDA. 

Bluetooth could also be used in home networking 
app lications. With increasing numbers of homes having 
multiple PCs, the need for networks that are simple to 
install and maintain is growing. Wireless connections cir­
cumvent the hassle of adding wiring to existing residences. 
Competing technologies for this market include HomeRF 
and IEEE 802.11. The main drawback to these technolo­
gies is the ir cost, which is in both cases greater than $100 
per node. 

Bluetooth is designed to be low cost-eventually under 
$10 per uni t. On the flip side, however, is the limi ted con­
nection distance, and even more damaging, the transmis­
sion speeds. Bluetooth supports only 780Kbps, which may 
be used for 721Kbps unidirectional data transfer (57.6Kbps 
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The Bluetooth Core specification has over 1,000 pages and covers 

everything from the radio transceiver to various interfaces to 
third-party protocols. 

FIGU . !fJBiuetooth architecture 

FIGU Bluetooth scatternet 

... 

return direction) or for up to 
432.6Kbps symmetric data transfer. 
These rates are comparable to the 
lMbps to 2Mbps supported by 
HomeRF and, although live digital 
video is still beyond the capability of 
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Hardware 

O Master 
I 

Parked Slave ' 

any RF technology, are perfectly ade­
quate for file transfer and printing 
appJjcations. 

Finally, Blue tooth's main strength 
is its ability to simultaneously handle 
both data and voice transmissions. It's 

capable of supporting one asynchro­
nous data channel and up to three syn­
chronous voice channels, or one chan­
nel supporting both voice and data. 
This capability combined with ad hoc 
device connection and automatic ser­
vice discovery make it a superior solu­
tion for mobile devices and Internet 
applications. This combination allows 
such innovative solutions as a mobile 
hands-free headset for voice calls, 
print to fax capability, and automati­
cally synchronizing PDA, laptop, and 
cell phone address book applications. 

Architecture overview 
The Bluetooth Core specification has 
over 1,000 pages and covers every­
thing from the radio transceiver to var­
ious interfaces to third-party proto­
cols. This includes descriptions of 
technology implemented in silicon, in 
hardware, and in software. A diagram 
of the Bluetooth protocol architecture 
is shown in Figure 1. 

Link control hardware. Bluetooth link 
control hardware, either integrated as 
one chip or as a radio module and a 
baseband module, implements the RF, 
Baseband, and Link Manager portions 
of the Bluetootl1 specification. This 
hardware handles radio transmission 
and reception as well as required digi­
tal signal processing for the baseband 
protocol. Its functions include estab­
lishing connections, support for asyn­
chrono us (data) and synchronous 
(voice) links, error correction , and 
authentication. The link manager 
firmware provided with the baseband 
CPU performs low-level device discov­
ery, Jjnk setup, authentication, and 
link configuration. Link managers on 
separate devices communicate using 
the Link Management Protocol, which 
utilizes the services of tl1e underlying 
link controller (baseband). The link 
control hardware may also provide a 
Host Controller Interface (HCI) as a 
standard interface to the software. 

Network topology. Bluetooth devices are 
generally organized in to groups of two 





Bluetooth operates in the unlicensed ISM frequency band that is 

generally cluttered with signals from other devices. 
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to eight devices called piconets, consist­
ing of a single master device and one 
or more slave devices. A device may 
additionally belong to more than one 
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piconet, either as a slave in both or as 
a master of one piconet and a slave in 
another. T hese bridge devices effec­
tively connect piconets into a scattemet. 

A diagram of a Blue tooth scatternet is 
shown in Figure 2. 

Bluetooth operates in the unli­
censed ISM freque ncy band that is 
generally cluttered with signals from 
other devices-garage door openers, 
baby monitors, and microwave ovens, 
to name just a few. To help Bluetooth 
devices coexist and operate reliably 
alongside oth er ISM devices, each 
Bluetooth piconet is synchronized to a 
specific freq uency hopping pattern. 
This pattern, moving through 1,600 
different frequencies per second, is 
unique to the particular piconet. Each 
frequency "hop" is a time slot during 
which data packets are transferred. A 
packet may actually span up to five 
time slots, in which case the freque ncy 
remains constant for the duration of 
that transfer. 

Baseband state machine. Piconets may 
be static or may be formed dynamical­
ly as devices move in and out of range 
of one another. A device leaves stand­
by (the low power, default state) by 
initiating or receiving an inquiry or a 
page command. An inquiry may be 
used if the address of a targeted 
device i unknown; it must be fol­
lowed by a page command. A page 
command contammg a specific 
DeviceAccessCode is used to connect 
to a remote device. Once the remote 
device responds, both devices enter 
the connected state, with the ini tiat­
ing device becoming the master and 
the responding device acting as a 
slave. 

Once in the connected state, the 
slave device will synchronize to the 
master's clock and to the correct fre­
quency hopping pattern. At this point, 
link managers exchange commands in 
order to set up the link and acquire 
device information. The master will 
then initiate regular transmissions in 
order to keep the piconet synchro­
nized. Slaves listen on every master­
transmit time slot in order to synchro­
nize with the master and to detennine 
if they have been addressed. 
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Synchronous connection-oriented (SCO) links are typically used for 
voice transmission. 

Each active slave is as igned an 
active member address (AM_ADDR) 
and participates actively on the 
piconet, listening to all master time 
slots to determine if it is being 
addressed by the master. In addition , 
there are three lower-power slave 
states: sniff, hold , and park. A master 
can only transmit to devices in sniff 
mode during particu lar niff-desig­
nated time slots. Therefore, these 
devices listen on ly during these spe­
cial time slots and sleep the rest of 
the time. A slave in hold mode , a lter­
nately, does not receive any asynchro­
nous packets and li stens on ly to 
determine if it should become active 
again. FinaJly, a device in park mode 
not only stops listening, but gives up 
its active member address. It is only a 

·,·1· · :· · " L2CAP state machine 

Device 1 

member of the piconet in that it 
remains synchron ized with the fre­
quency hopping pattern. 

Baseband links. The Bluetooth base­
band provides transmission channels 
for both data and voice and is capable 
of supporting one asynchronous data 
link and up to three synch ronous 
voice links (or one li nk supporting 
both). Synchronous connection-ori­
ented (SCO) links are typically used 
for vo ice transmission. These are 
po int-to-point symmeu·ic connections 
that reserve time slots in order to 

guarantee timely transmission. The 
lave device is always a llowed to 

respond during the time-slot immed i­
ately following a SCO transmission 
from the master. A master can support 
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up to three SCO links to a single or 
multiple slaves, but a single slave can 
support only two SCO links to differ­
ent masters. SCO packets are never 
retransmitted. 

Asynchronous connectionless 
(ACL) links are typically used for data 
transmission. Transm issions on these 
links are established on a per-slot 
basis (in slots not reserved for SCO 
links). ACL links support point-to­
multipoint transfers of e ith er asyn­
chronous or isochronous data. After 
an ACL transmission from the master, 
on ly the addressed slave device may 
respond during the next time-slot, or 
if no device is addressed, the packet is 
considered a broadcast message. 
Most ACL links include packet 
retransmission. 

Link manager. The baseband state 
machine is controlled larl?ely by the 
link manager. This firmware-general-

Device 2 

CLOSED 

Send L2CA_Configlnd 
L2CA_ConfigRspNeg 
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Link managers communicate with each other using the Link 

Management Protocol (LMP), which uses the underlying 

baseband services. 
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ly provided wi th the link con trol hard­
ware-handles link setup, securi ty, 
and contmL Its capabilities incl ude 
au then tication and secu rity services, 
quali ty of service mo nitoring, and 
baseband state con troL The link man­
ager con trols paging, changing slave 
modes, and handling requ ired 
changes in maste r/ slave roles. It also 
supervises the link and con trols han­
dling of mul ti-slot packets. 

Link managers communicate with 
each other using the Link 
Managemen t Protocol (LMP), which 
uses the underlying baseband services. 
LMP packets, which are sen t in the 
ACL payload, are differentia ted from 
logical link control and adaptation 
protocol (L2CAP) packets by a bit in 
the ACL header. They are always sent 
as single-slot packets and are a higher 
p riori ty th an L2CAP packets. T his 
helps ensure the integri ty of the link 
under a high traffic demand. 

Host controller interface (HCI). Some link 
controller hardware may include an 
HCI layer above the link manager. 
This fi rmware layer is used to isola te 
the Bluetooth baseband and link man­
ager from a transport pro tocol such as 
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Name l 10 I Type 
Attribute Definition 
Attribute Definition 
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USB or RS-232. T his atlows a standard 
host processor interface to Blue tooth 
hardware. An H CI driver on the host is 
used to interface a Bluetooth applica­
ti o n with the transport pro tocoL 
Cu rrently th ree transport mechanisms 
are supported : USB, RS-232, and 
UART. The HCI layer is illustra ted in 
Figure 3. Using H CI, a Blue tooth 
application can access Bluetooth hard­
ware witho ut knowledge of the trans­
port layer or o ther hardware imple­
men tation detail . 

Software p rotocols. The remammg 
Bluetooth protocols a re implemented 
in software. L2CAP, the lowest layer, 
provides the interface to the link con­
troller and allows for inte roperabi lity 
between Bluetootl1 devices. It provides 
protocol multiplexing, which all ows 
suppo rt fo r many third party upper­
level protocols such as TCP / IP and 
vCard/ vCalendar. In addition, L2CAP 
provides group managemen t-map­
ping upper protocol groups to 
Bluetooth piconets, segmen tation and 
re-assembly of packets be tween laye rs, 
and negotiatio n and mo nito ring 
"quality of service" between devices. 

Several Bluetooth protocols in ter-

face to the L2CAP link layer. SDP pro­
vides service discovery specifi c to the 
Bluetooth environme n t withou t 
inhibiting the use of o tl1 er sen rice dis­
covery protocols. RFCOMM is a simple 
transpo rt protocol providing seria l 
data transfer. A Port Emula tion En tity 
is used to map tl1 e communication 
API to RFCO MM services, effectively 
allowing legacy software to operate on 
a Blue too th d evice. Te lepho ny 
Control Protocol Specification (TCS) 
is provided for voice and data call con­
trol, providing group management 
capabi lities and Connectionless TCS, 
which al lows for signaling unrela ted to 
an ongoing calL Both poin t-to-poin t 
and point-to-mul tipoin t signaling are 
suppo rted using L2CAP channels, 
although actual voice or data is trans­
fe rred di1·ectly to and from tl1e base­
band- bypassing L2CAP- over SCO 
lin ks. 

Blue tooth a lso suppor ts IrDA 
Object Exchange Protocol (JrOBEX), 
a session protocol defin ed by IrDA. 
This protocol may run over other 
transport layers, including RFCOMM 
and TCP / IP. For Blue tooth devices, 
on ly connectio n-orie nted OBEX is 
supported . Three application profil es 
have been developed using OBEX. 
T hese include synchronization fun c­
tionali ty fo r phone books, calendars, 
messaging, and so on; File Transfer 
functionality; and Objec t Push fo r 
business card suppon . 

Final ly, Bluetooth may be used as a 
Wireless Application Protocol (WAP) 
bearer. The specification outlines tl1 e 
in te ro perability requiremen ts fo r 
implementing this capability. 

Logical Link Control and 
Adaptation Protocol 
(L2CAP) 
The L2CAP link layer operates over an 
ACL link provided by the baseband. A 
single ACL link, set up by the Link 
Manager using LMP, is always available 
be tween the master and any active 
slave . T h is provides a poin t-to-mu lti­
poin t link supporting bo tl1 asynchm­
nous and isochm nous data transfer. 
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An L2CAP connection-oriented channel endpoint may be in one of 
several possible states. with data transfer only possible in the 

OPEN state. 

L2CAP provides services to upper-level 
protocols by transmitting data packets 
over L2CAP channels. 

Three types of L2CAP channels 
exist: bi-directional signaling channels 
that carry commands; connection-ori­
ented channels for bi-directional, 
point-to-point connections; and unidi­
rectional connectionless channels that 
support point-to-multipoint connec­
tions, allowing a local L2CAP entity to 
be connected to a group of remote 
devices. 

Channels. Figure 4 shows L2CAP enti­
ties with various types of channels 
between them. Every L2CAP channel 
includes two endpoints referred to by 
a logical channel identifier (CID). 
Each CID may represent a channel 
endpoint for a connection-oriented 
channel, a connectionless channel, or 
a signaling channel. Since a bi-direc­
tional signaling channel is required 
between any two L2CAP entities 
before communication can take place, 
every L2CAP entity will have one sig­
naling channel endpoint with a 
reserved CID of OxOOOl. All signal 
channels between the local L2CAP 
entity and any remote entities use this 
one endpoint. 

Each connection-oriented channel 
in an L2CAP entity will have a local 
CID that is dynamically allocated. All 
connection-oriented CIDs must be 
connected to a single channel, and 
that channel must be configured 
before data transfer can take place. 
Note that the channel will at that 
point be bound to a specific upper­
level protocol. In addition, a quality of 
service (QoS) agreement for the chan­
nel will be established between the two 
devices. QoS is negotiated for each 
channel during configuration and 
includes data flow parameters such as 
peak bandwidth, as well as the trans­
mission type: best effort, guaranteed, 
or no traffic. 
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Connectionless channels are uni­
directional and used to form groups. 
A single outgoing connectionless 
CID on a local device may be logical­
ly connected to multiple remote 
devices. The devices connected to 
this outgoing endpoint form a logical 
group. These outgoing CIDs are 
dynamically allocated. The incoming 
connection less CID, however, is fixed 
at Ox0002. Although multiple outgo­
ing CIDs may be created to form 
multiple logical groups, only one 
incoming connectionless CID is pro­
vided on each L2CAP entity. All 
incoming connectionless data arrives 
via this endpoint. These channels do 
not require connection or configura­
tion. Therefore, any required config­
uration information, such as upper­
level protocol , is passed as part of the 
data packet. 

Channel state machine. An L2CAP 
connection-oriented channel end­
point may be in one of several possible 
states, with data transfer only possible 
in the OPEN state. Initially, an end­
point is CLOSED, indicating that no 
channel is associated with the CID. 
This is the only state in which a base­
band is not required and it is the state 
an endpoint will default to if the link is 
disconnected. Figure 5 illustrates the 
state interactions between two L2CAP 
entities on either end of a connection­
oriented channel. 

Connection. In order to open a channel, 
the channel endpoint must be con­
nected and configured. A connection 
occurs when either the local L2CAP 
entity requests connection to a remote 
device or an indication has been 
received indicating that a remote 
L2CAP entity is requesting connection 
to a local CID. In the first case, the 
request has originated from the upper­
level-protocol, has been passed on to 
the remote device, and the local entity 

enters the W4_L2CAP _Connect_RSP 
state to await a response. In the latter 
case, the indication is recognized as a 
connection request, the request has 
been passed on to the upper layer, and 
the local entity enters the 
W4_L2CA_Connect_RSP state to await 
a response. In either case, when the 
expected response is received , the 
local device enters the CONFIG state. 

Configuration. A connection-oriented 
channel must be configured before 
data can be transmitted. 
Configuration involves a negotiation 
between both sides of the connection 
until all options are agreed upon. 
This is done using Configuration 
Request and Configuration Response 
commands. Supported configuration 
option types include a maximum 
transmission unit (MTU), a flush 
timeout, and a quality of service 
(QoS) agreement. The MTU option 
reflects the largest L2CAP packet pay­
load the local device can handle. The 
flush timeout determines the amount 
of time the link controller will 
attempt to transmit a L2CAP segment 
before flushing the packet. Finally, 
the QoS is used to negotiate a flow 
specification for a single transmission 
direction. L2CAP implementations 
are only required to support "Best 
Effort" service but "No traffic" or 
"Guaranteed" service may also be 
negotiated. Other parameters in the 
flow specification include the token 
rate, token bucket size, peak band­
width , latency, and delay variation. 
The requesting device indicates all of 
the non-default options it will accept, 
to which the responding device either 
agrees or provides alternate settings. 
This process continues until all 
options are agreed upon. This config­
uration is for a ingle transfer direc­
tion, however, and the process must 
then be repeated for the opposite 
transfer direction. After all configura­
tion parameters have been deter­
mined, both L2CAP entities enter the 
OPEN state, at which point data trans­
fer may begin. 
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Service discovery protocol provides a means of determining what 

Bluetooth services are available on a particular device. 

Disconnection. To close a channel, one 
L2CAP entity must send a disconnec­
tion request to the other. If an entity 
receives a disconnect request from the 
upper-level protocol, it passes the 
request onto the remote device and 
the local entity enters the 
W4_L2CAP _DISCONNECT_RSP state 
to await a response. If the local entity 
receives an indication that the remote 
device is requesting disconnection, it 
sends a disconnection request to the 
upper layer and then enters the 
W4_L2CA_DISCONNECT _RSP state 
to await a response. In either case, 
when the expected response is 
received, the local device enters the 
CLOSED state. 

Packets. Data ts transmitted across 
channels using packets. A connection­
oriented channel uses packets with a 
32-bit header followed by a payload of 
up to 65,535 bytes. The header 
includes a 16-bit length of payload to 
use for integrity check and the 16-bit 
destination CID. The payload contains 
information received from or being 
sent to the upper-level protocol. 
Connectionless channel packets also 
include a header but always use 
Ox0002 for the remote CID. In addi­
tion, the header is followed by a 16-bit 
(minimum) protocol/service multi­
plexer (PSM), which is used to indi­
cate the upper-level protocol the pack­
et originated from. This allows for 
packet re-assembly on the remote 
device. The PSM field is not required 
for connection-oriented channels 
since they are bound to a specific pro­
tocol during connection. 

L2CAP supports segmentation and 
reassembly of packets between upper­
level and lower-level protocols. Packets 
from the upper-level must not exceed 
a maximum transmission unit (MTU) 
negotiated during configuration. 
These upper-level packets are seg­
mented into protocol data units 
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(PDUs) that are small enough for the 
lower-level protocol. Depending on 
the protocol stack implemented, 
PDUs may be baseband packets or 
blocks of data supported by a host con­
troller interface. In either case, all 
PDUs for a packet must be sent over 
the baseband before another packet 
can be sent to the same remote device. 
The baseband will send PDUs in 
order, using retransmit and timeouts 
as necessary, but notification of packet 
delivery depends on the implementa­
tion. If reliability is required, L2CAP 
must check the length field of the 
L2CAP packet header to determine if 
a packet has been transmitted success­
fully and then notify the upper level 
protocol. 

Signaling packets are similar to 
data packets. They include a header 
with the payload length and the 
remote CID, which is always OxOOOl. 
The payload contains one or more sig­
naling commands used to establish 
and remove connections or to initiate 
activity over a link. Each command 
includes a command code, an identifi­
er used to match requests with corre­
sponding responses, a data length, 
and zero or more bytes of data. The 
commands are either requests or 
responses with every request requiring 
a corresponding response with the 
same identifier. Signaling commands 
provide connection-oriented service 
primitives and include requests and 
responses related to connecting, con­
figuring, and disconnecting channels, 
as well as echo (ping) and information 
(MTU) requests and responses. In 
addition, a Command Reject com­
mand is used to respond to an invalid 
or unrecognized command. 

Service discovery 
protocol (SOP) 
SDP provides a means of determining 
what Bluetooth services are available 
on a particular device. A Bluetooth 

device may act as an SDP client query­
ing services, an SDP server providing 
services, or both. A single Bluetooth 
device will have no more than one 
SDP server, but may act as a client to 
more than one remote device . SDP 
provides access only to information 
about services; utilization of those ser­
vices must be provided via another 
Bluetooth or third-party protocol. In 
addition, SDP provides no notification 
mechanism to indicate that an SDP 
server, or any specific service, has 
become available or unavailable as 
may occur when the services available 
on a device change, or when a device 
comes in or out of RF proximity. This 
would be a common occurrence in a 
network supporting mobile devices. 
The client may, of course, poll a server 
to detect unavailability, but other 
means are required for detecting a 
server or service that has recently 
become available. 

Service records. In SDP, a service may 
provide information, perform an 
action, or control a resource. SDP 
servers maintain service records to cat­
alog all available services provided by 
the device. Each service is represented 
by a single service record with a 
dynamically allocated service record 
handle that is unique witl1in the serv­
er. A special service record, witl1 a ser­
vice record handle of OxOOOOOOOO, is 
provided to describe the SDP server 
itself and its supported protocols . 
Service attributes within a service 
record describe and define the sup­
ported service including the service 
type, a service ID, the protocols sup­
ported, the service name, a service 
description, and so on. These attribut­
es are composed of a 16-bit ID and a 
variable length value. Attribute values 
in turn include a header field , with a 
data type and data size, and a data 
field . A range of data types are sup­
ported: null, unsigned integer, signed 
twos-complement integer, Universally 
Unique Identifier (UUID), text string, 
Boolean, data element sequence (set), 
data element alternative (select one), 
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With the bulk of the work developing the Bluetooth specification 
complete, the Bluetooth SIG is now working on improvements and 

analyzing feedback from the industry. 

and URL. The interpretati on of this 
data is dependent on the attri bute ID 
and the service class to which the ser­
vice belongs. 

Service classes. Each servi ce belongs to a 
ervice class which defin es all a ttribut­

es by ID, intended use, and the format 
of the attribu te value. A sub-class of 
another se rvice class may define more 
specific a ttributes, in which case the 
sub-class inherits the attributes of the 
super-class. The ServiceCiassiDList 
attribute of a service record lists the 
class IDs fo r all classes to which the ser­
vice belongs. A class ID is a UUID that 
identifies a specific service class. If a 
service belongs to mo re than one 
class, the ServiceCiassiDList will list 
class IDs starting from the most specif­
ic subclass and ending with the most 
general super-class, effectively defin­
ing al l service attributes. T he relatio n­
ship be tween the se rvice record attrib­
utes and the service classes is illustrat­
ed in Figure 6. 

Discovering services. The purpose of 
SDP is to discover, not access, services. 
Two processes are supported : search­
ing and browsing. Searching is based 
on UUIDs. A service record is 
returned by a search only if all of the 
UUIDs in the service search patte rn 
a re fo und within service reco rd 
attribute values. It does no t matter in 
which attribute a UUID is found, or 
whether the UUID is only one ele­
ment in a List, as long as all the earch 
pa ttern UUIDs are contained some­
where among the attribute values for 
the service. 

Searching is useful if the client is 
looking fo r specific capabilities, but 
fo r a cli ent to identify all se rvices 
offered by a remote device, the SDP 
"browsing" mechanism must be used . 
Browsing is acco mplished via th e 
search capabili ty by using a special ser­
vice a ttribute supported by all service 
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classes: BrowseCroupList. T his 
a ttribute contains a UUID list of 
"browse groups." At the top-level of 
the browse hierarchy, this will be the 
"PublicBrowseRoot." Searching on the 
PublicBrowseRoot UUID will return 
all services that may be browsed at the 
top-level, as well as 
BrowseCroupDescripto r se rvice 
records describing lower-level browse 
groups. BrowseCroupDescriptor ser­
vice records include a Cro upiD 
attribute with th e UUID fo r the 
browse group it is describing. To 
browse the services belonging to this 
gro up , the cli ent must read the 
CroupiD attribute of the 
BrowseCroupDescripto r and th en 
search on this gro up ID . Se rvi ces 
belonging to this group will include 
the group ID in their 
BrowseCroupList a ttribute, and will 
therefore be returned by the search. 

Protocol. SDP is a packet-based proto­
col utilizing a request-response a rchi­
tecture. The SDP packet is referred to 
as a protocol data uni t (PDU), which 
includes a header fo llowed by a vari­
able number of parame te rs. The 
length of the parameter field is speci­
fi ed in the head er, as is the type (PDU 
ID) wruch may ind icate a request or 
respo nse for searches or a ttribute 
queries. The header also includes a 
transaction ID tha t is used to match a 
request with a correspo nding 
respo nse. Every request must be 
acknowledged wi th a response. If for 
some reason the server cannot handle 
the request, it may send a response of 
type ErrorResponse (PDU ID OxOl ). 

It is possible that the response may 
be too large to fi t into a single PD U. 
To accommodate this, a continuation 
state parameter is supported by most 
PDUs. In a respo nse, this parame ter 
indicates the number of bytes that are 
outstanding. The client may then re­
send the original request-with a new 

transaction ID-but wi th the continu­
ation state parameter set. This alerts 
the erve r to send the continuation of 
the response. At what point a response 
is spli t is dete rmined by the server. 

T hree categories of transactions 
(PDU IDs) a re suppo rted : service 
search transactions, se rvice attJi bute 
transacti ons, and se rvi ce search 
attribute transactions. Service search 
transactions are used to request a list 
of se rvice record handles for service 
records which have attJibutes con ta.in­
ing all of the UUIDs in a service search 
pattern. There is no mechanism to 
request a ll the service records, 
although browsing is supported as 
already described . Service attribute 
transactions are used to request specif­
ic attribu te values fro m a se rvice 
record. Service search attribu te trans­
actions combine the service search 
and the se rvice attribute transactions, 
which allows getting specifi c amibute 
values fo r all service records tha t 
match a ervice search pa ttern. 

Bluetooth today and 
tomorrow 
With the bulk of the work developing 
the Bluetooth specifi cation comple te, 
the Bluetooth SIC is now working on 
improvements and analyzing feedback 
from the industry. In addition to their 
work investigating improvements in 
speed , security; n <;> ise immunity, and so 
o n, the SIC con tinues to develop 
Bluetooth profiles. T hese are defin ed 
in a separate Blue tooth Profil es 
Specification , also in excess of 1,000 
pages. 

Bluetooth prof"Ues. T he continuing 
effo rt to d efin e profil es p rovides 
Bluetooth with a significant advantage 
ove r competing technologies. Profil es, 
d efin ed by the Bluetooth SIC, a re 
intended to ensure interoperabili ty 
between Bluetooth applicatio ns and 
devi ces from d ifferent manufacturers. 
The e profil es defin e the roles and 
capabilities fo r specific types of appli­
cations. Different profil es may encom­
pass d iffere nt layers and protocols and 
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Along with th continuin d v opment of profiles. Btuetooth SIG 
is wo king on othe fronts to improve th sp ifi tio . 

to different degrees. In addition to 
requirements for interoperability, pro­
tocols may define required services to 
other applications or to end users. 

All Bluetooth devices must support 
the Generic Access Profile at a mini­
mum. This profile defines device dis­
covel)', connection procedures, and 
procedures for various security levels. 
Some Bluetooth-specific user inter­
face requirements are described as 
well. Another universal profile, 
although not required, is the Service 
Discovery Access Profile which defines 
how a service discovery application on 
a device determines the services on 
other remote devices as well as the 
protocols and associated parameters 
required to access them. Quite anum­
ber of additional profiles have been 
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defined including TCS-, RFCOMM-, 
and OBEX-related profiles. Some of 
these require the implementation of 
others, and all of them require the 
implementation of the Generic Access 
Profile. So much work has been done 
developing profiles that a separate 
article would be required to adequate­
ly cover them all. 

What's next 
Along with the continuing develop­
ment of profi les, the Bluetooth SIC is 
working on other fronts to improve 
the specification. This includes 
addressing other interoperability 
issues and developing support for 
faster data rates, a crucial factor in the 
future su ccess of the technology. 
Bluetooth security capabili ty is also an 

area of concern for potential 
Bluetooth adopters. On the imple­
mentation front, work is being done to 
integrate the si licon for the RF and 
baseband chips, as well as achieving a 
small enough implementation to be 
practical in small portable devices. 

At the time of this writing, 
Blue tooth RF / baseband modules 
were selling well above the $5 per unit 
target. After an impressive marketing 
push that resulted in Bluetooth nearly 
becoming a household name, design­
ers are beginning to give Bluetooth a 
more critical look and are voicing 
their concerns. Although it is well 
positioned for success in the emerging 
wireless networking market, the key 
will be in Bluetooth 's evolution. 

The Bluetooth SIC must overcome 
the outstanding barriers to wide-scale 
implementation and must keep the 
technology up to date with the ever­
increasing consumer demands for 
price and performance. If they can 
accomplish that, the Bluetooth wire­
less world they envision may well come 
to be. esp 

After earning a BS in electrical engineering 

Jrorn the University of Rochester, Rebecca 

Spaker has spent the last eight years design­

ing embedded hardware and software, with 

recent work focused on hardcopy and digi­

tal imaging-related applications. For the 

last Jour years she has worked for Questra 

Corp. as a senior consultant. Currently, she 

works with Questra's eAppliances practice 

group, providing consulting and develop­

ment services for internet-enabled devices. 

J-1 er e-rnail address is rsfJaker®ques tra. corn. 

References 
Specification of the Bluetooth System­

Core v1.0A. July 26, 1999. 

Specification of the Bluetooth System­

Profiles v1.0A. July 26, 1999. 

www.bluetooth.com. The official Bluetooth 

Web site. 

www.bluetooth.net. Digianswer A/S 

Bluetooth Web site. 

www.palopt.eom.au/b/uetooth . Palo 

Pacific Technology Bluetooth Web site. 



If time to market is important to you. . . . 
If performance, quality, and excellent customer service matter to you ... 

then you need to evaluate the MetaWare toolsl 

MetaWaree 
INCORPORATED 

2161 Delaware Avenue, Santo Cruz, CA 95060 USA • Toll-free 877.TOOLSIT (866.5738) • Fox: 1.831.429.9273 
12 Rue Saulnier, 92800 Puteoux, France • Tel: 33 (0)1 47 28 86 31 • Fox: 33 (0)1 47 28 46 99 

MetaWare is a registered trademark of MetaWare Incorporated. All other company and product names are trademarks or registered trademarks of their respective compan1es. 



{PERPETUAL THINKING PROCESS} 

INFINEON CYCLES 

lnfineon Technologies - A Siemens Company. 

HAS DES I G N I N G your 8-bit application and time-to-money pressures got 

you stressed out? Relax. Now working on 8-bit microc ntroller applications couldn't 

be easier. Why? lnfineon's broad Csoo family has got II you need to stay cool. Each 

member is naturally 8051 compatible and features a ersatile set of powerful peri · 

pherals with enhanced functionality. Plus they're ery, very attractively priced . 

Looking for CAN, Motor Control, USB and OTP solutions? No problem. Need support? 

You won't after you've checked out our comprehensive set of development and sup­

port tools. And DAvE, our digital application virtual en ineer, is always there to help. 

After all, we should know what design engineers want. We're lnfineon -the people 

who never stop thinking of easy ways to get you through the entire design cycle. 

www.infineon.com 

Never stop thinking. 



SCOTT A. SUMNER 

From PROM 
to Flash 

Moving from PROM to flash isn't easy. Here's a list of required steps and 
best practices for storing executable code in a flash memory device 

and making it upgradable in the field. 

esigning an embedded system containing flash program memory 
isn ' t always as straightforward as it seems. A robust flash-based 
system needs to deal with such things as in-circuit reprogram­
ming and code execution from RAM-somewhat esoteric topics 
not associated with PROM. Although everal past articles have 
touted flash memory and its various advantages, many have 

lacked the details necessary for an engineer to fu lly understand how to imple­
ment flash as a better alternative to PROM. I endeavor to change that by pre­
senting an example from my own experience converting a PROM-based 
embedded system to flash. I will emphasize software design , as therein lies most 
of the difficulty. 

Although I'll discuss an approach specific to the example system I'll present, 
the techniques should be applicable to most any embedded product being 
designed with flash program memory. The scheme I developed is but one possi­
ble solution to the flash reprogramming problem. I don't claim that it is the best 
or the only solution , just that I felt that it was a workable approach when consid­
ering the specific con traints of the product I was working on. As the saying goes, 
your mileage may vary. 

It's not my in tent to tell you how to write the code to program bytes or era e 
sectors in a certain vendor's flash chip-that's easy once you have the chip's data 
sheet. After I present an overview of the characteristics of flash and the design 
goals for my specific project, I'm going to discuss the tough stuff-mainly an 
algorithmic approach , but also some tips for working with flash that may not be 
entirely obvious. 

Flash overview 
Does anyone doubt the superiority of flash over PROM anymore for program 
memory storage? Flash offers a ll of the capabiliti es of PROM and adds some 
of its own, all at a reasonable price. The most notable advantage of flash pro-
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The downside of flash is that to achieve in-circuit reprogrammability, 
the software design effort is usually fairly complicated. 

gram memory is its reprogrammabil­
ity, specifically its in-circuit 
reprogrammabili ty. 

Everyone benefits with a system 
that is in-circuit reprogrammable. The 
end user of a flash-based product can 
obtain feature updates or bug fixes 
and easi ly apply them to his device, 
using nothing more than a standard 
PC, a serial cable, and a user-friendly 
interface. The engineer can (per­
haps?) rest a little easier, knowing that 
if a bug survives through the testing 
process, it's not terribly burdensome 
to fix in the field. And the bean coun­
ters may benefit too, because in some 
instances the use of flash may even 
speed time to ma1·ket-once tl1e hard­
ware and a certain core set of software 
features are complete, the product 
can be shipped and additional soft­
ware features added in the future as 
time permits. 

The downside of flash is that to 
achieve in-circuit reprogrammability, 
the software design effort is usually 
fairly complicated. Most types of flash 
have the requirement that during pro­
g=ming or erasing, no other access­
es are allowed. If, for instance, an 
instruction fetch is attempted from 
flash during this time, the chip simply 
fails to respond. The implication here 
is that code execution needs to take 
place from some other memory device 
during reprogramming of the flash. 
The resource normally tapped for this 
task is RAM. 

The majority of flash chips avail­
able to the embedded system designer 
today are byte- or word-writable, sec­
tor- or chip-erasable devices. This 
means that although code can be writ­
ten to program individual bytes or 
words, when data is to be erased it 
must be done on whole sectors or even 
me entire chip at once. A sector is a 
fraction of me total chip density, for 
example, a 512K flash chip might have 
eight uniform 64K sectors. 
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A robust embedded system with 
flash program memory as part of its 
design needs to be protected from cor­
ruption that could render me device 
unbootable, and therefore unusable. 
Such a situation might arise if a power 
loss occurs right after the reprogram­
ming software, executing from RAM, 

has just erased the entire flash ch ip in 
preparation of writing new program 
data. 

Some flash chips contain "boot 
block" sectors that are typically a 
normal sector chopped up into 
smaller-sized pieces and placed at 
one end of the flash chip's memory 
space. The advantage of this config­
uration is that a small bit of code can 
be placed in the boot block that will 
never be erased. The idea here is 
that this code will contain routines 
for erasing and reprogramming the 
remainder of the flash chip. Because 
some or all of the boot sectors are 
never erased, the embedded device 
is protected from power-fail corrup­
tion during programming-a pro­
gram is always present to boot the 
system and reinitiate the reprogram­
ming process. 

The smaller size of the boot block 
sectors allows the engineer to tailor 
me size of the boot code and elimi­
nate wasted space. For example, a 
flash chip architected with 64K sectors 
might have a boot block consisting of 
one 16K sector, two 8K sectors, and 
one 32K sector at one end of its 
address space. This allows the creation 
of a 16K, 24K, or 32K boot program, 
wimout reserving an entire 64K sector 
for the boot code if not needed. 
Vendors produce different flash chips 
wim me smaller boot block sectors at 
eimer end of the flash to meet the 
needs of different processors that have 
meir reset vectors at either high or low 
memory addresses. See part A of 
Figure 1 for an example of a flash 
chip's architecture. 

Easier flash reprogramming 
variations 
Although the PROM-to-flash conver­
sion exam pie that I will discuss later 
is one of the more difficult flash vari­
ations due to system and cost con­
straints, some easier alternatives are 
available. A type of flash called 
"simultaneous read/ write" flash can 
be used in low-voltage (typically 3.3V 
and lower) designs. This type of flash 
allows erasing or programming of a 
sector during execution from a dif­
ferent sector, and thus is well suited 
to boot block code designs. On the 
subject of different voltage levels, 
some older flash required an exter­
nal high programming voltage, typi­
cally 12V, to be applied to the chips 
during erasing or programming. 
More modern flash eliminates this 
requirement. 

Another easier design variation is 
to have a small boot PROM or a small 
second flash in addition to the main 
flash chip that will be reprogrammed. 
This allows execution from me smal ler 
device while the larger flash is being 
erased or programmed, although me 
added cost and logistical complexity of 
the two-device alternative may be pro­
hibitive to a design. 

A non-cost-sensitive, time-critical 
system mat is designed to run from 
high-speed RAM also simplifies the 
flash reprogramming chore. In this 
case, the flash is only used as non­
volatile program storage when the 
product is turned off. During the boot 
process, the code is copied to RAM 

and normal execution continues from 
there. Since the flash is then inactive 
wim regard to code execution, erasing 
and reprogramming it is simplified. 

A compiler and linker that support 
relocatable code can aid the flash pro­
gramming effort, as the same code 
can execute either from the flash or 
from RAM once code is copied there 
from the flash. Although it can be 
tricky to use emulators with program 
counter relative code, the technique 
is often used to accomplish flash 
reprogramming. 
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By far the hardest part of implementing in·circuit reprogrammable 

flash program memory is deciding upon a software approach to the 
problem. 

Flash sector arch1tecture 

0 AMD Am29F800BB 
Sedor Architecture 

00000 Sector 0 
03 FFF 16 KB -------
04000 Sector 1 
05FFF 8 KB -------
06000 Sector 2 
07FFF 8 KB -------
08000 Sector 3 
OFFFF 32 KB 
10000 Sector 4 
1 FFFF 64 KB 
20000 Sector 5 
2FFFF 64 KB 
30000 Sector 6 
3FFFF 64 KB 
40000 Sector 7 
4FFFF 64 KB 
50000 Sector 8 
5FFFF 64 KB 
60000 Sector 9 
6FFFF 64 KB 
70000 Sector 10 
7FFFF 64 KB 
80000 Sector 11 
8FFFF 64 KB 
90000 Sector 12 
9FFFF 64 KB 

AOOOO Sector 13 
AFFFF 64 KB 
BOOOO Sector 14 
BFFFF 64 KB 

coooo Sector 15 
CFFFF 64KB 
00000 Sector16 
DFFFF 64KB 
EOOOO Sector17 
EFFFF 64KB ~ 

FOOOO Sector 18 I 
FFFFF 64 KB 

= -

Example conversion 
Recently I was given the task of con­
verting a PROM-based embedded 
product to flash program memory. 
Before beginning work, I summarized 
the goals of the redesign based on the 
constraints I had to work within. I 
needed to replace the product's 
PROM chip with flash, and allow for 
user-friendly in-circuit reprogram-
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Author's Logical 
Boot Block 

00000 1 Sector 0 
03FFF ! 16 KB 

04000 I Sector 1 
05FFF 8 KB 

Legend: 

L.......::- Physical Boot Block Sectors 
t:=.- Normal Sectors 

Note: Addresses shown are byte addresses 

ming via an RS-232 serial port connec­
tion to a standard PC. The product 
should be protected from corruption 
in the event of a power failure during 
programming, and it shouldn 't create 
any undue difficulties during debug­
ging. Also, it needed to be self-con­
tained, that is, the code to conduct tl1e 
reprogramming needed to be embed­
ded in the device as shipped from the 

factory. Most of all I wanted an under­
standable design, and to me that 
meant that it shouldn 't be overly com­
plex, and should be written in C witl1 
as li ttle assembly language as possible. 

The system I was converting was a 
Motorola 68332-based design in a 
moderately cost-sensitive product. 
Details of the system relevant to tl1e 
flash effort included 64KB of RAM, 
one RS-232 port, 99% C code, 5V logic 
levels, a reset vector in low memory, 
and a movable interrupt vector table. 
The compiler / linker I was using 
would not produce relocatable code. 
A background debug mode (BDM) 
emulator was available for debugging. 

The flash selected was an AMD 
Am29F800BB, a 5V, 512Kx 16 or 1M x 
8 device, which would be used in 16-
bit mode. This flash is a boot sector 
device tl1at has 19 sectors making up 
its 1MB address space. The second "B" 
in tl1e chip name indicates that its 
boot sectors are at the "bottom" of the 
address space. The memory map for 
this chip is depicted in part A of 
Figure 1. The physical boot sectors 
(sector numbers 0 through 3) are 
sized so tl1at tl1e boot code can be 
16KB, 24KB, or 32KB. If not used as 
part of a "logical" boot block, any 
remaining "physical" boot block sec­
tors can be used as normal sectors. 

Algorithm design 
By far the hardest part of implement­
ing in-circuit reprogrammable flash 
program memory is deciding upon a 
software approach to the problem. I 
tl1ought about this for quite a while 
and managed to stumble up some 
blind alleys before arriving at a feasi­
ble strategy. 

I knew that to be able to reprogram 
the flash I would have to have the code 
conducting the programming execute 
from the RAM of the embedded prod­
uct. But where would that code come 
from? And how would I get it into 
RAM and start it executing? Running 
from RAM is not normally done in 
embedded systems, and consequently 
the tools that an engineer utilizes 





Tite strategy that I settled on placed three independent programs in 
the memory space of the flash chip. 

(compilers, li nkers, and emulators) 
are not usually cooperative when 
asked to do this. Ideally, the tools want 
to work with one large block of code 

destined for one program memory 
device. 

I also knew that to protect the 
product from corruptio n in the event 
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of a powe1· fai lure during reprogram­
ming, I would need to reserve some 
sectors in the flash for permanent 
code that could boot and restart the 
programming if it was somehow inter­
rupted. This would have to be the first 
few sectors in the flash as 68332 
designs require the reset vector to be 
at byte location Ox000004. 

T he strategy that I settled on 
placed three independent programs 
in the memory space of the flash chip. 
Each of these programs would have a 
different memory map for code and 
data storage. 

A "boot loader" would run on 
power-up and initialize the system in a 
rudimentary way-just enough so that 
RAM and certain 1/0 are available. It 
decides which of the other two pro­
grams to transfer control to, based 
upon input from the user, and starts 
the selected program running. The 
memory map of the system when the 
boot loader is running can be found 
in part A of Figure 2. 

The "application" is the program 
that runs to perform the function that 
the embedded system was designed to 
do. In the PROM version of the prod­
uct, the application was the only pro­
gram present. The memory map for 
the running application is shown in 
part B of Figure 2. 

For lack of a better way of referring 
to it, I decided to call the program that 
runs from RAM the "RAM executive." 
The RAM executive conducts the 
reprogramming of flash based on data 
packets received on the embedded 
device's serial port from the PC-based 
reprogramming utility. The RAM 
executive is placed in the logical boot 
block of the flash along with the boot 
loader to protect it from acciden tal 
loss. For the memory map of the sys­
tem when the RAM executive has con­
trol , see part C of Figure 2. 

Details 
Looking at the physical boot sector 
arch itecture of the flash chip in Part A 
of Figure 1, I decided to make my log­
ical boot block 24KB, as shown in Part 
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Example system memory maps 

@ Memorymap 
when executing 

boot loader 

000000 
0007FF 

000800 

005FFF 
006000 

OFFFFF 

1MB flash 

!1"'2 KB 

22 KB 

-~ 

I 
I 
! 

boot loader code 

RAM executive code 
(source) 

unused, except as 
"jump-to-point" for 
executing application 

64KB RAM 

1057FF 

RAM executive code 
(destination) 

1 05800 lf-4-2_K_B-II boot loader RAM 

Note: Addresses shown are byte addresses. 

B. I tried to err on the pessimistic side, 
figuring that I could always pull back to 
16KB if the combined size of the boot 
loader and the RAM executive ended 
up less than that. In actual ity, I ended 
up staying with 24KB, as the boot 
loader and RAM executive together 
weighed in at roughly 20KB. As part A 
of Figure 2 hows, the boot loader was 

assigned 2KB and the RAM executive 
22KB of the boot block's code space. 

With respect to actual coding, I 
decided to start where the embedded 
system starts when it powers up-the 
boot loader. The boot loader does 
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Memory map 
when executins 

application 

1MB flash 

000000 unused, except when 
accessing application 
data stored in boot 
loader area of boot block 

application 
code 

64KBRAM 

application RAM 

very little. First, it configu res and 
enables the RAM chip select, initial­
izes its own zero and non-zero RAM 
variables, and sets up a small stack. 
Then it determines what to do next: 
either run the application program 
or the RAM executive. It does this by 
enabling the 1/0 ports to read the 
product's keypad. If the 1, 4, and 7 
keys are held down simultaneously 
when the device powers up, the boot 
loader copies the RAM executive 
code data from its known location in 
flash to RAM the boot loader itself is 
not using. It then jumps via the reset 

@ Memory map 
when executins 
RAM executive 

1MB flash 

000000 unused 

I 
005FFF i 
006000 "data" area when 

erasing or programming 
application code 

OFFFFF ,_...-i~W 

64KBRAM 

RAM executive code 

1057FF 
1 05800 II--4-2- K- 8-ti RAM executive RAM 

vector to the RAM copy of the RAM 
executive: 

if (scan_keypad() 

SCAN_CODE_FOR_1_4_7_COMBINED) 

{ 

char * pRamExecSrc = 
(char *)0x000800; 

char * pRamExecDest 

(char *)Dx100000; 

I* copy the RAM executi ve 

embedded i n the flash boot 

block to RAM not being used 

by the boot Loader: *I 
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i When the RAM executive starts running, it also makes no assumptions 
about what the boot loader has done previously and executes its own 

startup code. 

} 

while (pRamExecSrc <= 
(char *)0x005FFF) 

{ 

} 

*pRamExecDest++ = 
*PRamExecSrc++; 

f* make the jump to the RAM 
copy of the RAM executive 
via its reset vector: */ 

asm("move.l (Qx100004),%a0"); 
asm("jmp (%aQ)"); f* RAM exec *f 

Since the boot loader uses RAM at 
addres Oxl05800-0xlOFFFF for its 
own use, that leaves RAM at Oxl00000-
0xl057FF unused to serve as the 
receptacle for the RAM executive 
code. And since the highest code 
address for the boot loader is 
Ox0007FF, the flash-based copy of the 
RAM executive code resides at 
Ox000800-0x005FFF. Again refer to 
part A of Figure 2. 

lf the special 1-4-7 key combination 
is not held down on power-up, the 
normal application code is run: 

else 
{ 

} 

f* make the jump to the 
application via its 
reset vector: *f 

asm<"move.l (Qx006004),%a0"); 
asm("jmp (%aQ)"); f* app *f 

Because the RAM executive and 
the application are independently 
debuggable, each has a vector table at 
its code starting address. For the for­
mer, this address is OxlOOOOO; for the 
latter, Ox006000. The reset vector is 
the four bytes at byte offset 4 in the 
vector table. This explains the use of 
Oxl00004 and Ox006004 in the code 
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example above. That's really all there 
is to the boot loader. 

The application program, aside 
from originating at an address that is 
non-zero, is exactly as it was before 
when the product was PROM-based. 
The application code makes no 
assumptions about what the boot 
loader might have initialized, and sim­
ply executes as if it were the only pro­
gram in the device. 

When the RAM executive starts 
running, it also makes no assumptions 
about what the boot loader has done 
previously and executes its own start­
up code. The RAM executive initial­
izes the device's serial port, and waits 
for the PC-based reprogramming soft­
ware to communicate with it. The idea 
here is that the PC program will 
instruct the RAM executive to erase 
the non-boot block sectors of the flash 
containing the old application pro­
gram, then send the address and data 
information to allow the RAM execu­
tive to program the flash with a new 
application. Since no program is exe­
cuting from tl1e flash , the RAM execu­
tive is fTee to treat it as a normal mem­
ory device, with no access restrictions 
other than those imposed by the ch ip 
maker. Once the programming of the 
new application code is complete, the 
RAM executive forces a hard reset of 
tl1e system, causing the boot loader to 

again gain control and start the new 
application program running. At this 
point, reprogramming has been 
accomplished. Any further detailed 
discussion of tl1e RAM executive or 
the PC-based reprogramming software 
is beyond the scope of this article. 

Debugging the three 
programs 
Since all three programs-the boot 
loader, RAM executive, and applica­
tion-are each self-contained, the act 
of debugging them is simplified. The 

emulator cooperates reasonably, as it's 
not asked to do anything it's not accus­
tomed to doing, such as running relo­
catable code. 

Loading the boot loader code into 
the target system's emulation RAM 
and running it without a well-placed 
breakpoint would not be smart, how­
ever, because it will try to jump to a 
region of emulation memory that con­
tains random data. When using the 
emulator to test the boot loader, the 
RAM executive and the application do 
not exist. To make sure the boot 
loader is doing its job, I load its code 
and place a breakpoint on the follow­
ing line discussed before: 

if (scan_keypad() == 
SCAN_CODE_FOR_1_4_7_COMBINED) 

Running at full speed to this break­
point, I can then sterrover (not step­
into) the calling of the scan_keypad 
function. If I do this while holding 
down the appropriate keys on the key­
pad, I can test the boot loader's abi li ty 
to load and run the RAM executive. 
Although the while loop will copy 
garbage data to the RAM executive's 
destination in RAM, setting another 
breakpoint on the line 

asm("jmp (%a0)"); f* RAM exec *f 

allows me the chance to load the code 
and symbol file for the RAM executive, 
being careful to not reset the CPU. 
From there, a single step takes execu­
tion to the first instruction in the 
newly-loaded RAM executive, with full 
C source-level debugging capacity. 

The boot loader's execution path to 
the application program is tested in a 
similar manner. This time the special key 
combination is not held down, and a sin­
gle breakpoint is needed on the line 

asm("jmp <%aQ)"); f* app *f 

When the emulator breaks on this 
instruction, the application program 
debug fi le can be loaded, and then 
run at full speed. 
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~ I'm the kind of engineer that dislikes duplication of code. Whenever I 
find myself writing the same code in two different places, I seek a 

way to combine the sections if it's reasonable to do so. 

Once I determined that the boot 
loader was sending execution where it 
needed to go, that is, either to the start 
of code through the RAM executive's 

reset vector or the applicatio n 's reset 
vector, I fo rgot about the boot loader 
until time for final in tegra tion and 
test. 

Our inspiration. 

Powerful tools. Great productivity. 
Integrated price. 

Paradigm introduces all the tools you'll need 
for x86 integration in one package. 

Paradigm C++ is alone in offering a complete 
integrated development environment that 
includes all the tools you need to get your 
x86 embedded application ju mp started. 
Editing, project management, debugging, 
compiler, assem bler, version control and 
more, all fu lly integrated into t he powerful 
Paradigm C++ development environment. 

If you are tired of wasting time on 
non-integrated tools, then Paradigm C++ is where 
you want to be. Download a copy of Paradigm 
C++ from http:/ fwww.devtools.comfpcpp and 
see the future of x86 development tools today. 
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The RAM execu tive and the appli­
cation program are also debugged 
independently of each o ther and the 
boot loader. T he emulato r software is 
used to prepare the appropriate chip 
select registers to allow the loading of 
these programs. For instance, since 
the RAM executive needs to run from 
a RAM chip that is disabled upon 
reset, that chip select has to be manu­
ally enabled to a llow loading of the 
code. Also, the program counter a t 
reset needs to be overridden in each 
case, o therwise the reset vector pre­
sen t in the flash chip will be used . 

Code sharing among the 
three programs 
I'm the kind of engineer that dislikes 
duplication of code. Whenever I find 
myself writing the same code in two 
different places, I seek a way to com­
bine tl1 e sections if it's reasonable to 
do so. 

Realizing tha t the three programs 
making up my fl ash scheme would 
have similar if not identical code in 
certain areas, I decided to have them 
utilize some of the same source fil es. 
T his way, the boot loader and the 
application could share the sam e key­
pad reading routine, the RAM execu­
tive and th e applicatio n programs 
could share very similar serial port 
handling cod e, all three programs 
could share similar startup code, and 
so on . 

The vehicle by which this sharing is 
mad e possible is C's p reprocessing 
directives. By creating th e tags 
BUILD_BOOT_LOADE~ BUILD_RAM_EXECU­
TIVE, and BUILD_APPLICATION, I was 
able to achieve my code-sharing goal. 

For example, most of the serial 
port interrupt service routine is com­
mon to both the applicatio n and the 
RAM executive. T he application code 
needs to understand how to process 
received data when the product is con­
figured to be in Modbus (an industrial 
networking protocol) mode, bu t the 
RAM executive has no such need . To 
allow fo r this, I did the fo llowing in the 
source code fil e seriaL. c: 
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INTERRUPT sci_handler(void) 
{ 

if ((RIE == ENABLED) && 

{ 

(RDRF RECEIVE_FULU) 

I* receiver interrupt *I 

I* get received data: *I 
short RxData = RDR; 

#if BUILD_APPLICATION 
if (ModbusEnabled) 
{ 

I* process RxData as part 
of a Modbus packet ... *I 

} 

else 

#endif 

} 

} 

{ 

} 

I* process RxData as a 
standalone character ... *I 

Then, to compile the file for the appli­
cation program, I used a command­
line similar to this: 

cc serial.c \ 
-DBUILD_APPLICATION=1 \ 
-DBUILD_RAM_EXECUTIVE=O 

When compiling the RAM execu­
tive, the complimentary command­
line looks like this: 

cc serial.c \ 
-DBUILD_APPLICATION=O \ 
-DBUILD_RAM_EXECUTIVE=1 

This way, the application and RAM 
executive get slightly different serial 
routines compiled and linked in. The 
boot loader has no need to handle ser­
ial interrupts-in fact the boot loader 
doesn't even use interrupts-so seri­

aL. cis omitted from tl1e file list in the 
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boot loader's portion of the make file, 
and the BUILD_BOOT_LOADER tag is not 
used in seriaL. c. 

Code sharing has the advantage 
that any change affecting more than 
one of the three programs only needs 

to be done one time and in one 
place. The downside is that a change 
affecting all three programs triples 
the testing effort to validate the 
changed section. 

Getting the three programs 
into flash 
Having three separate programs 
instead of one makes it more of a task 
to get the programs into the flash 

chip. With PROM, typically one large 
program is burned into the device, 

beginning at tl1e lowest address in the 
chip and extending upward as far as 
needed to accommodate the current 
size of the program . 

With flash the situation is not so 
simple, as tl1ere are three separate S­
record files that make up the flash 
ch ip 's add ress space. The application 
program is like the PROM's single pro­

gram, except that its starting address is 
no longer the lowest address of the 

chip-the boot loader program 
receives that honor. 

When the RAM executive 's pro­
gram code is in place in RAM, its start­
ing address is OxlOOOOO, o the linker 
outputs an S-record file with this 
address as a starting point. But tl1ere is 
a problem with using this S-record file 
as the linker creates it-it can't be 

burned into flash because the address 
range of its records (Ox100000-
0x1057FF) doesn't coincide with the 
memory range of the flash (OxOOOOOO­
OxOFFFFF). From the memory map 
(see part A of Figure 2) it's clear that 
when embedded in tl1e flash, the RAM 
executive must reside at Ox000800-
0x005FFF. To achieve this, an S-record 

relocation program is used to change 
tl1e addresses of the data bytes in the 

file without impacting the data bytes 
themselves. An example of such a relo­
cation utility is P&E Microcomputer 
Systems ' MOVE_Sl9.EXE (www. 
pemicro. com/ support_ center/ downloads/ 
utilities/rnove_s19 _downloads. exe). 

Once the RAM executive has been 
relocated, it and the boot loader are 
combined into one S-record file-no 
problem results since their address 
ranges do not overlap. The new S­
record file represents the boot block 
code and can be delivered to the flash 
vendor or distributor for burning into 
blank flash chips . Those chips, once 
soldered to the printed-circuit board 
of the embedded product, will then be 
ready to serially receive the data from 

the application program's S-record 
output via the PC connection. 

For application code that is fairly 
mature and stable, the tl1ree S-record 
files can be combined into one and 
provided to the flash vendor, thus 
avoiding the time-consuming process 
of serially-uploading the application 
program on the product production 
line. An alternative to this is to solder 
on blank flash chips and program all 

three programs at once on the pro­
duction line using the BDM port of 
the CPU and either a custom-written 
or a commercial flash-programming 
PC software package. 

To allow end users to update their 
devices with new application code, the 
S-record for the current application 
code can be placed on the company 
Web site ore-mailed to customers who 

have requested bug fixes or have paid 
for feature updates. 

It goes without saying (but I'll say 
it anyway) that the boot loader and 
the RAM executive need to be fully 
tested before being released to the 
flash vendor or the production line. 
Bugs in these programs can prevent 
field reprogramming of the embed­
ded product, the whole point of this 
exercise. If this makes you squeamish, 
it is possible to design tl1e system so 
that the RAM executive can be 
uploaded to RAM via the serial link, 

before the application data is sent. 
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~ A potential disadvantage to this approach is that the emulation is no 

longer pure, that is, code developed on the emulator may not run the 
same way when moved to flash. 

The boot loader still needs to be bug­
free, however. 

Emulator issues with flash 
The product upon which I developed 
my flash programming scheme had a 
connector to allow for RAM expan­
sion. Extra RAM was used either by the 
customer for data storage (it was bat­
tery-backed), or in-house for emula­
tion RAM during code development 
using a BDM emulator. 

When the embedded product was 
PROM-based, the boot chip select was 
connected to both the PROM and the 
emulation RAM. Since both devices 
cannot share a single chip select, this 
meant that when emulating, the sock­
eted PROM had to be removed and a 
special jumper had to be soldered 
into a RAM board to be dedicated 
from that point on as an emulation 
RAM board. This had the advantage 
that if I had working code running 
with the emulator, that code was guar­
anteed to run when I burned a 
PROM, since the PROM and emula­
tion systems were identical, except 
for the physical program storage 
devices. 

Emulating on the flash version of 
the product was a different story, 
however. In that case the flash cou ld 
not be taken out of circuit becau e it 
was a surface mount component per­
manently soldered to the PC board, 
so any emulation RAM could not 
share the flash's chip se lect. The 
problem could have been solved 
using moveable jumpers, but a better 
and less error-prone solution was to 
use the power of the emulator to con­
figure chip select registers upon 
receiving a reset signal. Normally, 
when a reset signal is received, all 
chip selects except the boot chip 
elect are disabled. If I used the emu­

lator to write into the registers to dis­
able the boot chip e lect and enable 
the emulation RAM's chip select 
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upon reset, I cou ld trick the system 
into allowing me to load code into 
the emulation RAM and run it as if it 
were located in the boot device (the 
flash). 

A potential disadvantage to this 
approach is that tl1e emulation is no 
longer pure, that is, code developed 
on the emulator may not run the same 
way when moved to flash . T his occurs 
because of the artificial situation cre­
ated with the emulator by mucking 
with the chip select registers. 
Fortunately, most problems tl1at result 
from this are easi ly fou nd and correct­
ed, usually right after the flash is pro­
grammed from working emulator 
code and the system fails to power up 
correctly. 

Writmg to flash from 
application code 
The application program in the prod­
uct I was converting to flash required 
that a few words of calibration data be 
stored in non-volatile memory. This 
data was specific to the printed circuit 
board, so each pmduct sold con­
tained slightly d ifferent calibration 
info rmation. Once calibrated during 
final checkout of the product, this 
data never changed. In the days of 
PROM, the calibration data was 
stored in a serial EEPROM. With the 
advent of flash, however, it was decid­
ed tl1at this data, along with a product 
serial number, should be stored in 
fixed, unused locations high in the 
boot loader's area of the flas h boot 
block. The data wou ld be pro­
grammed into flash from the prod­
uct's setup mode. 

In this situation, tl1e appli cation 
program is running from the flash 
when the designated locations need 
to be programmed. Again, executing 
the instructions to program the flash 
from RAM is the only way, but this 
time execution has to come back to 
flash and resume where it left off. My 

solution to this problem consisted of 
several steps. 

First, I created a C function called 
ProgramFlashWordFromApp. This func­
tion man ipulates only data passed to it 
as arguments (no global variables) 
and calls no other functions. The 
importance of this will become clear 
later. Writing the function was straight­
forward, as was debugging it to make 
sure it programmed some test loca­
tions in the flash correctly. A much­
simplified version Gust to illustrate the 
concept) of the ProgramFLash­
WordFromApp function is: 

#define FLASH \ 
((volatile short *>OxOOOOOQ) 

voi d ProgramFLashWordFromApp( 
Long WordOffset, 

{ 

} 

short WordData) 

FLASH[WordOffsetJ = WordData; 

f * code to unlock the flash, 
wait unt il the Locat i on has 
been programmed, do error 
checking, return success or 
failure, etc. omitted here 
to keep the machine code 

example small *f 

After debugging but while sti ll run­
ning the emulator, I examined my C 
function in the disassembly window: 

ProgramFLashWordFromApp: 
4E560000 LINK.W A6,#0x0 
202E0008 MOVE.L (0x8,A6),D0 
222EOOOC MOVE.L (0xC,A6),D1 
0080 ADD.L DO,DO 
2040 MOVEA.L DO,AO 
3081 MOVE.W D1,(AQ) 

4ESE UNLK A6 
4E75 RTS 

Next I copied the machine code text 
for the function from the disassembly 
window into my favorite source code 
editor. After a little text manipulation, I 
had a group of hex words iliat I could 
comma-delimit, put curly braces 
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Moving a system from PROM to flash program memory is a worth­
while effort but not one to be undertaken lightly. 

around, and name as a C array called 
ProgramFlashWordFromAppViaRam : 

I* NOT const ! *' short 
ProgramFlashWordFromAppViaRam[J = 
{ 

} . , 

Ox4E56, OxOOOO, Ox202E, Ox0008, 
Ox222E, OxOOOC, OxD080, Ox2040, 
Ox3081, Ox4E5E, Ox4E75 

placed this new C array in the 
flash source code fi le. I now had a 
RAM-based C array containing a 
machine language subroutine to pro­
gram a word into the flash. I had to 
resist the urge to put a "const" qualifi­
er on this array of constants-doing so 
would have resulted in the array being 
placed in flash. That would have been 
very undesirable; it needed to be in 
RAM so that it could execute from 
there. 

A side note to the purists: I could 
have written the subroutine in assem­
bly language, but I didn't for a few 

reasons. First, the actual function is 
considerably longer that the one I 
show here, and I'm lazy. Second, the 
C compiler can do a better job at writ­
ing the assembly than I can unless I 
really try, and I didn't want to go to 
the trouble. Third, did I mention that 
I'm lazy? 

Next I analyzed the assembly 
code of the function to determine 
how it accessed the arguments that 
were pushed onto the stack before 
the call. At the point in the applica­
tion code where I needed to write 
data into flash, I pushed my address 
and data arguments onto the stack 
manually using some inline assem­
b ly, and coerced the compiler in to 
calling the first location in my RAM­
based array as if it was a normal 
function: 

asm("move.w %0,-( %%sp)" :: 
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"m"(Data)); 
asm("clr.w -(%sp)"); 
asm("move.l %0,-(%%sp)" 

"m"(Offset)); 
asm("jsr " 
"ProgramFlashWordFromAppViaRam"); 

Mission accom plished-the flash 
could now be written to from the 
application code. 

I commented out the original C 
function, but I did not delete it, as it 
was the only copy of the source code 
for the machine code array. Also, 
whenever I use a technique such as 
this (which isn't often!), I try to com­
ment it well. I've been on the mainte­
nance end of things too often to not 
do this. 

Had I used any global variables in 
my original C function , this approach 
would not have been practical. The 
linker takes the liberty of moving the 
addresses of global RAM variables 
around in memory as code is under 
development. By using only stack­
based variables in my function, the 
linker can move globals around all it 
wants and my machine language sub­
routine remains valid. With simple 
code that uses only stack-based data 
and makes no function calls, even a C 
compiler that cannot produce a com­

pletely relocatable program often pro­
duces locally relocatable code. The fact 
that the machine code generated from 
my C function used only relative 
branching was key in making this tech­
nique viable. 

One of the caveats to using this 
method is that interrupts must be dis­
abled during the ProgramFlashWord­
FromAppViaRam "function" call. Since 
aU of the interrupt service routines 
reside in the flash , they are unavail­
able during this method of flash pro­
gramming. Th is was not a problem in 
the product I was working on since the 
data bytes that are written in this man-

ner are programmed while the prod­
uct is in "setup" rather than "run" 
mode, when the system is performing 
no time-critical tasks. A related caveat 
is that this method should probably 
not be used to write a lot of data into 
flash, since nmning with intem1pts 
disabled for an extended period of 
time will adversely effect a real-time 
system. 

An emulation issue to be aware of 
when using this technique is that the 
flash chip select cannot be disabled 
and its address range overlaid with 
emulation RAM. To be able to read 
or write data, the flash chip must be 
present in the memory map during 
emulation. An easy way to accom­
plish this is to locate the emulation 
version of the program at a normally 
unused memory range and reenable 
the flash chip select at its normal 
address. 

Let there be light 
Moving a system from PROM to flash 
program memory is a worthwhi le 
effort but not one to be undertaken 
lightly. Significant development time 
and planning need to be dedicated 
to such a change. Deciding o n an 
algorithmic approach that works and 
is easily debugged can be challeng­
ing. It's my hope that this article's 
example and ideas on how to 
make the conversion have made 
the task seem less daunting, and 
have shed some light on the more 
arcane aspects of in-circuit flash 
reprogramming. esp 
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lntemet Applicance Products 

Embedded Internet Tools 
Real-time Linux OS 
Linux/ RT is a real-time version of the 
Linux operating system. The Linux 
R/ T distribution includes subsystems 
which designers can combine to handle 
a variety of application requirements, 
from small footprint to full-featured 
architectures. The Resource Kernel 
subsystem supports fixed-priority sched­
tiling (with 256 priorities) and priority 
inheritance. It also supports high reso­
lution timers and clocks, as well as a 
temporal fir·ewall. The Linux/ RT distri­
bution is available free for downloading 
at the company's Web site. It is also 
available in three different editions for 
purchase, all of which come with limit­
ed installation support. Pricing for 
these ranges from $49 to $199. 

TymeSys Corp. 
Pittsburgh, PA 

(412) 681-6899 

www.timesys.com 

Internet access package 
The USNET internet access package 
enhances the company's real-time, 
embedded protocol TCP / IP with 
Internet and Web enabling technology. 
This capability may be used on private 
LAN/WAN networks or on the Internet. 
It has a small footprint, as well as APis 
designed for embedded applications. In 
a typical Web-enabled application run­
ning an HITP server on a 16-bit target, 
the USNET protocol stack, together 
with USENET lAP, requires less than 
45K of code space. Dynamic update sup­
port is another component of the prod­
uct. Dynamic page update allows web 
pages to be updated without rebuilding 
the application and re-downloading the 
target. Users at any remote site can cre­
ate new pages and submit them to the 
Web server. Updating is done by the File-

Upload form feature of the browser. 
New web pages can contain text, images, 
Java applets, and JavaScript among 
other items. Version 2.56 of USNET is 
available now, with pricing from $7,500. 

US Software 
(800) 356-7097 

Hillsboro, OR 

www.ussw.com 

Software platform for 
internet appliances and 
entertainment devices 
BelA is a software platform for appli­
ances that deliver information and enter­
tainment over the Internet. It allows 
Internet appliances to be configured as 
information devices such as personal 
online portals or financial management 
monitors. The adaptive configuration of 
BelA also extends to entertainment 
devices such as movie or music down­
load and playback systems. BelA's multi­
layered architecture is designed to offer 
application developers design flexibility. 
At its foundation is a set of system func­
tions, which talk directly to the individual 
hardware designs. Layered above the 
core functions are an integrated Internet 
browser and a Java virtual machine. The 
next level of d1e BelA platform focuses 
on streaming media services. At the final 
level of the BelA arciUtecture lie app)jca­
tion services and integration services. 
BelA is available now. 

Be Inc. 

M enlo Park, CA 

(650) 462 -41 00 

www.be.com 

Real-time scheduler for Linux 
A real-time scheduler is now available 
for the Linux kernel. It's integrated 

into the standard Linux kernel, but 
with enforced hard prioritization. This 
scheduler executes before the stan­
dard Linux scheduler and it examines 
and dispatches only the highest-priori­
ty real-time entity that is ready to run. 
If no real-time entity is available for 
execution, or none has been specified 
as real-time, then scheduling falls 
through to the standard scheduler. 
The real-time scheduler is available 
now in source form on the company's 
Web and FTP sites. 

MontaVista Software, Inc. 

Sunnyvale, CA 

(408) 328-9200 

www.hardhatlinux.com 

Wireless Internet appliance 
The Internet Appliance Reference 
Platform (IARP) is a portable wireless 
Internet appliance used to browse the 
Internet and to send and retrieve e­
mail. It's based on the Linux or 
Windows CE operating systems. It fea­
tures either Intel StrongARM or 
LinkUp Systems ARM microprocessors. 
The 640 x 480 high contrast, 
VGA/ SVGA LCD display with integrat­
ed touch screen allows the operator to 
use a built-in stylus for data entry and 
signature capture or, if the user prefers, 
a pop-up keyboard for alphanumerical 
input. Audio output is provided by 
means of a built-in speaker, which sup­
ports user feedback sounds and allows 
Internet audio to be downloaded and 
played. The supplied cradle functions 
as a battery charger and connects to a 
full keyboard and mouse for e-mail use. 

Accelent Systems, Inc. 

Akron, OH 

(330) 864-2300 

www. accelent. com 
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Dan Saks 

Arrays as Function 
Parameters 

As I explained last month, many C 
and C++ programmers don't quite 
understand how arrays really work.l 
Much of the confusion stems from the 
type conversion rule that quietly turns 
expressions of array type into pointer 

types. 
For example, in a subscripting 

expression such as x[i J, x must be an 
expression of type "pointer to T" for 
some type T. If x was declared as a 
"pointer to T," it remains as such. If x 
was declared as an "array of T," the 

compi ler converts x to a "pointer to r' 
before compiling the rest of the 
expression. The compi ler doesn ' t 
actually change x into a pointer; it cre­
ates a temporary object of type "point­

er to r ' whose value is the address of 
x[QJ. Then it uses that temporary 

object for the rest of the expression. 
Although both C and C++ let you 

declare objects of array type, it's hard 
to tell arrays from pointers because it 

seems that the compi ler always con­
verts an array to a pointer whenever 
you use an array in an expression. In 
fact, the implicit array-to-pointer 
conversion does not occur m two 
contexts-when the array is the 
operand of eitl1er the sizeof opera­
tor or the unary & (address-of) oper­
ator. Last month, I showed how you 
can use these operators to tell that an 
array really is an array rathet· than a 
pointe r. 

The implicit conversion mle is not 
the on ly source of confusion about 
arrays and pointers. More confusion 

arises from array declarations. 
Although you can indeed declare 
objects with array types, sometimes an 

array declaration actually declares an in the same scope is not an error. It's 
obj ect with a pointer type. just two declarations for the same 

function. C lets you declare a function 

Array parameters more than once in the same scope. 
In C++, we say that both functions 

A declaration such as: have the same signature, which, in this 

case, is T *· (The signature of a func-
T x[NJ; tion is primarily the sequence of types 

in the function's parameter list.2) C++ 

declares x as an object whose type is lets you declare a function more than 

The rules governing how arrays and pointers 

really work have been known to cause confusion. 

Here's some clarification. 

"array witl1 N e lements of T,"where N is 

some previously declared integer con­
stant, and T is some previously 
declared type. If this declaration 
declares a global obj ect, a local obj ect 
in a function body, or the member of 
a stmct, union, or C++ class, it really 
has array type. However, if this decla­
ration appears (without the trailing 
semicolon ) in the parameter list of a 
function declaration, as in: 

int fCT x[NJ); 

then it declares an object whose type is 
"pointer toT." In short, any parameter 

declared with type "array of r ' actually 
has type "pointer to T." 

C does not permit function over­

loading, but declaring both: 

int fCT x[NJ); 

int fCT *X); 

once in the same scope, except in class 

scope. 
Since a parameter declared as an 

array really has a pointer type, the 
compiler ignores the array dimension. 
Thus, the array dimension is optional. 
For example: 

int fCT x[]); 

is just anotl1er declaration for either 
of: 

int f(T x[NJ); 

int f<T *x>; 

All three function declarations have 
tl1e same signature, which , once again, 

is T *· 
Last month , I expla ined that you 

can tell that v declared as: 

i nt v[10J; 
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In both C and C++, array-to-pointer conversions occur only in the first array 
dimension of a multi-dimensional array. 

is an array by using vas the operand of 
the s i zeof operator. As long as v is not 
a function parameter, si zeof<v) yields 
10 * sizeof(int), not sizeof<int *). 

However, if vis a function parameter, 
then sizeof<v) is indeed sizeof<int 

*).For example, given: 

size_t g(int v[10J) 
{ 

return sizeof(v); 
} 

a cal l to g alway returns sizeof(int 
*)rather than 10 * sizeof<int). 

Function g appears to accept only 
arguments of type "array of 10 e le­
ments of int," Despite its appearance, 
g's parameter has type "pointer to int" 

and it accepts any argument of that 
type. For example, given: 

int w[20J; 

the call g(w) will compile . When w 

appears in the call expression, the 
compiler converts it from type "array 
of 20 elements to int" to "pointer to 
int," which exactly matches g's para­
meter type. Given: 

int *P = a; 

the call g(p) compiles just as well. 

Another way that you can tell that 
an array parameter is really a pointer 

by using the parameter as the 

operand of the address-of opemtor. 
For example, as long as: 

int v[10J; 

is not a function parameter, &v yields a 
result of type "pointer to array with 10 

elements of int," not "pointer to 
pointer to int. " Thus: 

int C*p)[10J = &v; f* yes */ 
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compiles without error, but: 

int **q = &v; f* no *f 

generates at least a warning, if not an 
error. However, if you declare v as a 

function parameter, then the situation 
reverses. For example: 

int **Q(int v[10J) 
{ 

int C*p)[10J = &v; f* no *I 
int **q = &v; f* yes *I 

} 

Multiple dimensions 

In both C and C++, array-to-pointer 
conversions occur only in the first 
array dimension of a multi-dimension­
al array. For example, a two-dimen­
sional array converts in to a pointer to 
a one-dimensional array, not a pointer 
to a pointer to a single e lement. 

More precisely, a multi-dimension­

al array is really and array of arrnys. If 
you declare an array object (not a 
parameter) as: 

T x[MJ[NJ; 

then x has type "arrny witl1 M elements 
of array with N e lements of T," When 
you use x in an expression (other than 
as the operand of sizeof or unary &) , 
the compiler treats it as an expression 

of type "poin ter to array of N e lements 
of T." Thus: 

T C*p)[NJ = x; 

compiles without complai nt, but: 

T **q = x; 

provokes at least a warning for a ques­
tionable pointer conversion. 

A parameter declared as an n­

dimensional array is actually a pointer 
to an n-J-dimensional array. For exam­
ple, a function declared as: 

void f(T x[MJ[NJ); 

has the same signature as a function 

declared as: 

void f(T C*x)[NJ); 

That signature is T (*)[NJ, which is a 

single parameter of type "pointer to 
array of N e lements of T." 

Be careful not to confuse a "point­
er to an array" with an "aiTay of point­
ers." For example, a typical declara­
tion for fu nction main looks like: 

int mainCint ac, char *av[J); (l) 

which declares av as an "array of point­
er to char." In reality, it has type 
"pointer to pointer to char." Thus: 

int main(int ac, char **av); 

(2) 

is equivalent to the previous declarn­
tion for main However, neither of the 
declarations above is equ ivalent to: 

int main(int ac, char av[J[J); 

Here's why. The compiler ignores 
on ly the first dimension in an array 
parameter declaration. Only the first 
dimension is optional. The parameter 
declaration: 

char av[J[J 

omits the second dimension. This is a 
syntax error. Even if it weren 't an 
error, the compiler wou ld transform 
the parameter declaration into an 

equivalent pointer declaration of the 
form: 

char C*av)[J 
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This is a "pointer to array of char." 

The compiler does no more array-to­
pointer transformation . One is all you 
get. 

In conu·ast, the parameter declara­
tion: 

char *av[J 

as in ( 1), declares av as an "array of 
pointer to char," not a "pointer to 
array of char." Mter one array-to­
pointer transformation, it becomes a 
"pointer to pointer to char," which is 
its actual type. 

Recapping the rules 

In summary, here are the rules that 
seem to cause all the confusion about 
arrays and pointers: 

• An array declaration not in a para­
meter list really declares an array 

• An array declaration in a parame­
ter list really declare a pointer 

• Except when it's the operand of 
si zeof or unary&, an expression of 
array type is converted to an 
expression of pointer type 

When reduced to this short list, it's 
hard to see why the rules are so con­
founding. onetheless, they are. esp 
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STEVE KAPP 

Design by Contract 
for C Programmers 

Design by contract is a programming technique that allows the semantics of a class's behavior to be specified. 
This technique helps you produce more reliable software at the cost of additional formalism. Here's how to apply 

this traditionally object-oriented technique to procedural languages such as C. 

enerally you think of 
design by contract 
(DBC) in relation to 
object-oriented lan­
guages such as Eiffel, 
C++, and Java. However, 

you can apply the same techniques to 

procedural languages such as C, or 
even to assembly. This article explores 
the application of DBC techniques to 
the C language, with special considera­
tion to the constraints under which 
embedded programmers often must 
work. We ' ll explore possible imple­
mentations of DBC and demonstrate 
how these techniques can be used to 
effectively increase software quality. 

Design by contract 
DBC was pioneered by Bertrand 
Meyer, the father of the Eiffel pro-

gramming language. I Eiffel is a "pure" 
obj ect-oriented language that directly 
supports DBC. The crux of the tech­
nique demands that each method of a 
class specify the preconditions that 
must be met before a particular 
method is executed, as well as the post­
conditions that must be met afterward. 
In addition, class invariants may be 
specified. Invariants are conditions 
that must be met before and after any 
method is executed for that class. 

By specifying these three sets of 
behavior, a contract is established 
between the supplier object (the object 
whose methods are being invoked) and 
the client object (the object invoking 
tl1ose methods). In a nutshell, if the 
client object will ensure that the pre­
conditions are met, the supplier object 
ensures that the postconditions and 

100 JULY 2000 Embedded Systems Programming 

invariants are met. Let's examine these 
three types of constraints in detail. 

Preconditions. Each method must speci­
fy the preconditions that must be true 
before the method is executed. It is 
the responsibility of the client object to 
ensure that the preconditions are met 
before invoking the relevant method 
of the supplier object. A common 
example from the C/ C++ world is to 
check method parameters for NULL 

pointers. 

Postconditions. Each method must spec­
ify the postconditions that must be 
true after the method is executed. It is 
the responsibi li ty of the supplier 
object to ensure that the postcondi­
tions are met when the relevant 
method is completed. The postcondi-



tions are a guarantee to the client 
object that the supplier obj ect is living 
up to its end of the bargain. Again tak­
ing an example from the embedded 
world, a valid postcondition for push­
ing a message into a message queue is 
that any task waiting on that queue 
become ready to run. 

Invariants. Invariant conditions are 
tho e conditions that must exist for all 
methods of a class. Adding an invari­
ant for a class is equivalent to adding 
the same condition as a precondition 
and a postcondition for all external ly 
visible methods of that class. The sup­
plier methods must ensure that all 
class invariants are met before return­
ing control to the client object. For 
in tance, an invariant condition for a 
set of routines that manipulate a dou­
bly linked list would be that the for­
ward and backward links for each 
entry in the list must point to another 
valid list en try or be a NULL pointer. 

The benefits of DBC are straight­
forward and quite powerful. Because 
an object's behavior may be explicitly 
specified, a client object need never 
guess what a supplier object is doing. 
Since the supplier objects' precondi­
tions, postconditions, and invariants 
are explicitly defined, the process of 
writing test drivers for suppli er objects 
tends to be much easier. As a result, 
DBC techniques generally lead to well­
behaved and well-tested objects. In 
addition, since the supplier object's 
behavior is explicit, the interactions 
between objects are also generally 
more stable and reliable. 

As witl1 many design principles, 
much of this may seem like common 
sense. In fact, many of you may already 
be employing techniques like DBC in 
your embedded software. If you are 
already working with C++, these tech-

DBC techniques generally lead to well-behaved and 
well-tested objects. 

niques may be applied to the methods 
of a class that you are developing. If C 
is your language of choice, these tech­
niques may be applied to a set of relat­
ed functions. For example, a set of 
functions with high cohesion, such as 
a device driver, generally operates on 
the same of set of data. As such, you 
can think of a device driver as a simple 
"object" and apply the DBC tech­
niques to that obj ect. 

For embedded programmers, the 
amount of extra processing power 
required to test for preconditions and 
their ilk may be too expensive as part 
of normal operating procedure. This 
implies that the DBC code should be 
able to be turned on and off. In a like 
manner, the amount of code space 
required for DBC tests may also be too 
costly for memory-strapped systems. In 
principle, not including the assertions 
into production code is acceptable 
because of all the test cycles that you've 
already run on your system. However, 
your project management team may 
have other ideas, u ually based on how 
badly they have been burned in the 
past. In any case, DBC assertions must 
be able to be compiled out. 

For maximum portability, the code 
that is executed when a condition is 
not met must be easily changed. 
Indeed, this code is normally system­
specific. For application layer code, a 
print statement to the standard error 
file and a quick exit 0 may be all that 
is needed. For driver layer code, per­
haps a call to the kernel's pani cO 

function is required. Otl1er possibili­
ties include logging to an error file, 
popping up a dialog window, forcing a 
core dump, or jumping into the 
debugger. 

DBC and C 
The standard C library provides the 
assert<> macro that may be employed 

to gain some of the benefits of DBC. 
However, the assert() macro has lim­
its to its usefulness. Accord ing to the 
standard, assert() must be imple­
mented as a macro, and if tl1e test con­
dition is true, a message will be print­
ed to the standard error file and the 
abort() function will be called. 
Unfortunately, because assert<> is 
part of the standard C library, it can­
not be tailored for individual use. Our 
solution wi ll bypass the assert() 

macro and develop our own more 
powerful framework. 

First we'll need some compile-time 
switches to allow the DBC code to be 
compiled in or out. For simplicity, let's 
use DBC_PRE, DBC_POST, and DBC_INV. 

Each of these compilation switches 
wi ll turn on or off a specific type of test 
in the source module that is under 
compilation. 

You may be wondering why we 
have three separate types of compila­
tion switches. Three separate switches 
provide the flexibility to check one 
type of assertion, such as precondi­
tions, without checking the others. 
We'll also define a DBC compilation 
switch as a convenience macro that 
can easily turn on or off the other 
three switches. 

Next we' ll need tl1e macros for test­
ing the preconditions, postconditions, 
and invariants. Predictably, these are 
named PREO, POSTO, and INVO. The 
definition for the PRE() macro is 
shown below, and the other two 
macros fo llow in a similar vein. 

#define VALUE(x) x 

#if defined(DBC) && defined(DBC_PRE) 

#define PRE(x) { if (testPre) \ 

PreFailed(VALUE( __ LINE __ ), \ 

__ FILE__, #x); } 

#else 

#define PRE(x) {} 

#endif 
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This bit of preprocessor chicanery can 
be easily summed up: if either DBC or 
DBC_PRE is not defi ned, the PREO 
macro wi ll be expanded ou t to noth­
ing. If both DBC and DBC_PRE are 
defined, then PRE(x) wi ll be replaced 

by the fo llowing line: 

if CtestPre) PreFai Led( " the 
line no.", "the file name", "x"); 

The strings "the line no." and "the file 
name' will be expanded by the pre­

processor to strings that contain the 
appropriate values. For example, if the 
fi le foo.c contai ned the fo llowing 

macro on li ne 13: 

PRECptr != NULL); 

then this line would be expanded out 

to the fo llowing construct: 

if (testPre) PreFai Led("13", \ 
"foo.c", "ptr != NULL"); 

O ne of the requirements stated 
earlier was that DBC should be able to 
be turned on and off. However, per­

form ing th is at compil e-time is a 
rather coarse method of achi eving our 
aims. Control variables, such as 
testPre, provide flexibili ty at ru n-time 
to allow the testing cod e to be d is­
abled. This approach al lows a ll of the 
test code to be compiled into the soft­
ware. However, if testPre is zero, the 
PreFai Led() fu nction will not be 

called. 
The system specific code for han­

dling test assertion fai lures resides in 
PreFa i Led() (and its brethren 

PostFailedO and InvFailedO). The 
con tents of this function depend 
entirely upon what the embedded pro­
grammer wants to do when an error is 
detected. All th ree functio ns may call 
the same code or each may have sepa­
rate functional ity, such as logging to a 

separate error log. For example, on a 
UNIX system, the fo llowing piece of 
code may be sufficient for 

PreFai LedO: 

void PreFailed(int Line, char 

*file, char *Condi t i on) 
{ 

} 

f* Basically does what the 
* assert() macro does. 

*' fprintfCstderr, "%s : FaiLure 
at Li ne %din file %s\n", 
condition, Line, file); 

abort(); 

The particular implementation 
choices are left up to the embedded pro­
grammer. A standard implementation is 
to have the macros defined in a header 
file, such as dbc.h, and PreFai Led() and 

its brethren defined in a separate C 
module (dbc.c). This module would be 
compiled separately and li nked to the 
set of software that is to be tested. 

Using DBC 
Now that we've examined the frame­

work, let's examine some of the ways 
that DBC techniques might be used. 
The easiest and most understandable 

u e is to test preconditions for func­
tions. A simple example would be a 
routine that generates a new string by 
concatenating another string a variable 

number of times. The prototype for 
such a function would look as fo llows: 

char *dupstrCchar *Str i ng, int 
numberOfDups); 

To bulletproof this code, two rea­
sonable preconditions are that the 
input string is not NULL and that the 
number of duplications is greater than 
or equal to one. These preconditions 

may be easi ly added by use of the 
PRE() macro: 

char *dupstr(char *st ring, i nt 
numberOfDups) 

{ 

} 

PRE(string != NULL); 
PRECnumberOfDups >= 1); 

f* body of funct i on *' 



Notice that the supplier code is 
checking the val idity of the precondi­
tions even though the client code is 
responsible for guaranteeing that 
these preconditions are met. This is an 
artifact of this particular implementa­
tion of DBC in the C language. 
However, even in languages with 
explicit support for DBC techniques, 
such as Eiffel, the supplier obj ect still 
controls what preconditions must be 
met, and the preconditions are stored 
in the supplier source code. By having 
the supplier object control its precon­
ditions, the overall cohesiveness of the 
supplier code is enhanced (a good 
thing) . 

A good many of you probably use 
the assert() macro to test precondi­
tions. Testing for postconditions is less 
common, but equally as importan t in 
some circumstances. As an example, 
consider a set of functio ns that man ip­
ulate a stack of strings. T his set must 
minimal ly incl ude pushO and popO 
functions, as well as a counter that 
keep track of the number of strings 
currently on the stack. As shown 
below, a valid postcondition for the 
popO function is that the number of 
strings on the stack is always greater 
than or equal to zero: 

char *pop(stack_t *Stack) 
{ 

} 

I* body of function *I 
POST(stack->stackSize >= 0); 
ret urn (st ring); 

In C, preconditions and postcondi­
tions apply to individual functions. 
Invariants characterize a class, or set of 
cohesive functions, as a whole. In the 
previous example, the postcondition is 
better characterized as an invariant for 
the set of functions that manipulate 
the stack. Let's rework the pop() func­
tion to use invariants via the INV() 

macro: 

char *pop(stack_t *stack) 
{ 

INV(stack- >stackSize >= 0); 

} 

I* body of function *I 
INV(stack->stackSize >= 0); 
return (string); 

Because invariant conditions imply 
that testing must be performed at 
function entry and functio n exit, they 

are a bit messier than preconditions 
and postconditions. Maintain ing 
invariants can also be a maintenance 
problem. Consider a set of 10 func­
tions that must satisfy four invatiants. 
The code would include a minimum 
of 80 INVO macros. Each invariant 
adds at least 20 INV<) macros, at the 
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entry and exit points for all 10 func­
tions. This is fairly cumbersome and 
certainly introduces the potential for 

coding errors. 
A reasonable alternative is to 

define one macro that contains all 
invariants and use that new macro at 
all function entry and exit points. This 
greatly lessens the maintenance issues 
with the code. If an invariant is added 
or removed from a set of functions, or 
if an invariant condition changes, such 

as a comparison against one instead of 
against zero, only one macro needs to 
be modified. In our stack example, the 
class invariant macro may be as simple 
as tl1e following: 

#define STACK_INV() { \ 

INV<stack->stackSize >= Q); } 

Let's rework the pop() function once 

again to use the STACK_INVO macro: 

char *pop(stack_t *Stack) 
{ 

} 

STACK_INV<>; 
f* body of function *f 
STACK_INV(); 
return (string); 

Note that the programmer must 
sti ll have the discipline to insert the 
class invariant macro at all function 

entry and exit points. If tl1e tenets of 
structured programming are followed, 
namely that functions should have 
only one exit point, this task is trivial. 
If a function is designed to have multi­
ple exit points, this task is more labo­
rious and prone to error. 

All of this talk about the C pro­

gramming language may be out of 
fashion today now that an increasing 

number of developers are turning to 
C++. And you are probably wondering 
if these techniques can be extended 
to C++ objects. In short, they can be 
appli ed to C++ objects up to a point. 
That point is reached when inheri­
tance comes into play. Design by con­
tract ha specific requirements about 
preconditions and postconditions in a 
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class inheritance hierarchy. A subclass 
may keep or weaken the precondi­
tions of an overridden method and it 

may keep or strengthen the postcon­
ditions of an overridden method. 
Look at the Eiffel Web site for more 

information (http:/ /www.eiffel.corn). 

This type of assertion checking is dif­
ficult to perform without ass istance 
from the compiler. 

Witl1 this in mind, you may want to 
limit the implementation of the DBC 

techniq ues to C++ classes that are 
e ither: 

• Not derived from any otl1er clas es 
• Are derived from classes that do 

not implement DBC semantics 

(For those of you tl1at are wonder­

ing, J ava does not support design by 
contract, although a number of tool 
vendors- some freeware-offer prod­
ucts with some leve l of support.) 

Put it in writing 

However, the developers may not 
always have direct access to the source 
code, but generally do have access to 
the header files. Therefore, the devel­
opers may not be able to view the pre­
conditions and tl1eir cousins. 

Design by contract is a contract 
between a piece of client software (a 

client object) and a piece of supplier 
software (a supplier object). This 
implies that both the client and the 
supplier know what the contract i f* 

A generally effective approach to 
this problem is to include these 
function descriptions in the header 
file that contains the function's pro­
totype . T hi s practice ensures that the 
maintainer of the code has at least 
some regard for the clients of the 
code. For those of you with extra 

time on your hands, a script file can 
be used to "pull" the function head­
er comment a nd the functio n proto­

type out of the source code file and 
populate the h eader file. Scripts 
facilitate keeping the header file cur­
rent with the changes to the source 

code. If a he lp file or man page 
exists for the supplier software, or 
even formal documentation, the pre­

conditions and uch should be 
included right beside the descrip­
tion of the functions' parameters 
and return value. 

Here is a sample function header 
for the dupstr() routine. 

and agree to it. Some preconditions 
and postconditions the client need 
never know abo ut and probably does 
not care about. On the other hand , 
it is absolutely essential that the 
client know about other types of pre­
conditions and postconditions. For 

example, the client software does 
not want to pass a NULL pointer to a 
piece of supp lier software that for­
bids it. 

How is this contract commun icat­
ed? As with all great contracts, it has to 
be in writing. The first step is to 
include the preconditions, postcondi­
tions, and invariants in a standard 
function header that precedes the 
function. This allows the documenta­
tion of the function to have a decent 

shot of being updated after someone 
changes the source code (and some­
one will change the source code). 

* Name: dupstr() 

* Description: This function 
* pushes a string onto the 
* stack. 
* Parameters: string - the 
* string to duplicate 
* numberOfDups - number of 
* times to duplicate 
* Return Value: a new string; 
* the user must free it when 

* done 
* Preconditions: string != NULL 
* numberOfDups >= 1 

* Postconditions: none 
* Invariants: none 

*I 

Conclusion 
As witl1 so many of the powerful ideas 
in the computet· science field, design 

by contract is nothing more than star­
tling common sense. Client software 
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should understand what service the 
supplier software is obligated to ful­
fill , as well as the constraints under 
which the client software must oper­
ate. Conversely, supplier software 
should understand what services it 
must provide. Often, just the act of 
documenting the preconditions, 
postconditions, and invariants is 
enough to raise the overall under­
standing of the roles of supplier and 
client objects. 

The framework presented here is a 
f:l exible and powerful implementation 
of the design by contract techniques 
for the C language. The assertion 
mechanism may be independently 
turned on or off at run-time. 
Alternately, the assertion mechanisms 
may be independently included in the 
source code or excluded from the 
source code through conditional 
compilation . Finally, the framework is 
easily customizable to handle asser-

tion failures in a system-dependent 
manner. 

If you decide to use DBC tech­
niques on a current or future project, 
you'll be walking down the yellow 
brick road towards the Emerald City of 
improved software productivity. Your 
supplier code will be better tested and 
more reliable, and the clients of your 
code will have an improved under­
standing of tl1eir responsibi lities (as 
well as the responsibilities of the sup­
plier code). And for the coup de grace. 

you won't be search ing through end­
less modules of code looking for 
where the bug occurred. You'll know 
the file and line number where the 
error occurred. If that isn 't an increase 
in productivity, then what is? esp 
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STEVE TOEPPE AND SCOTT RANVILLE 

Commercial RTOSes 
for Automotive 

Ap-plications 
Automotive powertrain applications have tough real-time scheduling requirements. 

Here's an approach for evaluating commercial RTOSes for such applications. 

utomotive powertrain 
applications require 
stringent real-time 
scheduling services 
that present signifi­
cant challenges for 

mainstream real-time operating sys­
tems (RTOSes). The greatest chal­
lenge to the RTOS is providing the 
required services within a reasonable 
resource budget (CPU, RAM, and 
ROM) that is affordable in the 
resource-constrained automotive 
applications domain. In order to eval­
uate the RTOS, determining the real­
time processing requirements of the 
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application and how the RTOS will sat­
isfy the requirements i necessary. A 
resource-modeling approach permits 
scaleable evaluations. Fundamental 
RTOS measurements taken from the 
application perspective can be com­
bined in a model to provide total 
RTOS overhead, which can be used for 
evaluation purposes. Ford Research 
Laboratories has conducted an RTOS 
evaluation including 10 RTOSes for 
the Motorola 683xx and seven RTOSes 
for the Motorola MPC5xx. Resource 
models have been developed. This arti­
cle describes the evaluation approach 
and the results. 

Here we present a general descrip­
tion of automotive powertrain real­
time requirements and the corre­
sponding RTOS requirements. Some 
of the current microprocessors in use 
are described, with emphasis on the 
resource constraints. The primary eval­
uation issues of CPU processing over­
head and RAM are described along 
with the testing methodologies 
employed. We also define CPU 
resource overhead models and present 
the evaluation results. We focus on 
standard commercial RTOSes that sup­
port preemptive multitasking and 
blocking. 



Automotive powertrain 
application 
An automotive powertrain applica­
tion has a combination of real-time 

operations that have hard, moderate­
ly critical, and soft deadlines. Many of 
the hard deadlines are handled with 
"smart" on- and off-chip peripherals. 
The TPU on the M68332 is an exam­
ple of a smart peripheral that can 
handle the hard deadlines. Some 
hard deadlines and remaining real­
time processing are handled by "C" 

functions whose execution is coordi­
nated within tasks scheduled by the 
RTOS. 

Automotive application real-time 
requirements are sensitive to resource 

constraints and proper scheduling. 
Minor variations in latency can be tol­
erated since most of the highly time­

critical input and output operations 
are independently handled by the on­
chip peripherals, thus being immune 
to minor latency delays. Of course, sig­
nificant latency due to scheduling 
issues is unacceptable. 

The RTOS services required for 
automotive powertrain applications 
are rather limited compared to other 
more complex embedded systems. 
Automotive powertrain applications 

do not usually require file I/0, dis­
tributed processing, dynamic memory 
allocation, time slicing, network man­

agement or user interfaces. The need 
for event flags, semaphores, mailbox­
es, and queues is limited. 

An automotive powertrain applica­
tion has real-time processing require­
ments that will stress the resources 
available on the microprocessor I 
microcontroller. The requirements 
are due to the large number of exter­
nal interrupts that cause tasks to run. 

Most of the interrupts are proportion­
al to the engine crankshaft revolution 
rate or revolutions per minute (RPM). 

Automotive application real-time requirements are sensitive to 

resource constraints and proper scheduling. 

The task processing associated with 
the interrupt is significant and can 't 
be handled within an ISR. A second 

source of real-time stressing is period­
ic tasks. Many of the core algorithms 
are scheduled to run periodically at 
rates varying from every four millisec­
onds to every one second. About 95% 
of all RTOS CPU overhead is due to 
periodic and asynchronous task han­
dling. Additional overhead can be 

attributed to semaphores, the tick 
timer, and miscellaneous RTOS ser­

vices. A typical application has about 
10 tasks. 

The external interrupts that are 
proportional to the RPM are the pri­

mary application events. The events 
are associated with specific crankshaft 
angular positions, which are critical to 
the algorithms in tl1e associated task. 
In order to meet the deadlines, a ker­
nel must be very efficient at triggering 
a task from the ISR. These events are 
proportional to the RPM and become 
the predominant source of CPU pro­
cessing time at high RPMs. Depending 
on the type of engine, a powertrain 
controller may have an operating 
region around zero to 1,000 interrupts 
per second with a worst case sustained 
operation at up to 2,000 interrupts per 
second on larger applications. 

The number of interrupts can be 
approximated with the following 

equation: 

(1) 

where: 

• Nisr is the total number of external 
interrupts resulting in task process­

ing per second 
• N rpm is the crank shaft revolution 

rate 

• N,.,,. is the miscellaneous, or special, 
interrupts that have rates propor­
tional to the crank shaft rotation 

• Ncy1 is the numbet· of cylinders in 
engine 

• N cumm is tl1e number of communica­
tion-oriented interrupts per second 

• N,. is the number of miscellaneous 
interrupts (per second) not pro­
portional to crank shaft rotation, 
but possibly dependent upon otl1er 
rate-oriented mechanical devices 

or asynchronous events 

Current automotive powertrain 
applications are single microprocessor 
applications (possibly with a second 
1/ 0 peripheral to handle some of the 
sensor and actuator interfaces) requir­

ing a multitasking, preemptive kernel 
which supports asynchronous ta ks 
and periodic tasks. It is envisioned tl1at 

as the control algorithms become 
more complex, intertask communica­
tion (mailbox/ queue) will become 
more useful. Currently, an occasional 
need for resource locking arises. 

Example architecture. 
Figure 1 illustrates a typical automo­
tive powertrain tasking architecture . 
This particular example shows three 
interrupt sources, each of which trig­

gers a separate task to run. These tasks 
are usually high priority but moderate 
duration tasks. This architecture also 
has six periodic tasks. Most kernels 
have many different mechanisms for 
causing a periodic task. This example 
shows two of these methods. The first 
method involves a "delay" command 
which is typically the fastest mecha­
nism to accomplish a periodic task. 
Also, this does not require any extra 
RAM. A second method, illustrated 
here, is a timeout on a kernel object 

such as a mailbox, event flag, or sema­

phore. 
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Example OS architecture for' an automotive powertrain 
application . 

OS "delay" 
command 
(no extra 

RAM) 

Timeout on 
OS object 

(extra 
RAM) 

/,r· ----... 

lnterru~\ 
Sourc:./ 

lntertask Communication (queue/mailbox) 

Typical au tomotive p owertrain micro­

processors and microcontrollers 

A typical powertrain control applica­
tion can be supported with any of sev­
eral different microprocessors. The two 
microprocessors considered for this 
investigation are the Motorola 683xx 
microcontroller and the Motorola 
PowerPC 5xx microprocessor. 

The 683xx is a non-floating-point 
microcontroller. It has 2K to 7K of on­
chip RAM and 256K of on-chip ROM. 
The microprocessor runs at 16MHz. 
The PowerPC 5xx is a floating-point 
microprocessor with 24K to 32K of on­
chip RAM and 256K to 512K of on­
chip ROM. The microprocessor can 
run up to 28MHz. 

Because of the cost constraints 
associated with the automotive indus­
try, adding more resources is not 
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practical unless absolutely necessary. 
Based on this, a budget of approxi­
mately lK of RAM is given to the ker­
nel for the 683xx. With the extra float­
ing-point registers and the extra on­
chip memory, the RAM allocation for 
the PowerPC is approximately 5K to 
6K 

Evaluation criteria 
As we've briefly addressed already, the 
two major items of this evaluation are 
RAM and CPU timing overhead. The 
RAM is a very limited and expensive 
resource. The CPU timing overhead 
can significantly impact the overall 
performance if the kernel uses too 
much. 

Some other evaluation criteria 
include ROM, kernel features (mail­
boxes, queues, semaphore, resources, 

and so on), ease of use, documenta­
tion, support tools, track record of 
kernel and company and cost. Our pri­
mary focus here is resource usage. 

Evaluation methodology 

RAM measurement methodology. Several 
possible methods are avai lable to mea­
sure the RAM that an operating sys­
tem uses . These methods include 
both static and dynamic approaches. 
For the static approaches, assembly 
listings or the memory map can be 
reviewed. Dynamic approaches 
include tracing the address lines and 
filling the memory with a special char­
acter before running the OS. This 
evaluation uses a combination of the 
static and dynamic methods. RAM 
overhead equations that are a func­
tion of the number of kernel objects 
(tasks, mailboxes, and so on) and ker­
nel configuration can be formulated 
using tl1e data collected. 

CPU processing overhead measurement 

methodology. Measurement methods 
are based on external observation 
from an independent viewpoint. This 
is accomplished with instrumentation 
of the software at critical points of 
interest to set/ clear discrete external 
outputs that can be observed with a 
logic analyzer. Critical points of inter­
est can be externally observed as sig­
nal transitions . Rising and falling 
edges are used to indicate specific 
points in the application execution. 
Continuous toggling of a discrete 
external output is used to indicate 
whether or not a task is running. The 
logic analyzer is programmed to 
detect edge transitions and calculate 
time differences. This reduces the 
level of operator interaction and 
error. As with instrumentation or 
measurement of any system, the set­
ting/ clearing of discrete external 
outputs does result in increased over­
head in the test. The instrumentation 
has been introduced as uniformly as 
possible to each RTOS test suite to 
minimize variations in the overall 
analysis. 
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, ,'--- -·J:~:~Tick timer RTOS CPU overhead test 

a. Time from preemption of current task 
to start of Tick Timer I SR. 

b. Duration of Tick Timer ISR without 
task switch. 

c. Duration of Tick Timer ISR with 
task switch. 

a .,. 

b --~ ..... ~ 

-Ti-lc_k_Ti_lm_e_r_I_SR-----------+--~Il~--~·---------------------------------
' ' ' 

Task A c -+--~:.,.~: ;.---

Other approaches are avai lable 
for time measurement of operating 
systems. It's possible to simply set 
break points at the same critical 
points of interest and observe time 
from an on-board timer chip or 
clock. However, this approach is 
manually time consum ing and does 
not easily permit a total overview of 
a ll of the interactions in a time 
sequence representation. The logic 
analyzer permits several events to be 
simultaneously tracked to observe 
relative sequencing of events as well 
as individual time measurements. 
An alternative approach to time 
measurements of operating systems 
is to estab lish RTOS interaction 
loops that execute numerous times 
and calculate an average time from 
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Ttick = a + b + c 

the on-board timer at the end. This 
approach is good for averaging, but 
does not h elp to investigate relative 
sequencing of events or abnormal 
operations. The logic analyzer can 
be programmed to support averag­
ing and statistical distributions. 
Abnormal conditions can be trig­
gered as needed. 

RTOS RAM sources 

On an operating system, several enti­
ties need to use , RAM, including the 
kernel obj ects like the task control 
blocks (TCB), semaphores, event 
flags, queues, mailboxes, memory par­
titions, timers, and other miscella­
neous entities that are vendor specific. 
Another important source of RAM 
draw depends on the stack structure 

that the kernel uses. A final source 
that requires RAM are the registers 
that need to be saved during a context 
switch. 

The RAM for the kernel objects is 
usually su·aightforward. Each entity is 
usually a fixed size (except for vari­
able-length messages) , and contains 
only information that the kernel uses. 
Except for the contents of messages, 
this RAM usage is abstracted away 
from the application programmer. 

The RAM for stacks is a much more 
complex source of RAM than the ker­
nel objects. The stacks contain appli­
cation information, along with kernel 
information , and in many cases saved 
registers which contain appli cation 
information. 

Generally, three types of stacks 
are used by kernels. These stacks 
include the task stack, the kernel (or 
system) stack, and the ISR stack. 
Most kernels use some or all of these 
stacks, and some kernels have slight 
variations on these that lead to addi­
tional stacks. For example, one ker­
nel has a stack for each ISR instead 
of one common tack for a ll the ISRs 
to share. This makes it easier to tune 
each stack, but it does not change 
the overall ISR stack usage. 
Conversely, a kernel that only has 
task stacks will requi~e considerably 
more RAM for the stacks than a ker­
nel which has both task stacks and an 
ISR stack. The reason is that when 
no ISR stack is present, the task stack 
of every task has to be increased to 
handle the worst case nesting of 
interrupts that can occur. Whereas, 
for the kernels with an ISR stack, 
allocating enough RAM for this 
worst case nesting occurs only once 
instead of for each individual task 
stack. 

The registers saved on a context 
switch also require some RAM. These 
registers are usually saved on the task 
stack, but for some kernels they are 
saved in the TCB. It should be noted 
that when calculating the RAM for the 
worst case nesting, these registers also 
need to be saved for each nesting. 
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CPU processing overhead tests 
With a kernel , many actions can be 
timed, such as individual function 
calls, task switch times between various 
combinations of tasks and from vari­
ous kernel actions, interrupt latency 
times, and so on. These tests were 
developed and implemented. 
However, this report will concentrate 
on three core tests which include mea­
suring the overhead for a tick, for a 
periodic task, and to u·igger a task 
from an ISR. 

Tick timing overhead test. T he Tick 
Timer CPU Overhead Test (see Figure 
2) determines the amount of CPU 
overhead incurred each time the Tick 
Timer ISR runs without any blocked 
tasks with timeouts. This measurement 
is important because it represents a 
fundamental reoccurring overhead 
that will always be present in an appli­
cation that uses an RTOS with time-
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Overhead analysis. The CPU overhead 
incurred each time the Tick ISR exe­
cutes is as follows: 

T,.ck = l, _a + l ,_b +I, c (2) 

The equation terms (subscript names 
t_a, t_b, and t_c) correspond to the a, 
b, and c terms, respectively, in Figure 
2. The equation holds regardless of 
what happens within the ISR. Some 
RTOSes will invoke the scheduler 
within the ISR and others will invoke 
the scheduler upon exit of the ISR. 
The key point is that the resource 
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equation is based upon the net impact 
to the application. If one RTOS 
increases ISR overhead, a correspond­
ing reduction in other overhead equa­
tions (pet·iodics) will occur. However, 
the magnitudes may not be the same. 
The resource models will permit the 
total net effect per a given tasking 
architecture and stressing model to be 
evaluated. This approach permits dif­
ferent RTOS implementations and 
features to be evaluated in a uniform 
manner. 

Periodic timing overhead test. The 
Periodic Task OS Overhead Test (see 
Figure 3) determines the amount of 
CPU overhead that is incurred due to 
a periodic task and determines the 
overhead that is in addition to the 
normal tick timer overhead. When 
analyzing the data, using the proper 
weights for each overhead parameter 
is necessary. The tick timer weight is 
fixed. The periodic task weight can 
vary based on the application usage. 
The two sources of CPU overhead are 
separated to permit comparative 
evaluation for multiple application 
configu rations. In other words, it's 
possible to use the same evaluation 
data for different Tick Timer rates 
and different periodic task rates. The 
combined analysis is described in sec­
tion "Total RTOS CPU Overhead 
Analysis." 

The periodic task OS overhead test 
has two major components. The first is 
due to overhead incurred by the ker­
nel when processing each tick timer 
service update and a timeout has not 
occurred. The overhead is the delta 
increase in the tick timer processing as 
observed by the current preempted 
task. The actual delta overhead may 
occur during the tick timer service 
update or during the kernel scheduler 
update. However, it doesn 't matter 
which is the source because the delay 
and overhead appear the same to the 
application. The kernel does not 
reschedule any tasks. The ready list is 
not altered. The on ly thing that has 
actually occurred is that the task that is 
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blocking on the timeout has had its 
timeout count decremented. The sec­
ond component is due to overhead 
incurred by the kernel when process­
ing the tick timer service update when 
a timeout does occur. The overhead 
occurs due to moving the blocked 
tasks that has just timed out to the 
ready list. Instead of resuming the pre­
vious running tasks, the newly timed­
out highest priority task is started. 

Overhead analysis. The delta increase in 
CPU overhead incurred by a single 
periodic task using a service call with 
timeout is as follows: 

J;xl = f pd _f + tpd _a + t pd _, + fpd _d - T,kk 

+(tpd _a + t pd _b + tpd _g - T,,,k ) * ( nd,/ay -1) (3) 

The equation has been prepared 
for the delay kernel call. The form of 
the equation is the same if a mailbox, 
event flag, semaphore, or queue was 

used, provided each supports time­
outs. 

The equation has two major com­
ponents. The first component is the 
overhead associated with the actual 
starting of the periodic task. It only 
occurs when the timeout has expired 
and the task has been started. The sec­
ond component is the delta overhead 
associated with updating the timeout 
counters each time the tick timer exe­
cutes, but does not result in a timeout. 

The first component is made up of 
the fo llowing: 

The periodic task starting overhead is 
composed of the following: 

• tpa_a is the time to leave the cur­
rently running task in response to 
the Tick Timer interrupt 
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• tpa_c is the time inside of the T ick 
Timer ISR 

• tpa_d is the time to move the period­
ic task from the blocking state to 
the ready list and to then start the 
scheduler to actually start the task 

• tpa_-fis the time to return to the pre­
empted task upon completion of 
the periodic task 

However, since the normally occur­
ring Tick Timer overhead is already 
accounted for in the "Tick ISR" equa­
tion, it is necessary to subtract off the 
normally occurring tick timer over­
head ( T,;,k). This permits the results 
to reflect the delta increase in over­
head due to the periodic task starting. 
It is important to properly account for 
the overhead since the periodic task 
only occurs at specific times and the 
tick timer occurs on a more frequent, 
regular basis. 

The second reoccurring compo­
nent is made up of the following: 

The reoccurring periodic timeout 
counter update overhead is composed 
of the following: 

• tpa_a is the time to leave the cur­
rently running task in response to 
the Tick Timer interrupt 

• tpd_b is the time inside of the Tick 
Timer ISR 

• tpd__g is the time to return to the pre­
empted task upon completion of 
the Tick Timer ISR 

The same "Tick Timer" overhead situ­
ation arises and requires the normally 
occurring tick timer overhead ( T,ick) to 
be subtracted. 

The second component can occur 
multiple times if the timeout does not 
expire. It is therefore necessary to fac­
tor in the total number of ticks that 
will occur that do not result in a time­

out ( nc~e~ay-1 ) . 

Asynchronous task tzmzng overhead test. 

The asynchronous task is fundamental 



to most control systems. It permits 
external events to be de tected via 
interrupts and -processed via tasks. It 
provides the reactive real-time behav­
ior necessary for a control system. 

The asynchronous task OS over­
head is easily calculated by making 
four fundame ntal measurements. The 
overhead model is simpler than the 
periodic task overhead model, and is 
based on the time it takes to preempt 
an existing task to service the ISR, 
invoke the asynchronous task, save the 
context of the original task, and then 
restore the context of the original task 
after the asynchronous task is com­
pleted. The time inside of the asyn­
chronous task is not included. 

Overhead analysis. The delta increase in 
CPU overhead incurred by a single 
asynchronous task processing due to 
an external trigger is as follows: 

The equation has been prepared for a 
semaphore. The form of the equation 
is the same if a mailbox, event flag, or 
queue is used, provided each supports 
blocking. 

Total RTOS CPU overhead analysis. For a 
given tasking architecture it is possible 
to formulate a set of first order equa­
tions that provide an accurate model 
of the CPU overhead required. The 
overhead is evaluated by combining 
the tick timer, periodic, and asynchro­
nous event RTOS overhead compo­
nents. Each resource usage compo­
nent is weighted by the rate of occur­
rence. The tick timer occurs at a fixed 
rate (Ntick) . The periodic tasks will 
occur a specific number of times per 
second (Npts) for any particular tasking 
architecture. The asynchronous events 
will usually occur at varying rates. 
However, for any particular situation it 
is possible to establish the number of 
events per second (Nm-). 

It should be noted that the Tick 
overhead appears in the periodic and 
tick ISR equations. It should also be 

Periodic task RTOS overhead using t1meout test 

a. nme from preemption of 
current task to start of nck 
nmer I SR. 

b. Duration of nck nmer ISR 
without task switch. 

c. Duration of Tick Timer ISR with 
task switch. 

d. nme from nck nmer to periodic 
task via the scheduler. 

e. nme of periodic task. Application specific. 

Periodic Task is accomplished by 
using a n loop with a timeout 
supported function statement 
including: delay 

mailbox 
event flag 

f . nme from just beforeperiodic task delay to resumption of 
preempted task A. 

g. nme from end of Tick Timer ISR to resumption of preempted taskA. 

Task B Priority > Task A Priority 

b~~ ~ :+-:: 
nck nmer 
ISR ·~ nL• -~:-----C-~:_ .. ~n ~ : 

I I I I I 

TaskA g~ ;....-- d~i ~ 

J.----0~1 ~-8~..----· ~0----,L 
' ' I I I I 

: f -----+---: :~ 

Periodic Task B 
e 

OTperiodic-delay = f +a+ c + d- Tick+ (a+ b + g- Tick)* (Delay- 1) 

noted that it is subtracted from the 
periodic case to avoid double count­
ing of its effects. The total RTOS CPU 
overhead is provided in Equation 7: 

(7) 

Kernels evaluated 
Table 1 shows an evalua tion of the ker­
nels from various companies. 

Test setup 
The test setup includes a PC running 
the SDS debugger with a BDM connec­
tor to the evaluation board. The 
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OS overhead due to asynchronous task 

a. Time from preemption of 
current task to start of 
External I SR. 

b. Duration of Internal I SR. 
c. Time from External ISR 

Semaphore Post to periodic 
task via the scheduler. 

d. Time of periodic task . 
Application specific. 

~ 

,' 2 )- -----­
"-._..,. 

. . 
. 

, .... , 

. . 

Tests using 
resume also 
conducted 

0 
Periodic Task is accomplished by 
using an loop with a delay 
statement. 

e. Time from just before periodic task pend on semaphore to 
resumption of preempted task A. 

Task B Priority > Task A Priority 

2 3 4 5 

a~ 
\ I \ I 
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b ' ' ' ' ' 

-
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M68332EVS Evaluation System with a 
68332 daughter card was used for the 
68332 part of the evaluation. For the 
PowerPC part of the evaluation, the 
MPC505EVB was used. A Tektronix 
3001 GPX logic analyzer with 5ns reso­
lution was used to measure the signal 
transition times. A Tektronix AWG2005 
Arbitrary Waveform Gen erator was 
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OT = a+ b + c + e 

used to provided an accurate source of 
intemtpts. For the applications, the 
same compiler and compiler options 
were used wherever possible. 

Hardware 
For each microprocessor, the hard­
ware configuration was kept identical 
for each kerne l. 

For the 68332, the clock was a t 
16MHz, and the memory was config­
ured as fast te rmination with zero wait 
sta tes. 

For the PowerPC 505, the clock was 
configured at 16MHz, the memory was 
set to zero wait states, and the "show 
cycles" were disabled (not document­
ed in the normal Motorola man uals) . 
The fo llowing cache configurations 
were used : 

• Cache turned on and allowed to 
run freely 

• Cache turned off 
• Cached turned on and locked with 

non-kernel and no n-test code 

T hi s las t cac h e configu ra ti o n is 
pro ba bly m os t re presen ta tive of 
what would h appen in a real appli­
cati o n , as th e ke rnel will most likely 
not be in th e cach e. The appl.i catio n 
cod e execu ted between ke rn el ac tiv­
ity wi ll usually be large enough to 
d isplace th e kernel cod e fro m the 
cach e . T he tes ts we re run with bo th 
the fl oatin g po in t en abled and dis­
abled . T he no n-floating-po in t con­
fi gura tio n was pe r formed to show 
the CPU timing and RAM savings 
that could be accomplished by no t 
using th e floating-po int registers in 
a give n task. 

Evaluation results 
T he fo llowing sections presen t a sum­
mary of the results fo r the evalua tion. 
For the 68332, each kernel will be 
referred to as OS#. For the PowerPC 
505, each kernel will be referred to as 
Yen#. T he companies listed in Table 1 
are not associated with these identi­
fiers as per our agreement with each 
company before the evaluation start­
ed. Also, only the data for the three 
core tests described above will be 
included. 

68332 CPU processing overhead results. 

For most of the kernels, the most effi­
cient mechanism to accomplish a 
periodic task was to use the "delay" 
command. When suppor ted , th e 



"resume" command was usually the 
most efficient way to trigger a task 
from an ISR. 

As a general rule, no single kernel 
is best in every test. Thus, to properly 
evaluate each, the intended architec­
ture (Figure 1) must be taken into 
account. The values in Figure 5 are 
based on Equation 7 with numerous 
validation points. 

The data graphed in Figure 5 
assumes that there are 250 periodic 
task switches per second with a 4ms 
tick. The 250 periodic tasks switches 
can be accomplished with many differ­
ent configurations, from one task every 
tick, to many tasks running once every 
few ticks. This "background" activity is 
responsible for the Y-intercept in the 
graph. The independent variable is the 
number of in terrupts per second. 

As Figure 5 shows, most of the ker­
nels have a similar CPU overhead, 
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except for two (OS7 and OS8), which 
have significantly more overhead. The 
best kernel, OS2, uses approximately 
15% of the CPU processing capability 
at an operating condition of 1,000 
interrupts per second (established by 
Equation 1). At a high RPM with 
numerous additional events resulting 

X 

X 

X 

X 

X 

X 

in 2,000 interrupts per second the ker­
nels use between 25% and 55% of the 
CPU processing capability. 

68332 RAM results. Figure 6 shows the 
kernel RAM when varying the number 
of periodic tasks. Six other tasks are 
assumed to be in the system. Three of 
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Number of ISRs signaling a unique task 

these tasks are signaled from an ISR. 
This data assumes zero task variables 
for the stack and zero ISR variables for 
the stack. This means that the applica­
tion RAM usage is zero and the data is 
only for the kernel's RAM. 

As Figure 6 indicates, there is a large 
spread on the RAM for each of the ker­
nels. A typical operating scenario with 
three interrupt sources requires a min­
imum of approximately l.5K of RAM 

just for the kernel. ince the 6833x has 
only 7K of RAM, some of the e kernels 
will use that up with a relatively small 
number of tasks. An interesting point 
shown here is that while OS2 was the 
be t kernel for CPU performance, it is 
one of the worst for RAM usage. 

Figure 6 has an interesting feature in 
that some of the curves are not linear. 
This occurs because the kernels do not 
have a separate stack for the ISRs. Thus, 
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each task stack mu t have room for the 
worst case nesting of the ISRs. From a 
RAM usage point of view, having a sepa­
rate stack for the ISRs is very beneficial. 

As shown in Table 2, the kernels 
require from 1.5K to 3.8K to imple­
ment the 10-task example architecn1re 
shown in Figure l. It can be concluded 
that none of the RTOSes for the 68332 
are adequate for the RAM resources 
available on the 683xx. Therefore, it is 
necessary to consider simpler RTOSes 
that use fewer resources at the expense 
of capability. A couple of RTOSes that 
do not support blocking appear as 
potential candidates. 

PowerPC 505 processing overhead results. 

The data in Table 3 present the mo t 
efficient cases for periodic and asyn­
ch ronous task overhead based upon 
the overhead analys is equations pro­
vided in Equations 3 and 6. 

As with the 68332, the PowerPC 
505 configuration has 250 periodic 
task switches per second and a 4ms 
tick interval. 

As shown in Figure 7, most of the 
kernels have very similar CPU perfor­
mance for this particular application. 
Ven. 2 has sign ificantly poorer perfor­
mance while Yen. 7 has slightly better 
performance. The reason for this 
closeness is that the PowerPC 505 has 
a large number of registers. Thus, 
most of the time is spent saving regis­
ters and not much room is left to dif­
ferentiate each kernel , assuming that 
each is somewhat efficiently written. 

Additional tests for the various 
cache configurations resulted primari­
ly in a magnitude change of the CPU 
overhead. As would be expected, the 
cache-off case uses the most CPU pro­
cessing, followed by cache-locked. The 
free-running cache used the least 
amount of tl1e CPU. 

PowerPC 505 RAM results. Figure 8 
shows the kernel RAM when varying 
tl1e number of floating-point periodic 
tasks. Six other tasks are assumed to be 
in the system . Three of these tasks are 
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activated from an ISR. This data 

assum es zero task variables for the 

stack and zero ISR variables for the 

stack. This means that the application 

RAM usage is zero and the data is then 

only for th e kernel's RAM. 

As Figure 8 indicates, there is a 

large spread on the RAM for each of 

the kernels. A typical operati ng sce­

nario with five periodic tasks requires 

from approximately 6K to 15K of RAM 

just for the kernel. 

Practical solutions 
Based on the data in this report, using 

a standard commercial operating sys­

tem for the 683xx may not be practical 

for an automotive powertrain applica­

tion because of the limited amount of 

on-chip RAM. However, because of the 

increased resources of the PowerPC 

505 processor, a commercial operating 

system is feasible. 
The method of evaluation used 

here allowed for some base measure-
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ments to be collected from which 

expected CPU and RAM performance 

can be predicted for a wide variety of 

kernel applications. 
While not covered extensively in 

this article, automotive powertrain 

applications use a very small fraction 

of the total kernel features. This indi­

cates that a more efficient kernel can 

be developed for automotive power­

train applications. Some of the kernels 

evaluated were developed by scaling 

back a Jarge1·, more fu ll-featured oper­

ating system and calling it a "m icro" 

kernel. While these kernels were defi­

nitely better than their larger prede­

cessors, they were generally not as effi­

cient as the kernels developed with an 

initial focus on resource constraints. 

For the more resource-constrained 

M6833x, the non-blocking kernel 

technology appears promising and will 
receive further scrutiny. 

The automotive RTOS standard 

OSEK does not provide any unique 

capability to solve the resource con­
straints issues. 1.2 However, some 

promising "low end" implementations 

of OSEK may address the resource 

constraint issue in the future. 3 Further 

investigation is underway at Ford 

Motor Company. esp 

Scott Ranville has a BSEE and an MS in 

control theory engineering from the 

University of Michigan. After college, Scott 

started work at Ford in the electrical fuel 

and handling division developing in-vehi­

cle battery charging algorithms. In 1995, 
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research topics include automatic code gen­
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real-time scheduling. He can be reach by e­

mail at sranvill@ford. com. 

Steven Toeppe is a product development 

manager at The Math Works. He is primar­

ily focused on developing simulation jJTVd­

ucts for automotive and production intent 

applications. Previously he conducted 

research at Ford Motor Company Research 

Laboratories, focusing on software, control 

system modeling, and simulation technolo-



gy. He has a MSEE and BSEE and 20 years 

of software engineering experience. H e has 

held a variety of positions managing the 

development of embedded systems software. 

E-mail him at stoeppe@mathworks.com. 
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Don Morgan 

The PID Filter 
Motion control has many 
applications and, as a result, many 
configurations. It can be something as 
simple as a switch for fan or pump 
motors, or highly complex, involving 
three-space mathematics, electronic 
gearing, and sophisticated jerk con­
trol for robotics and sensitive equip­
ment. In this column, we will address 
the proportional integral differential 
(PID) controller mechanism, which is 
ubiquitous in the motion control 
industry. Though terminology varies, 
as does implementation, we will 
attempt to remain as simple and as 
broadly applicable as possible. 

A simple control system might 
amount to little more than a motor 
and two end-of-travel limit switches. 
With a D.C. motor, one could control 
the direction of motion with the direc­
tion of current flow. The motor would 
turn in one direction until stopped, 
either by the user or the end-of-travel 
limit switches. This is pretty simple 
and might well be useful as long as 
performance or efficiency is not an 
issue. But there are times when one 
cannot simply switch the current on 
and off to control the motion. Either 
the mechanics of the system or some 
characteristic of the load may require 
a controlled start or a controlled stop. 
In this case, a trajectory generator is 
an appropriate alternative. 

A step beyond the simple on/ off 
switch approach is the incremental 
system. This kind of approach 
involves no feedback but depends 
upon proper equipment design to 
perform the necessary functions, 
while the control feeds commands to 
the equipment. 

You can use a stepper motor to 
devise a simple system employing 
some form of trajectory generation. A 
motion control system like this 
depends on the fact that the the step­
per motor has a multiplicity of poles 
or detents that map directly to the pat­
tern of current flow in its windings. 
There are four windings capable of 
either full- or half-stepping. For the 
shaft to turn, you must cause current 

application) by the states of the four 
metal oxide semiconductor field effect 
transistors (MOSFET), we can use that 
information to create predictable 
accelerations and decelerations. This 
way, we can control, for example, a 
table or lazy susan without spilling the 
contents or load onto the user with 
each move. 

With the introduction of a device 
for measuring position , such as an 

PID may seem straightforward, but it's not. You 

won't find code that's universal or standardized. 

The most you can hope for is some guidelines. 

to flow through the windings individu­
ally or in combination with one other 
winding in a certain sequence. This 
sequence is invariable. For the soft­
ware engineer, this sequence becomes 
a table. Traveling the table from top to 
bottom causes the shaft to turn in one 
direction; traveling the table from bot­
tom to top causes the shaft to turn in 
the other direction. 

A typical stepper motor will have 
magnetic detents at 1.8 degree inter­
vals. With this information, you can 
accurately predict where you are in a 
revolution by counting passes through 
the table and keeping track of where 
you are within the table. 

Knowing where you are 

Since we are always able to locate the 
shaft (assuming you have a stepper 
motor with enough torque for the 

encoder, we can achieve similar 
results with a DC or AC motor by 
using the information from the 
encoder to ascertain position and, 
based upon this data, develop acceler­
ations and decelerations. These sys­
tems are basically passive, using any 
information inferred or measured 
about position to stop, start, or pro­
duce an elementary trapezoidal accel­
eration control. Actually, because they 
can be made to suit known or pre­
dictable conditions, controls like this 
are used for many applications. 
Performance is not the main goal in 
these instances, but safety and 
mechanical longevity may be. 

There are some basic problems 
with this type of system. First, there is 
no facility to correct for changes in 
load or environment. Another prob­
lem is that characteristics of the load 
can prevent the system from produc-
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To get the kind of performance that will support these applications, people 
typically turn to some form of servo control that uses the PID filter. 

ing the necessary motion. In addition, 
there is no optimization of motion for 
speed or efficiency. 

Of course, if changes in the load or 
system fall outside the constraints of 
the original design, the motor may 
simply refuse to turn at all. Or if the 
load or carriage changes too dramati­
cally, it may hurl whatever it's carrying 
from its position during travel. These 
are gross changes and can usually be 
corrected. 

A sti ll more significant disadvan­
tage is that the control is not capable 
of sensing and correcting for charac­
teristics of the motor or load that allow 
it to optimize its control or fit it to the 
particular devices you use. 

Take, for instance, a laser light con­
trol. So little inertia is involved in a ys­
tem like this that its simple controls 
can result in overshoot, which would 
not be acceptable for an application 
such as, say, surgery. Or suppose you 
were making a cutting machine and 
had to cut a pattern to very tight spec­
ifications. Maybe you could fit the 
specification with a simple control by 
moving very slowly, but that, si nce 
profits lie in peed and accuracy, is not 
what production wants. And what if 
you were designing a system to carry 
the space shuttle from its garage to the 
launching platform? We can go on 
and on with this. It is clear that in 
numerous appli cations, precision of 
control and speed are important. 

The PID filter 

To get the kind of performance that 
will support these appli cations, peo­
ple typically turn to some form of 
servo control that uses the PID filter. 
The interesting feature of this type of 
control is that it depends on error to 
produce performance. We will start 
witl1 a simple description of a PID 
servo system and take on greater com-
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plexity as our understanding of the 
system progresses. 

Servo systems use prediction based 
on absolute time to determine what 
position, velocity, ot torque should be 
at any particular moment-this is 
called commanded position , velocity or 
torque . It compares tl1is value wiili 
information from ilie motor, or sys­
tem, about how it is actual ly doing­
this is called actual position, velocity, 
or torque. Please note tl1at position, 
velocity, or torque are not the only 
things iliat can be controlled here, 
simply the most common. 

Witl1in iliis system, there is a trajec­
tory generator that predicts where ilie 
system should be, how fa tit should be 
moving, or how much force it should 
be delivering to its load at precise 
units of time, typical ly called servo 
cycles. The lengili of ilie cycle can be 
anywhere from tens of microseconds 
to hundreds of milliseconds. 

The controls for a servo system are 
commonly (but not exclusive ly) 
call ed gains. These are the parame­
ters used to scale ilie different errors 
(difference between commanded and 
actual position , velocity or torque) 
for the controller so iliat it can cor­
rect appropriately. 

The primary force in a servo system 
is ilie proportional gain, which is a gain 
applied to the error in the system. The 
error in the system is the difference 
between where ilie shaft of ilie motor 
or the load should be and where it 
actually is. One could make a con­
troller based on this alone, but it 
would not be optimal because it could 
take a very long time to arrive at its 
destination , as you can imagine. As it 
approaches the target, the error falls 
off and as a result, so does the force 
used to drive it there. It can easily hap­
pen tl1at there is not enough force to 
push it the final distance and ilie con­
troller falls short of its destination. 

Can't you just turn up the propor­
tional? Yes, but iliis can result in miss­
ing the final position and oscillation. 

To overcome this problem, we 
make use anoilier error, one which is 
based on the difference between actu­
al position and commanded position 
and referred to as following error. This 
is the integral gain. We sum or integrate 
the following error over time and add 
iliis to the proportional gain to pro­
duce enough force to make it to ilie 
target position, velocity, or torque. 
This means iliat if the proportional 
gain is low for any reason , ilie integral 
of the error can add to tl1at force and 
help push us home. Remember, the 
integral gain is the amount by which 
we multiply tl1e integral of ilie error; it 
is not the integral. Too much integral 
gain can result in oscillation. 

Of course, as you approach ilie tar­
get, th is error falls away until , when 
the target is actually reached , it 
becomes zero. 

The goal of using iliese errors to 
drive ilie controller is to tune a system 
so that it goes to velocity or position in 
tl1e shortest time possible, with no 
overshoot or undershoot. If you were 
to plot the step response of such a sys­
tem-whether velocity-, position-, or 
torque-controlled-it would result in a 
perfectly square step. That is the goal, 
though it is not always easy to attain . 

Anotl1er error iliat can be added 
to improve performance is the deriv­
ative gain. This is a gain appli ed to 
the derivative of the error, which is to 
say, the rate of change in the error. 
This is helpful for correcti ng prob­
lems in step response, in particular 
those errors that occur during accel­
eration o r deceleration to predicted 
values. This is the spring action in ilie 
differential equation associated wiili 
the filter. It is predictive in iliat it 
a lerts the filter that the rate of 
change either increasing or 
decreasing, depending upon whether 
you are accelerating or decelerating 
to the target. If you are getting close 
to the target but your rate of change 



is very high , this term can help slow 
the system and eliminate overshoot. 
Again, if you are accelerating and the 
rate of change is too slow, this gain 
can increase it to eliminate under­
shoot. 

The math actually makes some 
other aspects of the system very clear. 

PID: the math 

A simple formulation for the PID is: 

U[t] = Kd de + Kpe(t] + Kie[t ]dt 
dt 

U[t] is the output, Kd is the derivative 
gain, Kp is the proportional gain, and 
Ki is the integral gain. It is simple 
indeed. 

An interesting aspect of this sort of 
system is immediately evident in this 
re lationship: when the error goes to 
zero, the output is zero. In systems 
with low gains, you will experience 
what i called a "loose" response. Even 
though the system may not be dead on 
the commanded value, there is little 
effort (because the gains are low) to 
get it there. This is not optimal for 
most situations. 

For this reason , most designers try 
to produce as high a gain as possible , 
which means they need low noise, 
high-resolution input. Since the PID 
loop depends on error, it must be off 
the commanded target to produce a 
correction value. On a low-resolution , 
high gain system, this can result in 
oscillations. If the resolution of th e 
sensors is very high, however, any 
d eviation will produce error values 
that can be multipli ed by even mod­
erate gains to produce a "stiffer" 
response. 

The code 

Unfortunately for a concept that 
seems so straightforward, the code for 
PID is not universal or standardized. 
Given a specific application, you could 
set up two con trollers for different 
companies with exactly the same gains 

(assuming a consistent terminology) 
and get different results. 

It is a simple concept with many dif­
ferent implementations. Here I wi ll 
stick to the basics, which I suspect you 
have figured out already from the pre­
ceding text. 

In the pseudo-code that follows, 
cmd is commanded output, ac t l is 
actual output, s um will be the integral 
or sum of the error, and error will play 
himself. The gains wi ll be Kp for pro­
portional, Ki for integral, and Kd for 
derivative. Uis the output and dt is the 
servo update rate. In some cases, old is 
appended to a variable to indicate that 
it is the last value: 

error=cmd- actl; 
sum=oldsum+error; 
U=Kp*error+Ki*sum*dt+Kd*(error ­
olderror ) /dt; 

Olderror=error; 

e SPECTRA 

Next month 

We wil l look at the Park and Clarke 
algorithms commonly used in DSP­
based control for AC machines. This 
algorithm allows phase variable infor­
mation to be transformed to a static 
frame for computation and then re­
transformed to the dynamic frame for 
driving tl1e system. esp 

Don Morgan is senior engineer at Ultra Stereo 
Labs and a consultant with 25 years experi­
ence in signal processing, embedded systems, 
hardware, and software. Morgan recently 
completed a book about numerical methods, 
featuring multi•rate signal processing and 
wavelets, called Numerical Metllods for 
DSP Systems in C. He is also the author of 
Practical DSP Modeling, Techniques, 
and Programming inC, published !Yyjohn 
Wiley & Sons, and Numerical Metllods 
for Embedded Systems from M&T. 
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New Products 

Tools for Embedded Developers 
Software 

RTOS for StarCore SClOO 
The RTXCDSP real-time operating 
system targets StarCore SC100-based 
applications for Motorola's semicon­
ductor products sector and Lucent 
Technologies' microelectronics 
group. The RTXCDSP kernel fea­
tures a modular architecture which 
allows users to match schedu ling 
architecture with application require­
ments. Implementations include sin­
gle-stack, which provides multi­
threading and level-specific thread 
priorities, and multiple stack, which 
enables management of a set of ker­
nel objects that the user can define 
statically (through a host-based con­
figuration module) or dynamically, by 
program code at run time. Dual­
mode implementation is also an 
option. It's available now. 

Embedded Power Corp. 

Austin, TX 

(512) 338-9211 

www. embeddedpower. com 

Analyzer/exerciser 
SBAE-10 is a self-contained tool that 
enables USB designers to perform 
testing, debugging, and verification 
for USB protocols and DC parame­
ters. Its features include host or 
device mode, protocol analys is, inrush 
current analys is, performance analy­
sis, real-time and off-line statistical 
analysis, and 720MHz timing analysis. 
It is a lso USB 2.0 upgradeable. 
Timing characterization of USB sig­
nals for skew measurement and 
integrity verification is possible down 
to l.3ns resolution on USB l.x and 
will be available down to 700ps resolu­
tion on USB 2.0. The starting price 
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for the SBAE-10 analyzer is $7,900. It's 
available now. 

Catalyst Enterprises, Inc 

San Jose, CA 

(408) 268-4145 

www. catalyst -ent. com 

Design tool 
System View is a system-level design tool 
for DSP and communications applica­
tions. Version 4.5 links System View with 
TI Code Composer Studio for C5x/ C6x 
software development and test. It 
includes new libraries with new models 
for communications applications, 
enabling system designers to simulate a 
range of communications systems with­
out having to develop custom functions. 
RSP and RF designers can immediately 
simulate and test their subsystems. 
System View v. 4.5 features Real Time 
DSP Architect, which supports the TI 
TMS320C54x family of DSPs. This 
includes the TI TMS320C549 and 5410 
EVM boards. The software is targeted to 
designers developing products for 2G, 
3G, and Bluetooth communications 
standards. System View v. 4.5 is avai lable 
now for Windows 95, Windows 98, and 
Windows NT hosts. Configurations start 
at $3,995. 

Elanix Inc. 

Westlake Village, CA 

(818) 597-1414 

www.elanix.com 

Hardware 

Development kit 
The Rabbit 2000 TCP/ IP 
Development Kit provides a hardware 
platform with an 8-bit microprocessor 

and Dynamic C development software 
for developing 10baseT Ethernet 
applications. The development board 
included in the kit allows executable 
code to be downloaded into flash 
memory or optional battery-backed 
RAM. Two communication ports are 
available: an RS-232 port and a factory 
configurable port for either RS-485 or 
RS 232. Other features of the develop­
ment board include four high-current 
outputs, four digital inputs, seven 
timers, a real-time battery-backable 
clock, and 10baseT Ethernet inter­
face. Source code is provided in addi­
tion to the Dynamic C software on CD­
ROM, as well as ICMP, HTTP, SMTP, 
FTP, and TFTP capabilities. Users can 
write directly to TCP or UDP sockets 
to develop custom applications. The 
kit costs $199 and is avai lable now. 

RABBIT Semiconductors 

Davis, CA 

(530) 757-8400 

www.rabbitsemicondudor.com 

In-circuit emulator 
The DProbeHS is an in-circuit emula­
tor that supports tl1e 8051 fam ily of 
TEMIC semiconduct01·s. It supports 
selected 8051 derivatives up to 70MHz 
operating frequency. The emulator 
also features between 2.7V and 5.5V 
operating voltage, up to 1MB dual­
ported emulation memory, up to 1MB 
hardware breakpoints for code, 64K 
hardware breakpoints for data read 
and data write, and optional 32K 
frames plug-on trace DTrace16. The 
DProbeHS is avai lable now. 

Hitex Development Tools 

Sunnyvale, CA 

(800) 454-4839 

www.hitex.com 



New Products 

Chips 

DSP chip family 
The StarPro family of DSP chips is 
based on a modular DSP platform 
architecture and system-on-chip 
methodology, allowing customization 
for a number of infrastructure appli­
cation environments. StarPro 2000 is 
the first chip in the family. It integrates 
three StarCore SC140, 768K of on­
chip shared memory, and application­
specific peripherals with direct memo­
ry access, all interconnected by the 
Daytona bus. In addition, this chip 
operates at up to 3,600 MMACs (mil­
lion multiply and accumulates per sec­
ond) and has an operating frequency 
of 300MHz, while consuming 1.5W at 
full-speed. It will be available in sam­
ple quantities in April 2001, and in 
production quantities later that sum­
mer. It is $100 each in quantities of 
100,000. 

Lucent Technologies 

Allentown , PA 

(800) 372 -2447 

www.lucent.com 

Applied computing 
processors 
Higher performance Pentium III 
and Celeron processors are now 
available. The Pentium III comes in 
three versions. One features 
733MHz speed, a 256K L2 cache on 
die , and a 133MHz processor side 
bus, in FC-PGA package, and anoth­
er features 700MHz speed, 256K L2 
cache on die, and a lOOMHz proces­
sor side bus, in FC-PGA package. 
There is also a low- power version 
which operates at 500MHz in BGA 
package. The 700MHz Pentium III is 
supported by both the 440BX AGP 
chipset and the 810 chipset. The 
440BX AGP chipset supports the 
low-power Pentium III. There are 
two versions for the Celeron proces-

sor. One opemtes at 566MHz, in FC­
PGA package, and features 128K L2 
cache on die . The other processor is 
low power, and operates at 400MHz, 
in BGA package. The low power 
Celeron is supported by the 440BX 
AGP chipset. 

Intel 

Santa Clara, CA 

(408) 765-8080 

www. in tel. com 

OEMS 

System board 
The CPCI-94 7 is a 64-bit 
CompactPCI system board for build­
ing embedded and real-time systems. 
Configured as a PCI system host 
processor board, the CPCI-947 sup­
ports an i960 data movement proce -
sor that opens up I/ 0 bottlenecks 
and facilitates data throughput for 
embedded app li cations. Dual 
10/ lOOBaseT Ethernet controllers 
allow the board to be used as a pro­
cessing engine for either intelligent 
LAN communications or as redun­
dant links for fault-to lerant applica­
tions. The CPCI-94 7 hosts one PMC 
module for custom 1/0 expansion. 
It also features two 64-bit PCI inter­
faces connected to a PCI-to-PCI 
bridge and 64MB SDRAM (expand­
able to 128MB) . The SDRAM con­
troller is capable of data transfers 
twice as fast as either PCI bus 
(528MBps peak transfer rate). A 
PMC Module interface resides on 
the secondary PCI bus and can be 
accessed by the board's i960RN 
processor or other devices on the 
CompactPCI bus. The is available 
now, starting at $1,627. 

Cyclone Microsystems 

New Haven, CT 

(203) 786-5536 

www.cyclone.com 
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workingEngines[*inc] 
Post-PC Era Talent Firm 

placement I consulting 1 alliances 

We strategically match , technically and 

culturally, highly skilled engineers with 

leading-edge companies who build 

smart devices and development tools. 

Our vxJobs Practice focuses exclusively 
on posnlons requiring VxWorks expertise. 

303 - 628-5560 
www . worklngEnglnes.com 
www vxJobs . com 

{Complimentary resume & Interview support. All fees employer paid.) 

VxWorks is a registered trademark of Wind River, Inc. 

EDS is growing. 
Are you? 

If you're stagnating in your present job, recent account 
wins have created huge new opportunities at EDS without 

cutting into your family life. 

More than 100,000 professionals are enjoying the benefits of an EDS career. 
We offer excellent training, competitive salaries, and above all, room to grow. 
We provide cutting-edge systems and insights to top clients worldwide. If you're 
looking for a dynamic environment with all the opportuni ties you can handle, 
send us your resume today. 

Senior Embedded Systems Software Engineers 

• Embedded programming fo r microcontrollers using C and Assembly 
language including interrupt handlers and use of real-time executives 

• Motorola 68HC11 , Motorola 68332 Microprocessor experience 

• Algorithm development, device drivers, SLC, Project Management, Formal 
Configuration Management, Bench development skills,] 1850 and CAN 

Embedded Systems Software Engineers 

Cor Assembler programming, Microprocessor Architecture and Interfacing 
experience, real-time microprocessor program development, Software 
Development Lifecycle, Requirements Analysis, Software Design, Coding, 
Unit and Integration Testing, Bench Development skills. 

Engineering Associates 

• 4-year degree in Electrical Engineering or Computer Engineering required 

All positions require relocation to Southeast Michigan. Please mail, fax or 
email your resume, indicating position of interest, to: EDS Recruiting, Dept. 
72-9578, Attn: Deborah Polvi, 700 Tower Drive, 5th Floor, Troy, MI 48098; 
Fax: (520) 833-9309; Email: deborah.polvi@eds.com. 

EDS is a rcginc..W m:~.rk :~nd the EDS logo is a tr.a.dcmark of Electronic D:~.t'a Synems Corpor:uion. EDS is .:m equ:al opportunity 
employer and values the diven:ity ofiu pwple. Copyright 102000 Electronic 001t:~ Systcnu Corporarion. All rights reserved. 
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DESIGN/DEVELOPMENT 

ENGINEERS: N~ 
OPPORTUNITIES IN: 

Wireless Communications (Data, PCS, Cellular, Networks. Satcom). 
Digital Imaging, Computers, Software, Semiconductors, Medical, 
CATV, Defense. Process Control, Consumer Electronics 

SKILLS IN ANY OF THE FOLLOWING: 

Embedded SW, OOD/OOP, C. C++. WindowsNT/98. Solaris/UNIX, 
JAVA, BIOS, VRTX, PSOS, DSP, MIPS, PCI, VME, Mixed Signal, 
ASICJFPGA. VHDL/Verilog, Device Drivers, System Architecture, 
LAN/WAN, IP, Wireless Design, COMA, GSM, Video Compression 

National Engineering Search. 
is the leading search firm placing 
Engineers nationwide. Contad us 
for immediate access to today's 
most exceptional engineering career 
opportunities! Our clients range 
from Blue Chips to today's newest 
emerging technology companies. 

800/248-7020 
Fax: 800/838-8789 

esp@nesnet.com 
5f.e many of our current 
opportunities on-line at: 

nesnet.com 

What are you worth? 
See our Online Salary Calculator! 

scientific.com 

Natio wide oppo fiifes avai ble for : 
Engineer !Designers 

Quality AssurancetrestersNerification 

• Embedded SW • CIC++ 
• RTOS • Fmnware 
• ASICIFPGA • VLSI 

• Java 

Free Resume Assistance 
All fees are employer paid 

Ihc. 



It Is the policy of The Boetng Company to attract and retain the best quahlied people available wtthout regard to race, color, religion, natiOnal origin , gender, sexual onentatlon, age, disability, or status as a disabled or Vietnam-era veteran 



800-838-8012 
805-523-977 4 

Fax: 805·523-9776 
11992 Challenger Ct. • Moorpark, CA 93021 

MICROPROCESSOR CORE 
SAVES COST 

AND DESIGN TIME 
Design your custom board 
around the Rabbit 1000"' 
core module. Easy and 
rapid development, plus 
you save production 
and component costs! 

u 

• 40 1/0 pins • 4 serial ports • 7 timers 
• Battery-backed time/date dock 
• 128K-51 2K 5RAM • 256K flash 

Only $169 
lnduMs RCM2020 cort module, 
prototyplngbolrd,DynamlcC' 
Wtwllre (not a trill ver1ionll, 
terl.llubltfflfrtal·tlmedtbugging. 
and docum~rllation on CD-ROM 

• Clock up to 25.8MHz 

~ 
Call toll-free 

888.362.3387 
orbuyonllneat 

www.zworld.com 
2900SpaffordStrtetDavis,CA95616 • Te1SJ0.7S7.l737 • Fax530.753.S 141 

cost-effective way to read, program and verily 2716 - 8 meg 
EPROMS. Support for Micros, Rash, EPROM, 16-M, PLOs, Low 
Voltlge and Mach (cal for support list for specific models, or download 
demos from our BBS or web site). Easy to use menu driven 
software features on-line help, and a full-screen editor. Support 
lor macros, read and save to disk, and split and set options. 
• Free technical support • Free software upgrades 
• 1 to 2 year warranty on all parts and labor 
• 30-day money-back guarantee • Made in the U.S.A. 
• All models include software, on-line help , cables, and 

power transformers (where applicable) 

II(QO~· fll!.lfi(P.-f11!1$"· ill!l:j1!11.f1!11!f•· 

NEEDHAM ELECTRONICS, INC. 
4630 Beloit Drive, #20, Sacramento, CA 95838 (E 
FAX (916) 924-8065 • BBS (916) 924-8094 
(Mon. - Fri. 8 am- 5 pm, PST) 
http://www.needhams.com/ 
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E 
CE-Minus 

Embedded Computer 

Visual Basic or Visual C/C++ 
Small Powerful & Easy To Program. 
Plug the CE-Minus-SC400 (486 SBC) into 
your next custom design or into our CE-Pius 
and LCD-Pius 1/0 expansion options. The 
CE-Minus is easy to program using our 
custom ported Windows-CE & Tools. 

114 VGALCD 

www.RLC.com 
~.---Jo.. E n t e r p r is e s , In c . 

Toll Free 1-888-RLC-TECH 

WE SUPPORT YOU 
FROM DEVB.OPMENI'­
LV48 Series 
• Supports over 5500 devices 
• Low voltage to 1.8V 
• Windows 95/98/ NT software 
• EPMaster $495 
• Micromoster $995 

ICE Technology Inc 
430 Peninsula Ave, Suite 4 
Son Mateo, CA 94401 
iceuso@icelech.com 
www.icetech.com 

• Reliable, high speed production 
programmers 

• 28F800 9 sec program 
• Link up to 48 sites with no loss 

of speed 

I 8881CE 2305 
I 888 423 2305 

Fox: I 650 375 8666 
ou~ide US/ Canodo call: 

+16503750427 ' " 
credit cards accepted 

• 2- or 4-axis 
motion control 

• Ouadrature/ADC 
inputs, DACIPWM 
outputs 

• RS-232/485, timers, 
watchdog, TTL 1/0, ADC 

We have 30+ Low Cost Controllers with AOC, OAC, 
solenoid drivers, relays, PCMCIA, LCD, DSP motion 
control, 10 UARTs, 300 1/0s. Custom board design. 
Save time and money! 

1724 Plcauo An., Stile A 
Davls, CA 95616 USA ERN' Tol:53o-751-G180 • fax:53D-751-G111 

INc. ~g::;;:;:m ••czc 

15 year 
Embedded software 

market leader in USA 
for sale. 

Direct inquiries 
to: 

agilson@ manatt.com 

6438 unlwrslty or!w • Huntsville, AL 35806 
phone: 256.837.6667 • frv<: 256.837.5221 



SI-ISD 
• Supports SX18/ 20/ 28/ 48/ 52 • In-circuit run­
time debugging • Real-time code execution 

• Source level debugging • Built-in programmer 
• Real-time breakpoint • Conditional animation 

break • External break input • Frequency 
synthesizer • Selectable internal frequency 

• External oscillator support • Software trace 
• Unlimited watch variables • Para llel Port 

Interlace • Runs under Win 95/98/NT 
• Comes with SASM Assembler 

Single, Gana Programmers and SMJ adaPI8rS 
are also available . . ' 

CORPORATION 

Dallas, Texas 
Tel 972.980.2960 www.adv-transdata.com 

Programs over 1200 devices 
{E {E) PROM, Flash,Serla l, PALCE, GAL, 87 Sx/89Sx, 
93Cxx, 17xx,PIC 16xx) 
Fast parallel link to any PC, even laptops 
40-pin universal pin driver and current limit 
On-board processor and built-in power supply 
Unbeatable programming speed 
Checks for incorrect device insertion 
Automatic EPROM 10 search 
Supports WIN95/98/NT 
NO fans & modules are required in circuit 
Made in USA, Lifetime free software 
Visit web site for demo software 

~~7~~a6~ ;~~~~~~~. t u;: 
EE LS Fax : 408 • 734 • 8185 

www . eetools . com 

PIC-lCD 
= Debugger + Programmer + •••1111n1 
• Designed for 16F87X • Can support 

most 16C6X/7X • In-circuit run-time debugging 
• Real-time code execution • 2.5 6V operating 

voltage . Source level debugging • Built-in 
programmer • Real- time breakpoint 

• Conditional animation break • 2 External 
break inputs • Selectable internal frequency 
• Software trace • Unlimited watch variables 
• Parallel Port Interlace • Runs under PICICD 

IDE (Win95/ 98/ NT) or MPLAB (Win95/98) 

•• 
CORPORATION 

Dallas, Texas 
Tel 972.980.2960 www.adv-transdata.com 

"The best emulator 
I ever used!" 

• more than sao 
derivatives supported 

o small emulation probes 
o real·tlme access to internal bus 
o can trigger on internal bus events 
o cascading triggers 
o trace with timestamps 
• dual·ported emulation memory 
o external trace and triggers 

hitex- o excellent Hllsupport 
o code coverage 

DEVELOPMENT TO O LS o perfonnance analysis 

1 -800-45-hitex www.hitex.com 

8051 -t 68HCOS 
68HC11 ~ COPS ~ CR16 

DSSOC320/520/530 nXGSK 
78K4 ~ SMGOOO/SMSSOO 

~ Windows-Based Interface 

Analog Devices ~ Atmel 
Dallas -t Inte l ~ Motorola 
National ~ NEC <t OKI 

Phili ps ~ Sharp ~ Siemens 
SST ~ Temlc; Winbond 

~ source·level debug r r •MdaUnk" 
~ Real-tlme/Non·intruslve ~ ~ ~ c_..,.. 
~ Rentals available 

"''' ....... lilA --12U717 1'11: .... 11. 
11111lllll&llelcam 
www.lllllllcecam 

• For PIC12/l6/l7 • 3-5volt em lotion • 64K 
program memory • 32K real ~ime trace 
• 12-clip external probe • Source level 

debugging • External break input • Trigger and 
break output • Real-time breakpoint 

• Unlimited software break and trigger points 
• Selectable internal frequency • Unlimited 

watch variables • Parallel Port Interlace • Runs 
under Win95/98/NT 

Probes for 16F87x and 16C77x by Jan 2000 
With data break support 

C 0 R I 0 N 

Dallas, Texas 
Tel 972.980.2960 
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JUM 
on the 
NET! 
The f.IFlashTCP gives you IOBASE-T 

Ethernet con nectivi ty, a full - functi on 

TCP/IP stac k and 2 seria l ports in a pack­

age 30% smaller than PC/I 04 so lu tion . 

Fie ld-proven TCP/IP stack , DOS and PC­

compatib le BIOS make developmen t quick 

and easy. Prices start at $ 169 qty 100. 
Development k.its are avai lable. 

Call 530-297-6073 Fax 530-297-6074 
Check our web site for the latest updates 

www.jkmicro.com/uflash 

JK microsystems 

From the Author 
of WATTCP 

DOS 
Realtime 

Kernel with 
TCPIIP Support 

• Preemptive & Cooperative threads 
• Critical Section Protection 
• lnterthread Messaging 
• Complete Re-entrant TCP/IP 
• Web, CGI, FTP, Email, Telnet 
• Web Graphics 
• Interrupt-driven Serial Support 

www.ertos.com 
Call 530-297-6073 Fax 530-297-6074 

JK microsystems 

Complete PICmicro ® 

Development System 

Get the TOTAL Package for only 

$699 
PICmicro• In-Circuit Emulator 
PICmicro• Assembler 
PICmicro• Debugger 

Windows• IDE 
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ClearView"' Mathias Is a full-featured In­
Circuit Emulator with a highly productive 
Development and Debugging environment for 
the PICmlcro. 

Fully emulates the selected PICmlcro, 
Including program memory, register 
memory, EEPROM, VO activity, SLEEP 
mode and all peripherals. 

Intuitive, Easy to L.eam full-featured 
environment wtth lntagrated ClearVIew 
Debugger. 

TargetFFS™ 
Flash File System 

• Re-entrant Embedded File System 
• POSIX and Standard C API 
• Guara nteed Integrity Across Resets 
• Complete Wea r Leve ling 
• "Thin " D river Layer 
• 100% ANSI C Source Code 
• Roya lty Free 

m B L UN K · v Microsys tem s 

(4 08 ) 32 3- 1 7 58 
www. bl u n km ic ro. com 

SB-56K Multi-DSP Emulator 

Support for the Motorola OSPs : 
DSP560xx, DSP563xx, OSP566xx, DSP568xx 

SB-56K supports any combination and any count (up to 
255) of the devices from the above families. With its 
accurate counter allowing to measure code execution 
(benchmarking), small size (1"x2.5"x4"), high speed 
RS-232 interface, the SB-56K can provide Independent 
support for multiple devices with option to access each 
device on the target board from different workstations 
connected lhrough LAN, WAN or Internet. )p 1700 Alma Dr.,#495,Piano, TX 75075 

, OMAIN Tel. :(972) 578·1 121.' Fax: (972) 578·1086 

CHNOLOGIES,H~:. ~~~~~=:~::~ :~~~ 



• 

• Online Ordering 
• Electronic Catalog 

EMBEDDED 
EASY! 

• Software Updates 
• Price list 

DOS Stamp™ 
• Free TCPIIP, PPP, 

Mini-server 
• Easy to Use 
• Low Cost 
• Low Power 
• Tiny Size 
• High Speed 
• DOS Environment 
Easy Software Development: Use your CJC++ or Basic com­
piler to produce DOS EXE. Downk>ad EXE to flash disk via serial 
port. EXE runs on power up. 

Standard Features: BIOS & DOS-ROM, 128Kflashdisk, 512K 
SRAM, 40 MHz AM188ES CPU, 16 digital I/O (opto rack inter­
face), 2 RS-232, 2 timer/counters, simple bus intertace, real­
time clock with timed power-up 

Options: 8-ch 12-bnADC, flash disks up to 288MB, 1 RS-485 

Tiny Size, Low Power: 2"x2.6", 5V @ 200 mA at full speed. 

Visit hHp://www.bagotronix.com for info, prices, and FAQs 

~ -::3AGOTRONix:-
29oo-1 Crescent Drive 
Tallahassee, FL 32308 

850.942· 7905 phone & fax 

I I .. 
PowerPC r arn111es 

www.avoeetaylltaml.com .. MPC5xx 
MPC8xx 
PPC4xx E E 

8 

0 l u . +,~'MJIIIUIA 
(I) C Compilers ! E 
Q) Assemblers l ot-1 
(I) 

Simulators I > (I) 
ot-1 RTOS 
Q) i u 

In-Circuit 
~ 

0 I > Emulators 
ftl 
• BDMs 

- ~ il a 

~ 
- ~ (800) 448-8500 

68K Fam1lies 
680x0 
683xx 
Motorola 8116 Bit 
68HC05108 
68HC1 1 
68HC12 
68HC16 
Cold Fire 
6801/03 
8051 All Derivatives 
80C320/520 
8xC75112 
C500 
DS5000 
8080/85 
8051XA 
80166 
80196xx 
8086/88 
x86 lntei/AMD 
80386EX 
80186/188xx 
Conexant!WDC 
6502165816 
C18119/29 
Z180/64180/Z80 
Z81Z8000/Zx80 
Microchip PIC 
V20/30/50 
320C20 
TLCS-90 

E! 

i!J~_;jj_I 2) 

..EJ.i.J!)~!) 

GALEP-111 
Pocket 

~ ~ 
• Proarams: 8·blt and 16-blt 
EPROMs, EfJ'ROMs, Zero 
Power RAMs, Flash, seriJI 
EEPROMs + GAL, PALC£, 

ATF + 87nx_ 89v.x, '"lllliOilllll·~~l!!tlrl 
PIC I 2/ 16/ 1 7Ga. + All Oil 
devices wlchou1 ~tor • Llahtnlna htst 
parallel d.ru tr<Htl,.r (e.&. 27C51 2 read/ comp.lr. 2 sec!) + Power 
supply Independent due to rccNraeablc b<tttcry • Uses PC printer 
port • Hu, )EDEC, and binary file fom1ats • Htx .1nd fustn\olp 
buffer editor • Spilt s: stluffie for 8·blt, 16·blt and 32·blt t.lrtrets • 
Runs unc:lf:r Wln3.1 1 95, 98 1 NT + ' lt•mott contro~ by DOE scr1pU • 
Desicned fo r the rurure due to flexible pin driver tcchnoloay · new 
devk:H witt be .1d~ every month + Devb list, demo sottw.Jre .md 
llfcdmc free vpclltc.J from our website www .conltec .com! 

GALEP·III Sec with cable, battery, rech.lrger ... $333,00 
l"lCC Ad.lpcor for 8-blt EP!t0 Hs/ 16·blt EPROM.! I CAU .... uch $149.00 

s:3S CONITEC ~!~:',,~~"1":2 .::.~~!~~.!!~:~=:.~2,~0~ 

UniSTAC is 
a full-featured, 
high-end development 
system for Strong ARM' 
SA-111 0 designs. 
Powerful In-ci rcuit Emulator 
featuring: 8 Mbytes emulation 
memory, non· intrusive 
Reol·time trace capture and 
display, support for hardware 
breakpoints. 

Also Supported : 
Power PC,ARMl/ 9,186/386/486, 
PentiurTf,680xO, SuperH, 
V800/850E, R3000/ 4000, 
M16C,M32R 

•sophia Interlace with target 
• Sophia original connector-without 

removing target CPU 
• Adapters also available lor BGA256. 

•Advanced GUI source level 
debugger Watchpolnt• 
Sophia's powerful hlgh·levellanguage 
debugger hosted on Wlndows"95198, 
WindowsNT" 

Sonhia 
-systems~ 

408-467-9911 

www.sophia.com 

• -41/lt'llll&IKIII'OO .. -
•7 ...... -DccTlo...-

• ~ DOS, Window 1X. Llnu>< XvWorl<. and QNX 
• 14Snvn x I Olmm (5 1/4"x4"}.2 •de PCB 

Other PC/I 04 relative procfucu available: 
416SX,AC/DC, Dlgftall/0, Ethernet Link, 4 Port RS2l2 

NUCLEUS Eloctrooic c:oq,. 800-683-7335 
Tel: 1909) 468-5700 
Fax: 1909) 468-5704 

http·www.nudeus 1 com 
Email: infoO nucleusl .com 

GAdvin 

Production and Engineering Programmers 
Extensive support for 

Microchip PICs and others, 
Wide variety of package types supported. 

Thousands of happy customers worldwide 
are living proof of our product quality. 
Please contact us and find out why 

Advin is your best choice. 
-Accept trade-ills of out-dated Data 110 models ­

www.advin.com 
1-888-GO-ADVIN 408-243-7000 
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The Story of Language 
The night, illuminated only by a 
universe of stars, swallow the sounds 
of our movements as we ease through 
the brush. Coming over a rocky rise we 
spy a flickering light, a beckoning dis­
tant campfire whose promise of 
friendly warmth draws us closer. 
Though it's been a long day and a tir­
ing trek wariness still prevails; we 
approach these unknown humans 
downwind and quietly lest the need to 
protect their turf turns into a violent 
confrontation. 

Closer now, we listen to a language 
that's been unheard for millennium, 
but through the miracle of fiction we 
somehow comprehend. An old man of 
30, gray-bearded and sickly, relates 
tl1e history of their people in a mix­
ture of song and epic poetry. He heard 
it from his father, who passed it from 
other, now dead, generation . The 
younger folk listen, enraptured by tl1e 
story. In the manner of youngsters 
everywhere tl1ey little realize that this 
is more than an interesting tale. Years 
will pass before they, too, pass tl1is oral 
history on to their genetic legacies. 

It's 4000 B.C. The printing press 
lies five thousand years in the future. 
Writing won't appear for another two 
millennia. Yet a million years have 
passed since man became more or less 
self-aware, capable of learning, a tool­
maker who, perhaps in small ways, 
strives to improve his lot. Though the 
great explosion of new ideas and revo­
lutionary ways of living li es far off in 
tile future, much has been learned 
over tile generations. Until new tech­
nologies come along, humans pass tllis 
information along just by talk. 

Somehow humankind, tllough, has 

learned tile most effective way to pack­
age information pa sed tllis way: tile 
story. We remember little of a dry 
recitation of facts, but are enraptured 
by stories, as their elements weave per­
manent patterns in our minds. 

We time travelers press tile fast for­
ward button on tile Way Back machine 
and zoom ahead. Writing appears; 
some of tile earliest written words are 
til e stories formerly passed around tl1e 

piece witl1 tile expectation of a dry but 
precise engineering approach to lan­
guage selection. Instead, he told a 
story. One that showed both triumph 
and failure, a high tech version of 
heroic struggles between tl1e forces of 
good and evi l (if you define "good" as 
getting a bug-free product out on 
time!). Beowulf and Barr. 

As a vehicle for learning, especially 
when tllere probably i no scientific 

The key to selecting a language is that it's 

standardized-or so the story goes. 

campfire. Jumping ahead once again 
we hit tile infonnation age. Lo and 
behold, even now tile most repro­
duced book in tile world starts with a 
recitation of many of tllose campfire 
stories. Chapter 1: Genesis. We listen to 
little ch ildren reciting tales of a plague 
that tortured the world 500 years 
before-"Ring Around tile Rosy." 

It appears, despite astonishing new 
communications metllods and chan­
nels, new "learn ing strategies," and 
developmental fads, that humans 
learn best from sometll ing inalienably 
simple: stories and storytelling. It' a 
fact we neglect at our peril. 

This longwinded introduction is 
my tale of how I was struck by Michael 
Barr's article in the March 2000 issue 
of this magazine about se lecting 
appropriate languages for embedded 
systems development ("Language 
Lessons," p. 59) . I started reading tile 

formula to get the mo t optimized 
result, tl1e story is king. It's interesting 
tllat after 50 years of computer science 
it seems we still have no definitive way 
to select a language, even tllough 
tllat's the most fundame ntal choice 
we' ll make for a project. 

Is Ada or Forth tile right choice? C 
or C++? What role shou ld assembly 
play? I have my own ground rules, 
tllough these are honed on ly through 
the vicious lessons of bitter experi­
ence. Yours may differ. Perhaps, 
though, I can take a cue from 
Michael's approach and share some of 
my own tories with you. Epic they're 
not. To me, tllough, tlley've proven 
instructional. 

A C++ crash 

A couple of years ago an instrumenta­
tion compan y asked me to visit tlleir 
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site and probe into a project. On the 
phone the manager sounded in con­
trol and confident in the team. The 
company had a broad range of suc­
cessful products and, secure in their 
technology, were working on a new 
generation device planned to be the 
basis of future years of products. 

Somewhat reluctantly I agreed to 
the visit, hoping to learn something 
from how this manager wa able to 
coord inate a decent sized team work­
ing on quite complex products. The 
successes claimed on the phone 
sounded so good compared to the 
normal chaos of development! But 
why did they want to see me? 

At the site I found an army of devel­
opers working in spacious quarters. 
Unusually, private offices were the 
norm, capita l eq uipm ent budgets 
were fat, and the manager was a truly 
enligh tened individual dedicated to 
bringing the best software processes 

into the firm. It seemed there was little 
I could contribute other than admir­
ing comments. 

After a couple of hours listen ing 
a nd looking, bits of pain became 
apparent. Though past generations of 
products were indeed successful, 
sometl1ing seemed awry \vith tl1e cur­
rent project. Forty firmware develop­
ers were clearly working hard on this 
new gadget, yet time leaked steadily 
from tl1e schedule. A year in to tl1e pro­
ject they were already six months late, 
and getting later at an ever-increasing 
rate. 

Worse, the system had grown 
beyond anyone's expectation in size 
despite no scope changes. Bugs 
crawled from every function. An 
e ntire group was dedicated to bug 
fixes , but, like fighting a hydra, fixing 
one created three more. 

As tl1e day wore on and the manag­
er slowly revealed ever more prob-

Dinkumware, Ltd. 
Genuine S riftware 

www.dinkumware.com 

e BREAK POINTS 

lems, his fac;:ade of success finally 
broke and almost tearfully, he asked 
me what I thought had gone wrong. 

The answer, if not clear to him, was 
obvious to me. Not at all because of 
superior inte ll ect or experience; 
rather, I drew on the consultant's 
secret weapon: theft. 

Throughout the day I had had tl1e 
chance to talk one-on-one with many 
of tl1e team members. They knew what 
tl1e problem was. Though some had 
trouble separating details from mean­
ing, the engineers knew all too well 
what had happened. I merely stole 
their thoughts and reformatted tl1em 
into one idea the manager could 
understand. Communications prob­
lems are at tl1e root of so many trou­
bles, from home life to the office to 
global political issues. 

"The code is junk because the 
developers are just hacking away," I 
told the manager. "No one really 
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understands the language, and so they 
build things almost randomly in the 
hope that things will work." 

I went to the doctor once after 
reading a newspaper article about a 
disease that seemed to match my 
minor symptoms. After telling her 
about the article the doc roll ed her 
eyes and admonished me against 
playing amateur medical person . In 
fact, nothing wa wrong; my utter lack 
of knowledge in this field meant I was 
ripe to believe the overly simplified 
description of complex issues 
jammed into three paragraphs of USA 
Today. 

Simi larly, the president of thi com­
pany had read a Wall Street journal arti­
cle describing the benefits of object 
oriented programming. The promise 
seemed too good to be true: OOP 
meant, or so this techno-novice read, 
that all code wou ld become reuseable. 
I credit the president witl1 identifying 

mat reusable code couJd olve many 
problems. Unhappily, just as with my 
experience at the doctor's office, the 
journal's piece couldn 't do justice to 
the complexities of software develop­
ment. This layperson learned just 
enough to be dangerous. 

He issued an edict: from now on, 
we're doing all projects in C++! He 
blithely went on about his normal 
management, sales, and accounting 
functions , li ttle realizing the terrible 
implications of such a far-reaching 
rule. 

Is this a rant against C++? Not at al l. 
A year and 100,000 lines of junk code 
into the project it became apparent 
tl1at the ruJe was bad. The edict meant 
40 developers were suddenly plunged 
in to an environment about which they 
knew notl1ing. 

For it turns out, when this project 
started, only one developer, the only 
one fresh out of coll ege, had even the 

slightest exposure to C++ and OOP. 
Thirty-nine others were learning on 
the job, cranking code, and making 
mistakes on a mission-critical project, 
as they tried to grapple with the very 
different philosophies of OOP. 
Working with objects means thinking 
out the de ign of a product in a very 
different way than most C designs. C++ 

is an approach, as well as a language. 
Trying to have the developers build an 
OOPy design as they learned the con­
cepts was a bit like designing the space 
shuttle 's orbital dynamics as the engi­
neers learned calculus. 

The result was a mad mishmash of 
conventional procedural code mixed 
with shoehorned objects, a design tl1at 
exploited tl1e worst of botl1 kinds of 
programming. And so I recommend­
ed they trash tl1e code and start over. 
In C. All 40 developers knew C, all 40 
were experts at building systems using 
a C framework. 

rom ICE 
withfrace 

CMA 
COGENT 

MODULAR 
ARCHITECTURE 

• Trac t pinp int tartup pr hi m 
and i · Jat r al-tim bu0 

• d v rif cuti n 

Cogent Computer Systems, Inc. 
Tel: 508-278-9400 • www. comp.com 

142 JULY 2000 Embedded Systems Programming 

• ltra-fa t d nl ad ia Eth rn t, 
parall I and .~ rial p rt ~ r Uni , 
Window 95/ T and DO . 

[]]Grammar Engine Inc. 
I:J5I all Toll Fre : 

1-800-776-6423 
www.gei.com 



e BREAK POINTS 

T he problem wasn 't the language 
but an arbitrary edict that neglected a 
cri tical part of the success of any 
embedded systems: having expert peo­
ple. Though the president's wish for 
reusabili ty was right on , his rule was as 
di astrous as te lling a newspape r 
reporter to write in Lati n . Withou t 
people killed in th e develo pment 
environment you ' re doomed . 

And neve r expect skills to appear 
magically overnight. 

So to this day I ha te having told 
them to toss out the code, tho ugh it 
was the right choice. I mad e the a rne 
recommendation as did Michael in his 
story, which is unhappily the universal 
refra in of consul ta nts around the 
world . "Toss ou t the code-it's crap . 
We 'U start over." Firmware is so terri­
bly expensive! But it's impossible to 
retrofit quali ty into lousy code. Maybe, 
with enough effort, we can get rid of 
most of the bugs in a poorly written 
system, bu t ma intenance becomes 
impossible. And crummy code always 
has nasty, lurking bugs that just seem 
unconquerable. 

So the moral of this unhappy tale is 
that people's skills a re far more im por­
tant to th e success of the proj ect than 
any technology. No tool, no technolo­
gy, no "new new thing" wi ll save us 
fro m the reali ties of developm en t 
woes. Skills first, technology second. 

They never die 

When Intel invented the microproces­
sor in 1971 , I was working as an elec­
tronics tech nician at a small insu-u­
men tation company here in Maryland, 
putting in too many hours, to support 
myself while in college. Within a year 
of re leasing their 4004, the wizards at 
In tel came out wi th the 8008, a truly 
useful micro processor tha t, in my 
opinion , started th e true microp roce -
sor age. 

The engineering manager a t my 
company recognized the value of this 
par t to o ur p roducts and started 
designing a new product around the 
part. T h e problem : the engineers 

Embedded Systems Programming JULY 2000 143 



BREAK POINTS e 

there didn't know how to program 
computers. Why shou ld they? In the 
early '70s computers were sti ll mostly 
inaccessible beasts used more by the 
IT folks tl1an poor EEs. Somehow they 
learned that I knew assembly language 
-for a Univac mainframe-and pro­
moted me to the awesome status of 
engineer. My job was to write the 4K 
firmware package for the product. 

ever has so little been known by so 
many, never ha so much on-thejob 
u·aining happened in such a short 
period of time. 

We eventually did manage to ship a 
number of these units, which were suc­
cessful enough that customers 
demanded more features , more tl1an 
cou ld fit in tl1e 8008's 16K address 
space. 

In 1975, the 8080 has hit the mar­
ket. Through some quirk, I'm running 
the greatly expanded micro group, 
and we redesign the instrument 
around this new processor. It, too, 
ships. 

We designed the product using 
another Intel invention, the EPROM. 
They guarantee data retention of 10 
years, which of course seemed near to 
infinity to out· very young develop­
ment team. 

A decade passes and, as is always 
the case, individuals disperse even 
though the company continues. The 
product is obsolete, but customers 
still have them working, mea uring oil 
content on polyester fibers in a facto­
ry environment. Ten years to the 
month after shipping tl1e first of these 
units, they start dropping bits in the 
field. 

The repair crew at the company 
discover that al l of the original object 
files exist on tl1e only media of the mid 
'70s: paper tape. No one has a clue 
how even to boot up the Intellec 8 
"development system," let alone load 
the tapes and reprogram the 

EPROMs. Self-employed now, I'm sur­
prised by a panicked phone call from 
them. Plumbing the dim recesses of 
memory I'm somehow able to remem­
ber how to use the tools, re load the 
now-brittle paper tapes, and reburn 
the EPROMs. 

By the mid '90s I expected another 
call as another decade sailed by, figur­
ing the memories would once again 
need refreshing. None came; presum­
ably the instrument had finally been 
retired. But I learned a critical lesson 
from this experience: embedded sys­
tems never seem to die. They run qui­
etly in the background for years. If we 
don't plan ahead for maintenance 
that may literally span generations 
we ' re fools. And surely the Y2K fiasco 
should have taught us the same lesson 
about software in genet·al. 

Selection criteria 

I won't even try to tell you how to 
select your next embedded lingo. 
However, from the lessons above, it's 
clear to me tl1at we simply must select 
one that has been standardized . Prior 
to the C's ANSI standard, dozens of 
variants competed for attention. 
Portability was impossible. In my opin­
ion, C++ has o nly recently become a 
viable embedded choice, sin ce its 
November 1998 ANSI standa rd . We 
know that both choices are safe, tl1at a 
C or C++ programmer 10 years from 
now wi ll be able to work on our ANSI­
compliant code. 

At the risk of offending lots of peo­
ple, I don't see Java as a serious 
embedded contender just yet, unless 
your system will go away in a year or 
two . Java is a language in flux, torn 
asunder by ma rketing forces of 
giants. It 's coupled, for better or 
worse, to the two biggest forces of 
change in the universe: the PC and 
the Internet. I suspect that eventually 

it will indeed be standardized, and in 
fact may even supplant C++ due to its 
simpler, less overwhelming, syntax. 
But for now, be assured that the Java 
we write today will look very different 
in a few years. 

The exception to standards 
(because there's a lways an exception 
in embedded work) is assembly lan­
guage. Fact is, this is different for every 
processor, is inherently non-portable, 
and will always be a tough way to write 
code. Though I do love it so! Assembly 
makes sense on ly for time or space­
constrained apps, or for small parts of 
a bigger project where speed is truly 
an issue. 

Moral of the story of language 

When my son was very young I'd end 
each evening with a made-up story. 
Most were si lly things meant to eli cit a 
laugh. When traveling I'd often write a 
short bit of nonsense that his mom 
wou ld read in my absence. Now, just 
barely a teenager, he seems to have 
forgotten all of the rules I've so care­
fully tried to insti ll-but does remem­
ber these stories even long after my 
failing middle-aged brain hasn't the 
slimmest recollection. 

Stories seem to fit the nature of the 
way the human brain works, much 
more efficiently than dreary facts. 
Urban legends spread like wildfire as 
arithmetic ski lls co llapse. And so, 
another moral for us all is to learn to 
frame important ideas in the context 
of stories. For on ly those will be 
remembered. esp 

Jack G. Ganssle is a lecturer and consul­

tant on embedded development issues. He 

conducts seminars on embedded systems 

and helps companies with their embedded 

challenges. H e founded two companies spe­

cializing in embedded systems. Contact him 

at jack@ganssle.com. 
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It's hard to compete 
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